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Any of the above conditions can be waived if you get my permisson
Moreinfo here.
Seethe end of thisfilefor the complete legaese.
INTRODUCTION

| wrote Little Brother in awhite-hot fury between May 7, 2007 and July 2, 2007: exactly eight weeks
from the day | thought it up to the day | finished it (Alice, to whom thisbook is dedicated, had to put up
with me clacking out the final chapter at 5AM in our hotel in Rome, where we were celebrating our
anniversary). I'd dways dreamed of having abook just materiaize, fully formed, and come pouring out of
my fingertips, no swesat and fuss -- but it wasn't nearly as much fun as 1'd thought it would be. There were
dayswhen | wrote 10,000 words, hunching over my keyboard in airports, on subways, in taxis --
anywhere | could type. The book wastrying to get out of my head, no matter what, and | missed so
much deep and so many medsthat friends sarted to ask if | wasunwell.

When my dad was ayoung university student in the 1960s, he was one of the few "counterculture’

people who thought computers were agood thing. For most young people, computers represented the
de-humanization of society. University students were reduced to numbers on a punchcard, each bearing
thelegend "DO NOT BEND, SPINDLE, FOLD OR MUTILATE," prompting some of the studentsto
wear pinsthat said, "I AM A STUDENT: DO NOT BEND, SPINDLE, FOLD OR MUTILATE ME."


http://craphound.com/littlebrother

Computers were seen as ameansto increase the ability of the authorities to regiment people and bend
them to their will.

When | wasa 17, the world seemed like it was just going to get more free. The Berlin Wall was about to
come down. Computers -- which had been geeky and weird afew years before -- were everywhere,
and the modem I'd used to connect to local bulletin board systems was now connecting me to the entire
world through the Internet and commercia online sarviceslike GEnie. My lifelong fascination with activist
causes went into overdrive as | saw how the main difficulty in activism -- organizing -- was getting easer
by leaps and bounds (I till remember the first time | switched from mailing out anewdetter with
hand-written addresses to using a database with mail-merge). In the Soviet Union, communications tools
were being used to bring information -- and revolution -- to the farthest-flung corners of the largest
authoritarian state the Earth had ever seen.

But 17 yearslater, things are very different. The computers| love are being co-opted, used to spy on us,
control us, snitch on us. The National Security Agency hasillegaly wiretapped the entire USA and gotten
away with it. Car rental companies and masstrangit and traffic authorities are watching where we go,
sending us automated tickets, finking us out to busybodies, cops and bad guyswho gainillicit accessto
their databases. The Trangport Security Adminigtration maintainsa'no-fly” list of people who'd never
been convicted of any crime, but who are nevertheless considered too dangerousto fly. Thelist's
contents are secret. Therule that makesit enforceableis secret. The criteriafor being added to the list
are secret. It hasfour-year-olds on it. And US senators. And decorated veterans -- actual war heroes.

The 17 year olds | know understand to anicety just how dangerous acomputer can be. The authoritarian
nightmare of the 1960s has come home for them. The seductive little boxes on their desksand in their
pockets watch their every move, corra them in, systematically depriving them of those new freedomsl
had enjoyed and made such good use of in my young adulthood.

What's more, kids were clearly being used as guinea-pigs for anew kind of technological statethat al of
uswere on our way to, aworld where taking a picture was either piracy (in amovie theater or museum
or even a Starbucks), or terrorism (in a public place), but where we could be photographed, tracked and
logged hundreds of timesaday by every tin-pot dictator, cop, bureaucrat and shop-keeper. A world
where any measure, including torture, could be judtified just by waving your hands and shouting
"Terrorigm! 9/11! Terrorism!™ until dl dissent fdl Slent.

We don't have to go down that road.

If you love freedom, if you think the human condition isdignified by privacy, by theright to beleft done,
by theright to explore your weird ideas provided you don't hurt others, then you have common cause
with the kids whose web-browsers and cell phones are being used to lock them up and follow them
around.

If you believe that the answer to bad speech is more speech -- not censorship -- then you have adog in
thefight.

If you believein asociety of laws, aland where our rulers haveto tdl usthe rules, and haveto follow
them too, then you're part of the same struggle that kids fight when they argue for the right to live under
the same Bill of Rightsthat adults have.

Thisbook is meant to be part of the conversation about what an information society means. does it mean
total control, or unheard-of liberty?It'snot just anoun, it'saverb, it's something you do.

DO SOMETHING



This book is meant to be something you do, not just something you read. The technology in thisbook is
either red or nearly real. Y ou can build alot of it. Y ou can shareit and remix it (see THE COPYRIGHT
THING, below). Y ou can use the ideas to spark important discussions with your friends and family. Y ou
can use those ideas to defeat censorship and get onto the free Internet, even if your government,
employer or school doesn't want you to.

Making stuff: Thefolksat Instructables have put up somekiller HOWTOs for building the technology in
this book. It's easy and incredibly fun. There's nothing so rewarding in thisworld as making stuff,
especidly stuff that makes you more free: http:/Mww.ingtructables.com/member/w1n5ton/

Discussons. Therésan educator's manua for thisbook that my publisher, Tor, has put together that has
tons of ideasfor classroom, reading group and home discussions of theidessiniit.

Defest censorship: The afterword for thisbook haslots of resources for increasing your online freedom,
blocking the snoops and evading the censorware blocks. The more people who know about this stuff,
the better.

Y our stories: I'm collecting stories of people who've used technology to get the upper hand when
confronted with abusive authority. I'm going to be including the best of thesein aspecia afterword to the
UK edition (see below) of the book, and I'll be putting them online aswell. Send me your stories at
doctorow@craphound.com, with the subject line " Abuses of Authority".

GREAT BRITAIN

I'm aCanadian, and I've lived in lots of places (including San Francisco, the setting for Little Brother),
and now | lovein London, England, with my wife Alice and our little daughter, Poesy. I'velived here (off
and on) for five years now, and though | loveit to tiny pieces, there's one thing that's dways bugged me:
my books aren't available here. Some stores carried them as specia items, imported from the USA, but it
wasn't published by a British publisher.

That's changed! HarperCollins UK has bought the British rights to this book (along with my next young
adult novel, FOR THE WIN), and they're publishing it just afew months after the US edition, on
November 17, 2008 (the day after | get back from my honeymaoon!).

I'm so glad about this, | could bust, honestly. Not just because they're finally selling my booksin my
adopted homeland, but because I'm raising a daughter here, dammit, and the surveillance and control
maniain this country is starting to scare me bloodless. It ssems ike the entire police and governance
systemin Britain hasfalen in love with DNA-swabbing, fingerprinting and video-recording everyone, on
the off chance that someday you might do something wrong. In early 2008, the head of Scotland Yard
serioudy proposed taking DNA from five-year-olds who digplay "offending traits' because they'll
probably grow up to be criminas. The next week, the London police put up posters asking usal to turn
in people who seem to be taking pictures of the ubiquitous CCTV spy-cameras because anyone who
pays too much to the surveillance machineis probably aterrorist.

Americaisn't the only country that logt its mind this decade. Britain'sright there in the nuthouse with it,
dribbling down its shirt front and pointing itsfinger a the invisble bogeymen and screaming until it getsits
meds.

We need to be having this conversation al over the planet.

Likel said, the UK edition goes on sale on November 17 (ISBN: 978-0-00-728842-7). Therell even
be alimited edition, signed hardcover for people who like their books dl artifact-y. If you want to be
notified when the book goes on sale, just drop me an email at doctorow@craphound.com with the
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subject line LITTLE BROTHER UK EDITION.

OTHER EDITIONS

My agent, Russell Galen (and his sub-agent Danny Baror) did an amazing job of pre-sdlling rightsto
Little Brother in many languages and formats. Here'sthe list as of today (May 4, 2008). I'll be updating it
asmore editions are sold, so fed freeto grab another copy of thisfile
(http://craphound.com/littlebrother/download) if there's an edition you're hoping to see, or see
http://craphound.convlittlebrother/buy/ for linksto buy dl the currently shipping editions.

Audiobook from Random House.

A condition of my ded with Random House isthat they're not alowed to release this on services
that use"DRM" (Digita Rights Management) systemsintended to control use and copying. That
means that you won't find this book on Audible or iTunes, because Audible refusesto sell books
without DRM (even if the author and publisher don't want DRM), and iTunes only carries
Audible audiobooks. However, you can buy the MP3 file direct from RandomHouse or many
other fine etallers, or through thislink

My foreign rights agent, Danny Baror, has presold a number of foreign editions:
«  Greece: Pataki
« Russa AST Publishing
France: Universe Poche
Norway: Det Norske Samlaget

No publication dates yet for these, but I'll keep updating thisfile as moreinformation isavailable. You
can dso subscribe to my mailing list for moreinfo.

THE COPYRIGHT THING

The Creative Commons license at the top of thisfile probably tipped you off to the fact that I've got some
pretty unorthodox views about copyright. Heréswhat | think of it, in anutshell: alittle goesalong way,
and more than that istoo much.

| like the fact that copyright lets me sdll rightsto my publishers and film studios and so on. It's nice that
they can't just take my stuff without permission and get rich on it without cutting mein for apiece of the
action. I'min apretty good position when it comes to negotiating with these companies:. I've got a great
agent and a decade's experience with copyright law and licensing (including astint as a delegate at
WIPO, the UN agency that makes the world's copyright treaties). What's more, there's just not that
many of these negotiations-- even if | sdl fifty or ahundred different editions of Little Brother (which
would put it in top millionth of apercentilefor fiction), that's still only a hundred negotiations, which |
could just about manage.

| hate the fact that fans who want to do what readers have dways done are expected to play in the same
system as all these hotshot agents and lawyers. It'sjust stupid to say that an elementary school classroom
should haveto talk to alawyer at agiant globa publisher before they put on aplay based on one of my
books. It'sridiculousto say that people who want to "loan™ their electronic copy of my book to afriend
need to get a license to do so. Loaning books has been around longer than any publisher on Earth, and
itsafinething.
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| recently saw Neil Gaiman give atalk at which someone asked him how he felt about piracy of his
books. He said, "Hands up in the audience if you discovered your favorite writer for free -- because
someone |oaned you a copy, or because someone gaveit to you? Now, hands up if you found your
favorite writer by walking into astore and plunking down cash.” Overwhelmingly, the audience said that
they'd discovered their favorite writersfor free, on aloan or asagift. When it comesto my favorite
writers, there's no boundaries: I'll buy every book they publish, just to own it (sometimes | buy two or
three, to give away to friends who must read those books). | pay to seethem live. | buy t-shirtswith
their book-covers on them. I'm acustomer for life.

Nell went on to say that he was part of the tribe of readers, the tiny minority of peoplein the world who
read for pleasure, buying books because they |ove them. One thing he knows about everyone who
downloads his books on the Internet without permission isthat they're readers, they're people who love
books.

People who study the habits of music-buyers have discovered something curious: the biggest pirates are
aso the biggest spenders. If you pirate music dl night long, chances are you're one of the few people left
who also goesto the record store (remember those?) during the day. Y ou probably go to concerts on
the weekend, and you probably check music out of the library too. If you're amember of the red-hot
music-fan tribe, you do lots of everything that hasto do with music, from singing in the shower to paying
for black-market vinyl bootlegs of rare Eastern European covers of your favorite desth-metal band.

Same with books. I've worked in new bookstores, used bookstores and libraries. I've hung out in pirate
ebook ("bookwarez") places online. I'm a stone used bookstore junkie, and | go to book fairsfor fun.
And you know what? It's the same people at al those places: book fanswho do lots of everything that
has to do with books. | buy weird, fugly pirate editions of my favorite booksin Chinabecause they're
weird and fugly and look great next to the eight or nine other editionsthat | paid full-freight for of the
same books. | check books out of the library, google them when | need a quote, carry dozens around on
my phone and hundreds on my laptop, and have (at this writing) more than 10,000 of them in storage
lockersin London, Los Angeles and Toronto.

If I could loan out my physical books without giving up possession of them, | would. Thefact that | can
do sowith digita filesis not abug, it's afeature, and adamned fine one. It'sembarrassng to see dl these
writers and musicians and artists bemoaning the fact that art just got thiswicked new feature: the ability to
be shared without losing accessto it in thefirst place. It'slike watching restaurant owners crying down
their shirts about the new free lunch machine that's feeding the world's starving people becauseit'll force
them to reconsider their business-models. Y es, that's gonna be tricky, but let's not lose sight of the main
attraction: free lunched!

Universal accessto human knowledgeisin our grasp, for thefirst timein the history of theworld. Thisis
not abad thing.

In case that's not enough for you, here's my pitch on why giving away ebooks makes sense at thistime
and place:

Giving away ebooks gives me artistic, mora and commercid satisfaction. The commercid questionisthe
one that comes up most often: how can you give away free ebooks and still make money?

For me -- for pretty much every writer -- the big problem isn't piracy, it's obscurity (thanksto Tim
O'Relilly for this great aphorism). Of dl the people who failed to buy this book today, the mgjority did so
because they never heard of it, not because someone gave them afree copy. Megar-hit best-sdllersin
sciencefiction sell half amillion copies -- in aworld where 175,000 attend the San Diego Comic Con
aone, you've got to figure that most of the people who "like sciencefiction™ (and related geeky stuff like



comics, games, Linux, and so on) just don't really buy books. I'm more interested in getting more of that
wider audience into the tent than making sure that everyone who'sin the tent bought aticket to be there.

Ebooks are verbs, not nouns. Y ou copy them, it'sin their nature. And many of those copieshave a
destination, a person they're intended for, a hand-wrought transfer from one person to another,
embodying a persona recommendation between two people who trust each other enough to share bits.
That'sthe kind of thing that authors (should) dream of, the proverbid seding of the dedl. By making my
books available for free pass-aong, | make it easy for people who love them to help other people love
them.

What's more, | don't see ebooks as substitute for paper books for most people. It's not that the screens
aren't good enough, either: if you're anything like me, you aready spend every hour you can get in front
of the screen, reading text. But the more computer-literate you are, the lesslikely you are to be reading
long-form works on those screens -- that's because computer-literate people do more things with their
computers. Werun IM and email and we use the browser in amillion diverse ways. We have games
running in the background, and endless opportunities to tinker with our music libraries. The more you do
with your computer, the more likdly it isthat you'll be interrupted after five to seven minutesto do
something else. That makes the computer extremely poorly suited to reading long-form works off of,
unlessyou have the iron sdf-discipline of amonk.

The good news (for writers) is that this means that ebooks on computers are more likely to be an
enticement to buy the printed book (which is, after dl, cheap, easly had, and easy to use) than a
subgtitute for it. Y ou can probably read just enough of the book off the screen to redlize you want to be
reading it on paper.

So ebooks sdll print books. Every writer I've heard of who'stried giving away ebooks to promote paper
books has come back to do it again. That's the commercid case for doing free ebooks.

Now, onto the artistic case. It'sthe twenty-first century. Copying stuff is never, ever going to get any
harder than it istoday (or if it does, it'll be because civilization has collapsed, at which point well have
other problems). Hard drives aren't going to get bulkier, more expensive, or less capacious. Networks
won't get dower or harder to access. If you're not making art with the intention of having it copied, you're
not really making art for the twenty-first century. There's something charming about making work you
don't want to be copied, in the same way that it's nice to go to a Pioneer Village and see the olde-timey
blacksmith shoeing ahorse at histraditiond forge. But it's hardly, you know, contemporary. I'ma
science fiction writer. It'smy job to write about the future (on agood day) or at least the present. Art
that's not supposed to be copied is from the past.

Findly, let'slook at the mord case. Copying stuff isnaturd. 1t's how we learn (copying our parents and
the people around us). My first story, written when | was six, was an excited re-telling of Star Wars,
which I'd just seen in the theater. Now that the Internet -- the world's most efficient copying machine-- is
pretty much everywhere, our copying ingtinct isjust going to play out more and more. Theré's no way |
can stop my readers, and if | tried, I'd be a hypocrite: when | was 17, | was making mix-tapes,
photocopying stories, and generaly copying in every way | could imagine. If the Internet had been

around then, I'd have been using it to copy as much as| possibly could.

There'sno way to stop it, and the people who try end up doing more harm than piracy ever did. The
record industry's ridiculous holy war agains file-sharers (more than 20,000 music fans sued and
counting!) exemplifies the absurdity of trying to get the food-coloring out of the svimming pool. If the
choiceis between dlowing copying or being afrothing bully lashing out a anything he can reach, | choose
the former.



DONATIONSAND A WORD TO TEACHERSAND LIBRARIANS

Every timel put abook online for free, | get emails from readers who want to send me donationsfor the
book. | gppreciate their generous spirit, but I'm not interested in cash donations, because my publishers
areredly important to me. They contribute immeasurably to the book, improving it, introducing it to
audience | could never reach, helping me do more with my work. | have no desire to cut them out of the
loop.

But there has to be some good way to turn that generosity to good use, and | think I've found it.

Here'sthe dedl: there are lots of teachers and librarians who'd love to get hard-copies of this book into
their kids hands, but don't have the budget for it (teachersin the US spend around $1,200 out of pocket
each on classroom suppliesthat their budgets won't stretch to cover, which iswhy | sponsor a classroom
at lvanhoe Elementary in my old neighborhood in Los Angeles; you can adopt aclass yoursdf Barnes
and Noble, nationwide

They re-shackled and re-hooded me and left me there. A long time later, the truck started to move,
rolling downhill, and then | was hauled back to my feet. | immediately fell over. My legswere so adeep
they fdlt like blocks of ice, al except my knees, which were swollen and tender from all the hours of
kneding.

Hands grabbed my shoulders and feet and | was picked up like a sack of potatoes. There were indistinct
voices around me. Someone crying. Someone cursing.

| was carried a short distance, then set down and re-shackled to another railing. My knees wouldn't
support me anymore and | pitched forward, ending up twisted on the ground like a pretzel, straining
againg the chains holding my wridts.

Then we were moving again, and thistime, it wasn't like driving in atruck. The floor beneath me rocked
gently and vibrated with heavy diesd enginesand | redized | wason aship! My somach turnedtoice. |
was being taken off Americals shores to somewhere ese, and who the hell knew where that was?1'd
been scared before, but thisthought terrified me, left me pardyzed and wordlesswith fear. | redlized
that | might never see my parentsagain and | actudly tasted alittle vomit burn up my throat. The bag
over my head closed in on me and | could barely bresthe, something that was compounded by the weird
position | wastwisted into.

But mercifully we weren't on the water for very long. It felt like an hour, but I know now thet it wasa
mere fifteen minutes, and then | felt us docking, felt footsteps on the decking around me and felt other
prisoners being unshackled and carried or led away. When they camefor me, | tried to stand again, but
couldn't, and they carried me again, impersonaly, roughly.

When they took the hood off again, | wasinacell.

The cdll was old and crumbled, and smelled of seaair. There was one window high up, and rusted bars
guarded it. It was till dark outside. There was a blanket on the floor and alittle metd toilet without a
sedt, set into the wall. The guard who took off my hood grinned at me and closed the solid steel door
behind him.

| gently massaged my legs, hissing as the blood came back into them and into my hands. Eventudly | was
able to stand, and then to pace. | heard other people talking, crying, shouting. | did some shouting too:
"Jolu! Darryl! Vanessal" Other voices on the cell-block took up the cry, shouting out names, too,
shouting out obscenities. The nearest voices sounded like drunks losing their minds on a stregt-corner.
Maybe | sounded like that too.



Guards shouted at usto be quiet and that just made everyone yell louder. Eventualy we were dl howling,
screaming our heads off, screaming our throats raw. Why not? What did we have to lose?

#

The next time they came to question me, | wasfilthy and tired, thirsty and hungry. Severe haircut lady
wasin the new questioning party, as were three big guys who moved me around like a cut of meat. One
was black, the other two were white, though one might have been hispanic. They al carried guns. It was
like aBenneton's ad crossed with agame of Counter-Strike.

They'd taken mefrom my cdll and chained my wrists and anklestogether. | paid attention to my
surroundings aswe went. | heard water outside and thought that maybe we were on Alcatraz -- it wasa
prison, after dl, eveniif it had been atourist attraction for generations, the place where you went to see
where Al Capone and his gangster contemporaries did their time. But I'd been to Alcatraz on aschool
trip. It was old and rusted, medieval. This placefdt like it dated back to World War Two, not colonia
times.

There were bar-codes | aser-printed on stickers and placed on each of the cell-doors, and numbers, but
other than that, there was no way to tell who or what might be behind them.

The interrogation room was modern, with fluorescent lights, ergonomic chairs-- not for me, though, | got
afolding plagtic garden-chair -- and abig wooden board-room table. A mirror lined onewall, just likein
the cop shows, and | figured someone or other must be watching from behind it. Severe haircut lady and
her friends hel ped themselves to coffees from an urn on aside-table (I could have torn her throat out with
my teeth and taken her coffee just then), and then set a styrofoam cup of water down next to me --
without unlocking my wrists from behind my back, so | couldn't reachit. Hardy har har.

"Hello, Marcus," Severe Haircut woman said. "How's your ‘tude doing today?'

| didn't say anything.

"Thisisn't asbad asit getsyou know," she said. "Thisis as good asit gets from now on. Even onceyou
tell uswhat we want to know, even if that convinces us that you were just in the wrong place at the
wrong time, you're amarked man now. Well be watching you everywhere you go and everything you
do. You've acted like you've got something to hide, and we don't like that."

It's pathetic, but al my brain could think about was that phrase, " convince usthat you werein thewrong
place a thewrong time." Thiswas the worst thing that had ever happened to me. | had never, ever felt
thisbad or this scared before. Those words, "wrong place at the wrong time," those six words, they were
like alifeline dangling before me as | thrashed to stay on the surface.

"Hello, Marcus?' she snapped her fingersin front of my face. "Over here, Marcus." Therewasalittle
smileon her face and | hated mysdlf for letting her see my fear. "Marcus, it can be alot worse than this.
Thisisn't the worst place we can put you, not by adamned sight.”" She reached down below the table
and came out with a briefcase, which she snapped open. From it, she withdrew my phone, my arphid
sniper/cloner, my wifinder, and my memory keys. She set them down on the table one after the other.

"Here'swhat we want from you. Y ou unlock the phone for ustoday. If you do that, you'll get outdoor
and bathing privileges. Y ou'll get a shower and you'll be dlowed to walk around in the exercise yard.
Tomorrow, welll bring you back and ask you to decrypt the data on these memory sticks. Do that, and
you'l get to eat in the mess hall. The day after, we're going to want your email passwords, and that will

get you library privileges™



Theword "no" wason my lips, like aburp trying to come up, but it wouldn't come. "Why?" iswhat came
out instead.

"We want to be sure that you're what you seem to be. Thisis about your security, Marcus. Say you're
innocent. Y ou might be, though why an innocent man would act like he's got so much to hideis beyond
me. But say you are: you could have been on that bridge when it blew. Y our parents could have been.
Y our friends. Don't you want us to catch the people who attacked your home?'

It'sfunny, but when she was talking about my getting "privileges' it scared meinto submisson. | felt like
I'd done something to end up where | was, like maybe it was partidly my fault, like | could do
something to changeit.

But as soon as she switched to this BS about "safety™ and "security,” my spine came back. "Lady,” | sad,
"you're talking about attacking my home, but asfar as| can tell, you're the only one who's attacked me
lately. | thought | lived in acountry with acongtitution. | thought | lived in acountry where| had rights.

Y ou're talking about defending my freedom by tearing up the Bill of Rights."

A flicker of annoyance passed over her face, then went away. "So melodramatic, Marcus. No one's
attacked you. Y ou've been detained by your country's government while we seek details on the worst
terrorist attack ever perpetrated on our nation's soil. Y ou haveit within your power to help usfight this
war on our nation's enemies. Y ou want to preserve the Bill of Rights? Help us stop bad people from
blowing up your city. Now, you have exactly thirty seconds to unlock that phone before | send you back
to your cdll. We havelots of other peopleto interview today."

She looked at her watch. | rattled my wrists, rattled the chains that kept me from reaching around and
unlocking the phone. Yes, | was going to do it. She'd told me what my path was to freedom -- to the
world, to my parents -- and that had given me hope. Now she'd threatened to send me away, to take me
off that path, and my hope had crashed and dl | could think of was how to get back onit.

So | rattled my wrists, wanting to get to my phone and unlock it for her, and she just looked at me coldly,
checking her watch.

"The password,” | said, findly understanding what she wanted of me. She wanted meto say it out loud,
here, where she could record it, where her pals could hear it. She didn't want meto just unlock the
phone. She wanted me to submit to her. To put her in charge of me. To give up every secret, al my
privacy. "The password,”" | said again, and then | told her the password. God help me, | submitted to her
will.

She smiled alittle prim smile, which had to be her ice-queen equivaent of atouchdown dance, and the
guardsled me away. Asthe door closed, | saw her bend down over the phone and key the password in.

| wish | could say that I'd anticipated this possibility in advance and created afake password that
unlocked acompletely innocuous partition on my phone, but | wasn't nearly that paranoid/clever.

Y ou might be wondering at this point what dark secrets| had locked away on my phone and memory
gicksand email. I'mjust akid, after dl.

Thetruthisthat | had everything to hide, and nothing. Between my phone and my memory sticks, you
could get a pretty good idea of who my friends were, what | thought of them, al the goofy thingswed
done. Y ou could read the transcripts of the eectronic argumentswe'd carried out and the eectronic
reconciliationswed arrived at.

You see, | don't delete stuff. Why would 17? Storage is cheap, and you never know when you're going to



want to go back to that stuff. Especidly the stupid stuff. Y ou know that feeling you get sometimeswhere
you're sitting on the subway and there's no one to talk to and you suddenly remember some bitter fight
you had, some terrible thing you said? Well, it's usualy never asbad as you remember. Being ableto go
back and seeit again isagreat way to remind yourself that you're not as horrible a person as you think
you are. Darryl and | have gotten over morefightsthat way than | can count.

And eventhat'snot it. | know my phoneisprivate. | know my memory sticks are private. That's because
of cryptography -- message scrambling. The math behind crypto is good and solid, and you and me get
access to the same crypto that banks and the National Security Agency use. There's only onekind of
crypto that anyone uses: crypto that's public, open and can be deployed by anyone. That's how you
know it works.

There's something really liberating about having some corner of your lifethat's yours, that no one getsto
see except you. It'salittle like nudity or taking adump. Everyone gets naked every oncein awhile,
Everyone hasto squat on the toilet. There's nothing shameful, deviant or weird about either of them. But
what if | decreed that from now on, every time you went to evacuate some solid waste, you'd have to do
itin aglassroom perched in the middle of Times Square, and you'd be buck naked?

Evenif you've got nothing wrong or weird with your body -- and how many of us can say that? -- you'd
have to be pretty strangeto like that idea. Most of uswould run screaming. Most of uswould hold it in
until we exploded.

It'snot about doing something shameful. It's about doing something private. 1t's about your life belonging
to you.

They weretaking that from me, piece by piece. As| waked back to my cell, that feding of deserving it
came back to me. I'd broken alot of rulesal my life and I'd gotten away with it, by and large. Maybe
thiswasjustice. Maybe thiswas my past coming back to me. After al, | had been where | was because
I'd snuck out of school.

| got my shower. | got to walk around the yard. There was a patch of sky overhead, and it smelled like
the Bay Area, but beyond that, | had no clue where | was being held. No other prisonerswere visible
during my exercise period, and | got pretty bored with walking in circles. | strained my earsfor any
sound that might help me understand what this place was, but dl | heard was the occasiona vehicle,
some distant conversations, a plane landing somewhere nearby.

They brought me back to my cell and fed me, ahaf a pepperoni pie from Goat Hill Pizza, which | knew
well, up on Potrero Hill. The carton with itsfamiliar graphic and 415 phone number was areminder that
only aday before, I'd been afree man in afree country and that now | was a prisoner. | worried
constantly about Darryl and fretted about my other friends. Maybe they'd been more cooperative and
had been rel eased. Maybe they'd told my parents and they were frantically calling around.

Maybe not.

The cell was fantastically spare, empty asmy soul. | fantasized that the wall opposite my bunk wasa
screen, that | could be hacking right now, opening the cell-door. | fantasized about my workbench and
the projects there -- the old cans | was turning into a ghetto surround-sound rig, the aeria photography
kite-cam | was building, my homebrew |aptop.

| wanted to get out of there. | wanted to go home and have my friends and my school and my parents
and my life back. | wanted to be able to go where | wanted to go, not be stuck pacing and pacing and

pacing.



#

They took my passwordsfor my USB keys next. Those held some interesting messages I'd downloaded
from one online discussion group or another, some chat transcripts, things where people had helped me
out with some of the knowledge | needed to do the things | did. There was nothing on there you couldn't
find with Google, of course, but | didn't think that would count in my favor.

| got exercise again that afternoon, and thistime there were othersin the yard when | got there, four other
guys and two women, of al ages and racia backgrounds. | guesslots of people were doing thingsto earn
their "privileges”

They gave me half an hour, and | tried to make conversation with the most normal-seeming of the other
prisoners, ablack guy about my age with ashort afro. But when | introduced myself and stuck my hand

out, he cut his eyestoward the cameras mounted ominoudly in the corners of the yard and kept walking
without ever changing hisfacid expression.

But then, just before they caled my name and brought me back into the building, the door opened and
out came -- Vanessal 1'd never been more glad to see afriendly face. She looked tired and grumpy, but
not hurt, and when she saw me, she shouted my name and ran to me. We hugged each other hard and |
redized | was shaking. Then | redlized she was shaking, too.

"Areyou OK?' shesaid, holding me at arms length.

"I'mOK," | said. "They told methey'd let me go if | gave them my passwords.”

"They keep asking me questions about you and Darryl."

There was avoice blaring over the loudspesker, shouting at usto stop talking, to walk, but weignored it.
"Answer them," | said, ingantly. "Anything they ask, answer them. If it'll get you out.”

"How are Darryl and Jolu?'

"l haven't seen them.”

The door banged open and four big guards boiled out. Two took me and two took Vanessa. They
forced meto the ground and turned my head away from Vanessa, though | heard her getting the same
treatment. Pladtic cuffs went around my wrists and then | was yanked to my feet and brought back to my
cdl.

No dinner came that night. No breakfast came the next morning. No one came and brought me to the
interrogation room to extract more of my secrets. The plagtic cuffs didn't come off, and my shoulders
burned, then ached, then went numb, then burned again. | logt dl feeling in my hands.

| had to pee. | couldn't undo my pants. | redlly, really had to pee.
| pissed mysdif.

They camefor me after that, once the hot piss had cooled and gone clammy, making my areedy filthy
jeans gtick to my legs. They came for me and walked me down the long hall lined with doors, each door
with its own bar code, each bar code a prisoner like me. They walked me down the corridor and

brought me to the interrogation room and it was like a different planet when | entered there, aworld
where things were normd, where everything didn't reek of urine. | felt so dirty and ashamed, and dl those
fedlings of deserving what | got came back to me.



Severe haircut lady was dready sitting. She was perfect: coifed and with just alittle makeup. | smelled
her hair stuff. She wrinkled her nose a me. | fdt the shamerisein me.

"Widl, you've been avery naughty boy, haven't you? Arent you afilthy thing?"

Shame. | looked down at thetable. | couldn't bear to ook up. | wanted to tell her my email password
and get gone.

"What did you and your friend talk about in the yard?*
| barked alaugh at the table. "1 told her to answer your questions. | told her to cooperate.”
"So do you give the orders?’

| felt theblood sngin my ears. "Oh comeon,” | said. "We play a game together, it's called Harguku Fun
Madness. I'm the team captain. Were not terrorists, we're high school students. | don't give her orders.
| told her that we needed to be honest with you so that we could clear up any suspicion and get out of
here"

Shedidn't say anything for amoment.
"How isDarryl?' | said.
"Who?'

"Darryl. Y ou picked us up together. My friend. Someone had stabbed him in the Powell Street BART.
That'swhy we were up on the surface. To get him help.”

"I'm sure he'sfine, then,” she said.
My stomach knotted and | aimoast threw up. "Y ou don't know? Y ou haven't got him here?"

"Who we have here and who we don't have here is not something were going to discuss with you, ever.
That's not something you're going to know. Marcus, you've seen what happens when you don't
cooperate with us. Y ou've seen what happens when you disobey our orders. Y ou've been alittle
cooperative, and it's gotten you almost to the point where you might go free again. If you want to make
that possibility into aredity, you'll stick to answering my questions.”

| didn't say anything.
"You're learning, that's good. Now, your email passwords, please.”

| wasready for this. | gave them everything: server address, login, password. Thisdidn't matter. | didn't
keep any email on my server. | downloaded it al and kept it on my laptop at home, which downloaded
and ddeted my mail from the server every sixty seconds. They wouldn't get anything out of my mail -- it
got cleared off the server and stored on my Iaptop at home.

Back to the cdll, but they cut loose my hands and they gave me ashower and apair of orange prison
pantsto wear. They were too big for me and hung down low on my hips, like aMexican gang-kid in the
Mission. That's where the baggy-pants-down-your-ass look comes from you know that? From prison. |
tell you what, it'slessfun when it's not afashion satement.

They took away my jeans, and | spent another day in the cell. The walls were scratched cement over a
stedl grid. You could tell, because the stedl wasrusting in the st air, and the grid shone through the
green paint in red-orange. My parents were out that window, somewhere.



They came for me again the next day.

"Weve been reading your mail for aday now. We changed the password so that your home computer
couldn't fetchit.”

Wéll, of coursethey had. | would have done the same, now that | thought of it.

"We have enough on you now to put you away for avery long time, Marcus. Y our possession of these
articles--" shegestured a al my little gizmos -- "and the data we recovered from your phone and
memory sticks, aswell asthe subversive materia we'd no doubt find if we raided your house and took
your computer. It's enough to put you away until you're an old man. Do you understand that?"

| didn't believeit for asecond. There'sno way ajudge would say that al this stuff congtituted any kind of
real crime. It was free speech, it was technological tinkering. It wasn't acrime.

But who said that these people would ever put mein front of ajudge.

"We know where you live, we know who your friends are. We know how you operate and how you
think."

It dawned on me then. They were about to let me go. The room seemed to brighten. | heard myself
breathing, short little breaths.

"Wejust want to know one thing: what was the ddlivery mechanism for the bombs on the bridge?"
| stopped breathing. The room darkened again.
"What?'

"There were ten charges on the bridge, all dong itslength. They weren't in car-trunks. They'd been
placed there. Who placed them there, and how did they get there?!

"What?' | sid it again.

"Thisisyour last chance, Marcus," she said. Shelooked sad. "Y ou were doing so well until now. Tell us
thisand you can go home. Y ou can get alawyer and defend yourself in acourt of law. Thereare
doubtless extenuating circumstances that you can use to explain your actions. Just tell usthisthing, and
youregone."

"I don't know what you're talking about!" | was crying and | didn't even care. Sobbing, blubbering. "I
have no idea what you're talking about!"

She shook her head. "Marcus, please. Let us help you. By now you know that we always get what we're
after.”

There was a gibbering sound in the back of my mind. They were insane. | pulled mysdlf together,
working hard to stop the tears. "Listen, lady, thisis nuts. Y ou've been into my stuff, you've seenitdl. I'm
aseventeen year old high school student, not aterrorist! Y ou can't serioudy think --"

"Marcus, haven't you figured out that we're serious yet?' She shook her head. ™Y ou get pretty good
grades. | thought you'd be smarter than that." She made aflicking gesture and the guards picked me up
by the armpits.

Back in my cdll, ahundred little speeches occurred to me. The French cal this"esprit descdier” -- the
spirit of the staircase, the snappy rebuttal s that come to you after you leave the room and dink down the



gairs. Inmy mind, | stood and delivered, telling her that | was a citizen who loved my freedom, which
made me the patriot and made her thetraitor. In my mind, | shamed her for turning my country into an
armed camp. In my mind, | was eloquent and brilliant and reduced her to tears.

But you know what? None of those fine words came back to me when they pulled me out the next day.
All | could think of wasfreedom. My parents.

"Helo, Marcus," she said. "How areyou feding?"

| looked down at the table. She had anesat pile of documentsin front of her, and her ubiquitous go-cup
of Starbucks beside her. | found it comforting somehow, areminder that there was areal world out there
somewhere, beyond thewalls.

"We're through investigating you, for now." Shelet that hang there. Maybe it meant that she was I etting
me go. Maybe it meant that she was going to throw mein apit and forget that | existed.

"And?' | sadfindly.

"And | want you to impress on you again that we are very serious about this. Our country has
experienced the worst attack ever committed on its soil. How many 9/11s do you want usto suffer
before you're willing to cooperate? The details of our investigation are secret. Wewon't stop at anything
in our effortsto bring the perpetrators of these heinous crimesto justice. Do you understand that?"

"Yes" | mumbled.

"We are going to send you home today, but you are amarked man. Y ou have not been found to be
above suspicion -- we're only releasing you because we're done questioning you for now. But from now
on, you belong to us. Wewill be watching you. WEll be waiting for you to make amisstep. Do you
undergtand that we can watch you closdly, dl the time?”

"Yes" | mumbled.

"Good. You will never speak of what happened hereto anyone, ever. Thisisamatter of nationa
security. Do you know that the death pendty ill holdsfor treason in time of war?"

"Yes" | mumbled.

"Good boy," she purred. "We have some papers here for you to sign." She pushed the stack of papers
acrossthe table to me. Little post-its with SIGN HERE printed on them had been stuck throughout them.
A guard undid my cuffs.

| paged through the papers and my eyes watered and my head swam. | couldn't make sense of them. |
tried to decipher the legalese. It seemed that | was Signing adeclaration that | had been voluntarily held
and submitted to voluntary questioning, of my own free will.

"What happensif | dont signthis?’ | said.
She snatched the papers back and made that flicking gesture again. The guards jerked meto my feet.

"Wait!" | cried. "Please! I'll signthem!” They dragged meto the door. All | could see wasthat door, all |
could think of wasit closing behind me.

| lost it. | wept. | begged to be alowed to sign the papers. To be so close to freedom and have it
snatched away, it made me ready to do anything. | can't count the number of times I've heard someone



say, "Oh, I'd rather die than do something-or-other” -- I've said it mysdlf now and again. But that wasthe
first timel understood what it really meant. | would have rather died than go back to my cell.

| begged asthey took me out into the corridor. | told them I'd Sign anything.

She called out to the guards and they stopped. They brought me back. They sat me down. One of them
put the pen in my hand.

Of course, | Sgned, and signed and signed.
#

My jeans and t-shirt were back in my cell, laundered and folded. They smelled of detergent. | put them
on and washed my face and sat on my cot and stared at the wall. They'd taken everything from me. First
my privacy, then my dignity. I'd been ready to Sign anything. | would have signed a confession that said
I'd assassinated Abraham Lincoln.

| tried to cry, but it was like my eyes were dry, out of tears.

They got me again. A guard approached me with ahood, like the hood 1'd been put in when they picked
us up, whenever that was, days ago, weeks ago.

The hood went over my head and cinched tight at my neck. | wasin total darkness and the air was stifling
and stde. | wasraised to my feet and waked down corridors, up stairs, on gravel. Up agangplank. On a
ship'sstedl deck. My hands were chained behind me, to arailing. | knelt on the deck and listened to the
thrum of the diesdl engines.

The ship moved. A hint of sdt air madeitsway into the hood. It was drizzling and my clothes were heavy
with water. | was outside, even if my head wasin abag. | was outside, in the world, moments from my
freedom.

They camefor me and led me off the boat and over uneven ground. Up three metal stairs. My wrists
were unshackled. My hood was removed.

| was back in the truck. Severe haircut woman wasthere, at the little desk she'd sat at before. Shehad a
ziploc bag with her, and indde it were my phone and other little devices, my wallet and the change from
my pockets. She handed them to me wordlesdly.

| filled my pockets. It felt so weird to have everything back in itsfamiliar place, to be wearing my familiar
clothes. Outside the truck's back door, | heard the familiar sounds of my familiar city.

A guard passed me my backpack. The woman extended her hand to me. | just looked at it. She put it
down and gave me awry smile. Then she mimed zipping up her lips and pointed to me, and opened the
door.

It was daylight outside, gray and drizzling. | was looking down an alley toward cars and trucks and bikes
Zipping down theroad. | stood transfixed on the truck's top step, staring at freedom.

My knees shook. | knew now that they were playing with me again. In amoment, the guards would grab
me and drag me back inside, the bag would go over my head again, and | would be back on the boat
and sent off to the prison again, to the endless, unanswerable questions. | barely held myself back from
guffing my fist in my mouth.

Then | forced mysdlf to go down one stair. Another stair. Thelast stair. My sneakers crunched down on



the crap on the aley's floor, broken glass, aneedle, gravel. | took astep. Another. | reached the mouth
of the alley and stepped onto the sidewalk.

No one grabbed me.

| wasfree.

Then strong arms threw themselves around me. | nearly cried.
Chapter 5

This chapter is dedicated to Secret Headquarters in Los Angeles, my drop-dead all-time favorite
comic store in the world. It's small and selective about what it stocks, and every time | walk in, |
walk out with three or four collections I'd never heard of under my arm. It's like the owners, Dave
and David, have the uncanny ability to predict exactly what I'm looking for, and they lay it out for
me seconds before | walk into the store. | discovered about three quarters of my favorite comics
by wandering into SHQ, grabbing something interesting, sinking into one of the comfy chairs, and
finding myself transported to another world. When my second story-collection, OVERCLOCKED,
came out, they worked with local illustrator Martin Cenreda to do a free mini-comic based on
Printcrime, thefirst story in the book. | left LA about a year ago, and of all the things I miss about
it, Secret Headquartersisright at the top of thelist.

Secret Headquarters: 3817 W. Sunset Boulevard, Los Angeles, CA 90026 +1 323 666 2228

But it was Van, and she was crying, and hugging me so hard | couldn't breathe. | didn't care. | hugged
her back, my face buried in her hair.

"You're OK!" shesaid.
"I'm OK," | managed.

Shefinaly let go of me and another set of arms wrapped themselves around me. It was Jolu! They were
both there. He whispered, "Y ou're safe, bro,” in my ear and hugged me even tighter than V anessa had.

When helet go, | looked around. "Wheré's Darryl?" | asked.
They both looked at each other. "Maybe he's il in the truck,” Jolu said.

Weturned and looked at the truck at the dley's end. It was a nondescript white 18-wheeler. Someone
had aready brought the little folding staircase insde. The rear lights glowed red, and the truck rolled
backwards towards us, emitting a steady eep, eep, eep.

"Wait!" | shouted asit accelerated towards us. "Wait! What about Darryl?" Thetruck drew closer. |
kept shouting. "What about Darryl ?!

Jolu and Vanessa each had me by an arm and were dragging me away. | struggled against them,
shouting. Thetruck pulled out of the aley's mouth and reversed into the street and pointed itself downhill
and drove away. | tried to run after it, but Van and Jolu wouldn't let me go.

| sat down on the sidewalk and put my arms around my knees and cried. | cried and cried and cried,
loud sobs of the sort | hadn't done since | was alittle kid. They wouldn't stop coming. | couldn't stop
shaking.

Vanessa and Jolu got me to my feet and moved me alittle ways up the street. There was aMuni bus stop



with a bench and they sat me on it. They were both crying too, and we held each other for awhile, and |
knew we were crying for Darryl, whom none of us ever expected to see again.

#

We were north of Chinatown, at the part where it starts to become North Beach, a neighborhood with a
bunch of neon strip clubs and the legendary City Lights counterculture bookstore, where the Beat poetry
movement had been founded back in the 1950s.

| knew this part of town well. My parents favorite Itaian restaurant was here and they liked to take me
herefor big plates of linguine and huge Italian ice-cream mountains with candied figsand lethd little
espressos afterward.

Now it was adifferent place, aplace where | wastasting freedom for the first time in what seemed like
an enternity.

We checked our pockets and found enough money to get atable at one of the Italian restaurants, out on
the sidewalk, under an awvning. The pretty waitress lighted a gas-heater with abarbeque lighter, took our
orders and went insde. The sensation of giving orders, of controlling my destiny, was the most amazing
thing I'd ever fdt.

"How long werewein there?" | asked.
"Six days," Vanessasad.

"l got five," Jolu said.

"l didn't count.”

"What did they do to you?' Vanessasaid. | didn't want to talk about it, but they were both looking at me.
Oncel gstarted, | couldn't stop. | told them everything, even when I'd been forced to piss mysdlf, and they
took it al in slently. | paused when the waitress delivered our sodas and waited until she got out of
earshot, then finished. In thetelling, it receded into the distance. By the end of it, | couldn't tell if | was
embroidering thetruth or if | wasmaking it al seem less bad. My memories swam likelittlefish that |
snatched at, and sometimes they wriggled out of my grasp.

Jolu shook his head. "They were hard on you, dude," he said. He told us about his stay there. They'd
questioned him, mostly about me, and held kept on telling them the truth, sticking to aplain telling of the
facts about that day and about our friendship. They had gotten him to repest it over and over again, but
they hadn't played games with his head the way they had with me. Hed eaten hismealsin amess-hall
with abunch of other people, and been giventimeinaTV room where they were shown last year's
blockbusters on video.

Vanessas story was only dightly different. After sheld gotten them angry by talking to me, they'd taken
away her clothes and made her wear a set of orange prison overalls. Sheld been Ieft in her cdll for two
days without contact, though she'd been fed regularly. But modtly it was the same as Jolu: the same
questions, repeated again and again.

"They redly hated you," Jolu said. "Redlly had it in for you. Why?'
| couldn'timaginewhy. Then | remembered.

You can cooperate, or you can be very, very sorry.



"It was because | wouldn't unlock my phonefor them, that first night. That'swhy they singled me out.” |
couldn't believeit, but there was no other explanation. It had been sheer vindictiveness. My mind reded
at thethought. They had done dl that as amere punishment for defying their authority.

| had been scared. Now | was angry. "Those bastards,” | said, softly. "They did it to get back at me for
mouthing off."

Jolu swore and then Vanessa cut loose in Korean, something she only did when shewasredlly, redly
agry.

"I'm going to get them," | whispered, Staring at my soda. "I'm going to get them.”
Jolu shook his head. ™Y ou can't, you know. Y ou can't fight back against that.”
#

None of us much wanted to talk about revenge then. Instead, we talked about what we would do next.
We had to go home. Our phones' batteries were dead and it had been years since this neighborhood had
any payphones. We just needed to go home. | even thought about taking ataxi, but there wasn't enough
money between usto make that possible.

So we waked. On the corner, we pumped some quartersinto a San Francisco Chronicle newspaper
box and stopped to read the front section. It had been five days since the bombs went off, but it was till
al over thefront cover.

Severe haircut woman had talked about "the bridge” blowing up, and I'd just assumed that she was
talking about the Golden Gate bridge, but | waswrong. The terrorists had blown up the Bay bridge.

"Why the hell would they blow up the Bay bridge?' | said. "The Golden Gateistheoneon dl the
postcards.” Even if you've never been to San Francisco, chances are you know what the Golden Gate
lookslike: it'sthat big orange suspension bridge that swoops dramatically from the old military base
caled the Presidio to Sausdlito, where dl the cutesy wine-country towns are with their scented candle
shopsand art gdleries. It's picturesque as hell, and it's practically the symbol for the state of Cdifornia. If
you go to the Disneyland Cdifornia Adventure park, theré'sareplicaof it just past the gates, with a
monorall running over it.

So naturaly | assumed that if you were going to blow up abridge in San Francisco, that's the one you'd
blow.

"They probably got scared off by al the cameras and stuff,” Jolu said. "The National Guard's dways
checking cars at both ends and there's al those suicide fences and junk al aong it." People have been
jumping off the Golden Gate sinceit opened in 1937 -- they stopped counting after the thousandth
suicidein 1995.

"Yeah," Vanessasaid. "Plusthe Bay Bridge actualy goes somewhere.” The Bay Bridge goesfrom
downtown San Francisco to Oakland and thence to Berkeley, the East Bay townships that are hometo
many of the people who live and work in town. It's one of the only parts of the Bay Areawhere anormal
person can afford ahouse big enough to redly stretch out in, and there's also the university and abunch
of light industry over there. The BART goes under the Bay and connects the two cities, too, but it'sthe
Bay Bridge that sees mogt of thetraffic. The Golden Gate was anice bridgeif you were atourist or arich
retiree living out in wine country, but it was mostly ornamentd. The Bay Bridgeis-- was-- San
Francisco's work-horse bridge.



| thought about it for aminute. "Y ou guysareright,” | said. "But | don't think that's dl of it. We keep
acting like terrorists attack landmarks because they hate landmarks. Terrorists don't hate landmarks or
bridges or airplanes. They just want to screw stuff up and make people scared. To make terror. So of
course they went after the Bay Bridge after the Golden Gate got al those cameras -- after airplanes got
al metd-detectored and X-rayed.” | thought about it some more, staring blankly at the carsrolling down
the street, a the people walking down the sdewalks, at the city all around me. "Terrorists don't hate
arplanesor bridges. They loveterror.” It was so obvious | couldn't believe I'd never thought of it before.
| guessthat being treated like aterrorist for afew days was enough to clarify my thinking.

The other two were staring at me. "I'm right, aren't I? All thiscrap, all the X-raysand ID checks, they're
al usdess arent they?

They nodded dowly.

"Worsethan usdess,” | said, my voice going up and cracking. "Because they ended up with usin prison,
with Darryl --" | hadn't thought of Darryl since we sat down and now it came back to me, my friend,
missing, disappeared. | stopped talking and ground my jaws together.

"We haveto tell our parents,” Jolu said.
"We should get alawyer,” Vanessasaid.

| thought of telling my story. Of telling the world what had become of me. Of the videos that would no
doubt come out, of me weeping, reduced to agroveling animal.

"We can't tell them anything,” | said, without thinking.
"Whét do you mean?' Van said.

"We can't tell them anything,” | repeated. "Y ou heard her. If wetak, they'll come back for us. They'll do
to uswhat they did to Darryl."

"You'rejoking," Jolu said. "Y ou want usto --"

"I want usto fight back,” | said. "l want to stay free so that | can do that. If we go out there and blab,
they'll just say that we're kids, making it up. We don't even know where we were held! No one will
believe us. Then, one day, they'll comefor us.

"I'm telling my parentsthat | wasin one of those camps on the other side of the Bay. | came over to meet
you guys there and we got stranded, and just got loose today. They said in the papers that people were
dill wandering home from them.”

"I can't dothat," Vanessasaid. "After what they did to you, how can you even think of doing that?"

"It happened to me, that's the point. Thisisme and them, now. I'll beat them, I'll get Darryl. I'm not going
to take thislying down. But once our parents are involved, that'sit for us. No one will believe usand no
onewill care. If wedo it my way, peoplewill care.

"What's your way?' Jolu sad. "What's your plan?”'

"l don't know yet," | admitted. "Give me until tomorrow morning, give methat, at least.” | knew that once
they'd kept it a secret for aday, it would have to be a secret forever. Our parents would be even more
skeptical if we suddenly "remembered” that we'd been held in a secret prison instead of taken careof ina
refugee camp.



Van and Jolu looked at each other.

"I'm just asking for achance,” | said. "WEell work out the story on the way, get it straight. Give me one
day, just oneday."

The other two nodded glumly and we set off downhill again, heading back towards home. | lived on
Potrero Hill, Vanessalived in the North Mission and Jolu lived in Noe Vdley -- three wildly different
neighborhoods just afew minutes wak from one another.

We turned onto Market Street and stopped dead. The street was barricaded at every corner, the
cross-sireets reduced to asingle lane, and parked down the whole length of Market Street were big,
nondescript 18-whedlers like the one that had carried us, hooded, away from the ship's docks and to
Chinatown.

Each one had three sted steps leading down from the back and they buzzed with activity as soldiers,
peoplein suits, and cops went in and out of them. The suitswore little badges on their lapels and the
soldiers scanned them asthey went in and out -- wirel ess authorization badges. Aswe walked past one,
| got alook at it, and saw the familiar logo: Department of Homeland Security. The soldier saw me
staring and stared back hard, glaring at me.

| got the message and moved on. | peded away from the gang at Van Ness. We clung to each other and
cried and promised to cal each other.

The walk back to Potrero Hill has an easy route and a hard route, the latter taking you over some of the
steepest hillsin the city, the kind of thing that you see car chases on in action movies, with cars catching
alr asthey soar over the zenith. | dways take the hard way home. It'sall resdentia streets, and the old
Victorian housesthey cal "painted ladies’ for their gaudy, elaborate paint-jobs, and front gardens with
scented flowers and tall grasses. Housecats stare at you from hedges, and there are hardly any
homeess.

It was so quiet on those streets that it made me wish I'd taken the other route, through the Misson,
whichis... raucous is probably the best word for it. Loud and vibrant. Lots of rowdy drunks and angry
crack-heads and unconscious junkies, and also lots of familieswith strollers, old ladies gossiping on
stoops, lowriders with boom-cars going thumpa-thumpa-thumpa down the streets. There were hipsters
and mopey emo art-students and even a couple old-school punk-rockers, old guys with pot bellies
bulging out beneath their Dead Kennedys shirts. Also drag queens, angry gang kids, graffiti artistsand
bewildered gentrifierstrying not to get killed while their redl-estate investments matured.

| went up Goat Hill and walked past Goat Hill Pizza, which made methink of thejail I'd been held in, and
| had to St down on the bench out front of the restaurant until my shakes passed. Then | noticed the
truck up the hill from me, anondescript 18-wheeler with three metal steps coming down from the back
end. | got up and got moving. | felt the eyeswatching me from all directions.

| hurried the rest of the way home. | didn't look at the painted ladies or the gardens or the housecats. |
kept my eyes down.

Both my parents carswere in the driveway, even though it was the middle of the day. Of course. Dad
worksin the East Bay, so he'd be stuck at home while they worked on the bridge. Mom -- well, who
knew why Mom was home.

They were homefor me,

Even before I'd finished unlocking the door it had been jerked out of my hand and flung wide. There



were both of my parents, looking gray and haggard, bug-eyed and staring at me. We stood therein
frozen tableau for amoment, then they both rushed forward and dragged me into the house, nearly
tripping me up. They were both talking so loud and fast all | could hear was awordless, roaring gabble
and they both hugged me and cried and | cried too and we just stood there like that in the little foyer,
crying and making amost-words until we ran out of steam and went into the kitchen.

| did what | dways did when | came home: got mysalf aglass of water from thefilter in the fridge and
dug a couple cookies out of the "biscuit barrd” that mom's Sister had sent us from England. The normalcy
of thismade my heart stop hammering, my heart catching up with my brain, and soon wewere dl stting
at thetable.

"Where have you been?" they both said, more or lessin unison.

| had given this some thought on the way home. "I got trapped,” | said. "In Oakland. | was there with
somefriends, doing a project, and we were dl quarantined.”

"For five days?'

"Yeah," | said. "Yeah. It wasredly bad." I'd read about the quarantinesin the Chronicleand | cribbed
shamelesdy from the quotes they'd published. "Y eah. Everyone who got caught in the cloud. They
thought we had been attacked with some kind of super-bug and they packed usinto shipping containers
in the docklands, like sardines. It was redlly hot and sticky. Not much food, efther.”

"Chrigt," Dad sad, hisfists baling up on the table. Dad teachesin Berkeley three days aweek, working
with afew grad studentsin the library science program. Therest of the time he consults for clientsin city
and down the Peninsula, third-wave dotcoms that are doing various things with archives. Hes a
mild-mannered librarian by profession, but he'd been ared radicd in the sixtiesand wrestled alittlein
high schooal. I'd seen him get crazy angry now and again -- I'd even made him that angry now and again
-- and he could serioudy lose it when he was Hulking out. He once threw a swing-set from Ikea across
my granddad'swhole lawn when it fell gpart for the fiftieth time while he was assembling it.

"Barbarians," Mom said. She's been living in Americasince she was ateenager, but she till comes over
al British when she encounters American cops, hedth-care, airport security or homelessness. Then the
word is "barbarians," and her accent comes back strong. We'd been to London twice to see her family
and | can't say asit felt any more civilized than San Francisco, just more cramped.

"But they let usgo, and ferried us over today." | wasimprovising now.

"Areyou hurt?' Mom sad. "Hungry?'

"Seepy?

"Yeah, alittle of dl that. Also Dopey, Doc, Sneezy and Bashful." We had afamily tradition of Seven
Dwarfsjokes. They both smiled alittle, but their eyeswere till wet. | felt redly bad for them. They must
have been out of their minds with worry. | was glad for a chance to change the subject. "I'd totaly loveto

"I'll order apizzafrom Goat Hill," Dad said.

"No, not that," | said. They both looked at melike I'd sprouted antennae. | normally have a thing about
Goat Hill Pizza-- asin, | can normally egt it like agoldfish eats hisfood, gobbling until it either runs out
or | pop. | tried to smile. "I just don't fed like pizza," | said, lamely. "Let's order some curry, OK?'
Thank heaven that San Francisco istake-out centrd.



Mom went to the drawer of take-out menus (more normalcy, feding like adrink of water on adry, sore
throat) and riffled through them. We spent a couple of distracting minutes going through the menu from
the halal Pakistani place on Vaencia. | settled on amixed tandoori grill and creamed spinach with
farmer's cheese, asdted mango lass (much better than it sounds) and little fried pastriesin sugar syrup.

Once the food was ordered, the questions started again. They'd heard from Van's, Jolu'sand Darryl's
families (of course) and had tried to report us missing. The police were taking names, but there were so
many "displaced persons’ that they weren't going to open files on anyone unlessthey were still missing
after seven days.

Meanwhile, millions of have-you-seen sites had popped up on the net. A couple of the siteswere old
My Space clonesthat had run out of money and saw anew lease on lifefrom al the attention. After dl,
some venture capitaists had missing family in the Bay Area. Maybeif they were recovered, the site
would attract some new investment. | grabbed dad's |aptop and looked through them. They were
plastered with advertisng, of course, and pictures of missing people, mostly grad photos, wedding
pictures and that sort of thing. It was pretty ghoulish.

| found my pic and saw that it waslinked to Van's, Jolu's, and Darryl's. There was alittle form for
marking people found and another onefor writing up notes about other missing people. | filled inthe
fidldsfor me and Jolu and Van, and |eft Darryl blank.

"You forgot Darryl," Dad said. He didn't like Darryl much -- once hel figured out that a couple inches
were missing out of one of the bottlesin hisliquor cabinet, and to my enduring shame I'd blamed it on
Darryl. Intruth, of course, it had been both of us, just fooling around, trying out vodka-and-Cokes during
an dl-night gaming session.

"Hewasnt with us" | said. Thelie tasted bitter in my mouth.

"Oh my God," my mom said. She squeezed her hands together. "We just assumed when you came home
that you'd dl been together."

"No," | said, the lie growing. "No, he was supposed to meet us but we never met up. He's probably just
stuck over in Berkeley. He was going to take the BART over."

Mom made awhimpering sound. Dad shook his head and closed his eyes. "Don't you know about the
BART?' hesad.

| shook my head. | could see where thiswas going. | felt like the ground was rushing up to me.
"They blew it up," Dad said. "The bastards blew it up at the same time as the bridge."

That hadn't been on the front page of the Chronicle, but then, aBART blowout under the water
wouldn't be nearly as picturesque as theimages of the bridge hanging in tatters and pieces over the Bay.
The BART tunnel from the Embarcadero in San Francisco to the West Oakland station was submerged.

#

| went back to Dad's computer and surfed the headlines. No one was sure, but the body count wasin
the thousands. Between the cars that plummeted 191 feet to the sea and the people drowned in the
trains, the deaths were mounting. One reporter claimed to have interviewed an "identity counterfeiter”
who'd helped "dozens' of people wak away from their old lives by smply vanishing after the attacks,
getting new |D made up, and dipping away from bad marriages, bad debts and bad lives.

Dad actualy got tearsin his eyes, and Mom was openly crying. They each hugged me again, patting me



with their hands asiif to assure themsdavesthat | wasredly there. They kept telling me they loved me. |
told them | loved them too.

We had aweepy dinner and Mom and Dad had each had a coupl e glasses of wine, which wasalot for
them. | told them that | was getting deepy, which was true, and mooched up to my room. | wasn't going
to bed, though. | needed to get online and find out what was going on. | needed to talk to Jolu and
Vanessa. | needed to get working on finding Darryl.

| crept up to my room and opened the door. | hadn't seen my old bed in what fdlt like athousand yesars. |
lay down on it and reached over to my bedstand to grab my laptop. | must have not pluggeditin al the
way -- the eectrical adapter needed to bejiggled just right -- so it had dowly discharged while | was
away. | plugged it back in and gave it aminute or two to charge up before trying to power it up again. |
used the time to get undressed and throw my clothesin the trash -- | never wanted to see them again --
and put on aclean pair of boxers and afresh t-shirt. The fresh-laundered clothes, straight out of my
drawers, felt so familiar and comfortable, like getting hugged by my parents.

| powered up my laptop and punched abunch of pillowsinto place behind me at the top of the bed. |
scooched back and opened my computer'slid and settled it onto my thighs. It was still booting, and man,
those icons creeping across the screen looked good. It came dl theway up and then it started giving me
more low-power warnings. | checked the power-cable again and wiggled it and they went away. The
power-jack was redly flaking out.

Infact, it was so bad that | couldn't actually get anything done. Every time | took my hand off the
power-cable it lost contact and the computer started to complain about its battery. | took a closer ook
ait

The whole case of my computer was dightly misaligned, the seam split in an angular gape that started
narrow and widened toward the back.

Sometimes you look at a piece of equipment and discover something like this and you wonder, "Wasit
awaysliketha?' Maybe you just never noticed.

But with my laptop, that wasn't possible. Y ou see, | built it. After the Board of Ed issued usdl with
SchoolBooks, there was no way my parents were going to buy me acomputer of my own, even though
technically the SchoolBook didn't belong to me, and | wasn't supposed to ingtall software on it or mod it.

| had some money saved -- odd jobs, Christmases and birthdays, alittle bit of judicious ebaying. Put it al
together and | had enough money to buy atotaly crappy, five-year-old machine.

So Darryl and | built one instead. Y ou can buy laptop cases just like you can buy cases for desktop PCs,
though they're alittle more specidized than plain old PCs. I'd built a couple PCswith Darryl over the
years, scavenging parts from Craigdist and garage sales and ordering stuff from chesp cheap Tawanese
vendorswe found on the net. | figured that building alaptop would be the best way to get the power |
wanted at the price | could afford.

To build your own laptop, you start by ordering a"barebook” -- amachine with just alittle hardwarein it
and al theright dots. The good newswas, once | was done, | had a machine that was awhole pound
lighter than the Dell I'd had my eye on, ran fagter, and cost athird of what | would have paid Dell. The
bad news was that assembling alaptop islike building one of those shipsin abottle. It'sal finicky work
with tweezers and magnifying glasses, trying to get everything to fit in that little case. Unlike afull-sized
PC -- whichismostly air -- every cubic millimeter of spacein alaptop is spoken for. Every timel
thought | had it, I'd go to screw the thing back together and find that something was keeping the case
from closing al theway, and it'd be back to the drawing board.



So | knew exactly how the seam on my |aptop was supposed to ook when the thing was closed, and it
was hot supposed to look likethis.

| kept jiggling the power-adapter, but it was hopeless. There was no way | was going to get the thing to
boot without taking it apart. | groaned and put it beside the bed. I'd dedl with it in the morning.

#

That was the theory, anyway. Two hours later, | was dtill aring at the celling, playing back moviesin my
head of what they'd done to me, what | should have done, dl regrets and esprit d'escalier.

| rolled out of bed. It had gone midnight and I'd heard my parents hit the sack at eleven. | grabbed the
laptop and cleared some space on my desk and clipped thelittle LED lampsto the temples of my
magnifying glasses and pulled out aset of little precison screwdrivers. A minute later, | had the case open
and the keyboard removed and | was staring at the guts of my laptop. | got acan of compressed air and
blew out the dust that the fan had sucked in and looked things over.

Something wasn't right. | couldn't put my finger onit, but then it had been months since I'd had the lid of f
thisthing. Luckily, thethird time'd had to open it up and struggle to closeit again, 1'd gotten smart: I'd
taken aphoto of the gutswith everything in place. | hadn't been totally smart: at firdt, I'd just |eft that pic
on my hard drive, and naturdly | couldn't get to it when | had the laptop in parts. But then I'd printed it
out and stuck it in my messy drawer of papers, the dead-tree graveyard where | kept al the warranty
cards and pin-out diagrams. | shuffled them -- they seemed messier than | remembered -- and brought
out my photo. | set it down next to the computer and kind of unfocused my eyes, trying to find things that
looked out of place.

Then | spotted it. The ribbon cable that connected the keyboard to the logic-board wasn't connected
right. That was aweird one. There was no torque on that part, nothing to didodge it in the course of
normal operations. | tried to pressit back down again and discovered that the plug wasn't just badly
mounted -- there was something between it and the board. | tweezed it out and shone my light oniit.

There was something new in my keyboard. It was alittle chunk of hardware, only a sixteenth of aninch
thick, with no markings. The keyboard was plugged into it, and it was plugged into the board. It other
words, it was perfectly situated to capture al the keystrokes | made while | typed on my machine.

It was abug.

My heart thudded in my ears. It was dark and quiet in the house, but it wasn't acomforting dark. There
were eyes out there, eyes and ears, and they were watching me. Survellling me. The surveillance | faced
at school had followed me home, but thistime, it wasn't just the Board of Education looking over my
shoulder: the Department of Homeland Security had joined them.

| dmost took the bug out. Then | figured that who ever put it there would know that it was gone. | |eft it
in. [tmademesck todoit.

| looked around for more tampering. | couldn't find any, but did that mean there hadn't been any?
Someone had broken into my room and planted this device -- had disassembled my |aptop and
reassembled it. There were lots of other ways to wiretap acomputer. | could never find them all.

| put the machine together with numb fingers. Thistime, the case wouldn't sngp shut just right, but the
power-cable stayed in. | booted it up and set my fingers on the keyboard, thinking that | would run some
diagnostics and see what was what.



But I couldn't doiit.
Héll, maybe my room was wiretapped. Maybe there was a camera spying on me now.

I'd been feding paranoid when | got home. Now | was nearly out of my skin. It felt like | wasback in
jail, back in the interrogation room, stalked by entities who had me utterly in their power. It made me
want to cry.

Only onething for it.

| went into the bathroom and took off the toilet-paper roll and replaced it with afresh one. Luckily, it
was amost empty aready. | unrolled the rest of the paper and dug through my parts box until | found a
little plastic envelope full of ultra-bright white LEDs 1'd scavenged out of adead bike-lamp. | punched
their leads through the cardboard tube carefully, using a pin to make the holes, then got out somewire
and connected them all in serieswith little metal clips. | twisted the wiresinto the leads for anine-volt
battery and connected the battery. Now | had atube ringed with ultra-bright, directiona LEDs, and |
could hold it up to my eye and look throughit.

I'd built one of these last year as a science fair project and had been thrown out of the fair once | showed
that there were hidden camerasin hdf the classrooms at Chavez High. Pinhead video-cameras cost less
than agood restaurant dinner these days, so they're showing up everywhere. Sneaky store clerks put
them in changing rooms or tanning salons and get pervy with the hidden footage they get from their
customers -- sometimes they just put it on the net. Knowing how to turn atoilet-paper roll and three
bucks worth of partsinto a camera-detector isjust good sense.

Thisisthe smplest way to catch a spy-cam. They havetiny lenses, but they reflect light like the dickens.
It works best in adim room: stare through the tube and dowly scan al the walls and other places
someone might have put acamerauntil you seethe glint of areflection. If the reflection stays il asyou
move around, that'salens.

There wasn't acamerain my room -- not one | could detect, anyway. There might have been audio bugs,
of course. Or better cameras. Or nothing at al. Can you blame mefor feding paranoid?

| loved that laptop. | caled it the Salmagundi, which means anything made out of spare parts.

Once you get to naming your laptop, you know that you're redlly having a deep relationship with it. Now,
though, | felt like | didn't want to ever touch it again. | wanted to throw it out the window. Who knew
what they'd done to it? Who knew how it had been tapped?

| put it in adrawer with the lid shut and looked at the ceiling. It waslate and | should be in bed. There
was no way | was going to deep now, though. | was tapped. Everyone might be tapped. The world had
changed forever.

"I'll find away to get them,” | said. It wasavow, | knew it when | heard it, though I'd never made avow
before.

| couldn't deep after that. And besides, | had an idea.

Somewherein my closet was a shrink-wrapped box containing one still-sealed, mint-in-package Xbox
Universal. Every Xbox has been sold way below cost -- Microsoft makes most of its money charging
games companies money for theright to put out Xbox games -- but the Universal wasthe first Xbox that
Microsoft decided to give away entirely for free.

Last Christmas season, there'd been poor losers on every corner dressed aswarriors from the Halo



series, handing out bags of these game-machines asfast asthey could. | guessit worked -- everyone
saysthey sold awhole butt-load of games. Naturally, there were countermeasures to make sure you only
played games from companies that had bought licenses from Microsoft to make them.

Hackers blow through those countermeasures. The Xbox was cracked by akid from MIT who wrote a
best-sdlling book about it, and then the 360 went down, and then the short-lived Xbox Portable (which
weal called the "luggable’ -- it weighed three pounds!) succumbed. The Universa was supposed to be
totaly bulletproof. The high school kidswho broke it were Brazilian Linux hackerswho lived in afavela
-- akind of sguatter'sum.

Never underestimate the determination of akid who istime-rich and cash-poor.

Oncethe Brazilians published their crack, we al went nuts on it. Soon there were dozens of alternate
operating systems for the Xbox Universa. My favorite was ParanoidXbox, aflavor of Paranoid Linux.
Paranoid Linux is an operating system that assumes that its operator is under assault from the government
(it wasintended for use by Chinese and Syrian dissidents), and it does everything it can to keep your
communications and documents a secret. It even throws up abunch of "chaff* communicationsthat are
supposed to disguise the fact that you're doing anything covert. So while you're receiving a politica
message one character at atime, ParanoidLinux is pretending to surf the Web and fill in questionnaires
and flirt in chat-rooms. Meanwhile, onein every five hundred characters you receiveisyour regl
message, aneedle buried in ahuge haystack.

I'd burned a ParanoidXbox DV D when they first appeared, but I'd never gotten around to unpacking the
Xbox inmy closet, findingaTV to hook it up to and so on. My room is crowded enough asit is without
letting Microsoft crashware eat up va uable workspace.

Tonight, I'd make the sacrifice. It took about twenty minutesto get up and running. Not havingaTV was
the hardest part, but eventualy | remembered that | had alittle overhead LCD projector that had
standard TV RCA connectors on the back. | connected it to the Xbox and shoneit on the back of my
door and got ParanoidLinux installed.

Now | was up and running, and ParanoidLinux was looking for other Xbox Universasto tak to. Every
Xbox Universal comeswith built-in wirdessfor multiplayer gaming. Y ou can connect to your neighbors
onthewireesslink and to the Internet, if you have awireless Internet connection. | found three different
sets of neighborsin range. Two of them had their Xbox Universals aso connected to the Internet.
ParanoidX box loved that configuration: it could siphon off some of my neighbors Internet connections
and use them to get online through the gaming network. The neighborswould never missthe packets:
they were paying for flat-rate Internet connections, and they weren't exactly doing alot of surfing at
2AM.

The best part of dl thisis how it made me fed : in control. My technology wasworking for me, serving
me, protecting me. It wasn't soying on me. Thisiswhy | loved technology: if you used it right, it could

give you power and privacy.

My brain was redlly going now, running like 60. There were lots of reasonsto run ParanoidXbox -- the
best one was that anyone could write gamesfor it. Already there was aport of MAME, the Multiple
Arcade Machine Emulator, so you could play practicaly any gamethat had ever been written, dl the way
back to Pong -- gamesfor the Apple ][+ and gamesfor the Colecovision, games for the NES and the
Dreamcast, and so on.

Even better were dl the cool multiplayer games being built specificaly for ParanoidXbox -- totally free
hobbyist games that anyone could run. When you combined it dl, you had afree console full of free



gamesthat could get you free Internet access.

And the best part -- asfar as | was concerned -- was that ParanoidXbox was paranoid. Every bit that
went over the air was scrambled to within an inch of itslife. Y ou could wiretap it dl you wanted, but
you'd never figure out who was talking, what they were talking about, or who they were talking to.
Anonymous web, email and IM. Just what | needed.

All'l had to do now was convince everyone | knew to useit too.
Chapter 6

This chapter is dedicated to Powell's Books, the legendary " City of Books" in Portland, Oregon.
Powell's isthe largest bookstore in the world, an endless, multi-storey universe of papery smells
and towering shelves. They stock new and used books on the same shelves -- something I've
always loved -- and every time I've stopped in, they've had a veritable mountain of my books, and
they've been incredibly gracious about asking me to sign the store-stock. The clerks are friendly,
the stock is fabulous, and there's even a Powell's at the Portland airport, making it just about the
best airport bookstore in the world for my money!

Powell's Books: 1005 W Burnside, Portland, OR 97209 USA +1 800 878 7323

Bdieveit or not, my parents made me go to school the next day. 1'd only falen into feverish deep at three
in the morning, but a seven the next day, my Dad was standing at the foot of my bed, threatening to drag
me out by the ankles. | managed to get up -- something had died in my mouth after painting my eyelids
shut -- and into the shower.

| let my mom force a piece of toast and a bananainto me, wishing fervently that my parentswould let me
drink coffee at home. | could sneak one on the way to school, but watching them sip down their black
gold while | was drag-assing around the house, getting dressed and putting my booksin my bag -- it was
awful.

I've walked to school athousand times, but today it was different. | went up and over the hillsto get
down into the Mission, and everywhere there were trucks. | saw new sensors and traffic cameras
ingdled a many of the op-signs. Someone had alot of surveillance gear lying around, waiting to be
ingtalled at thefirst opportunity. The attack on the Bay Bridge had been just what they needed.

It dl made the city seem more subdued, like being inside an elevator, embarrassed by the close scrutiny
of your neighbors and the ubiquitous cameras.

The Turkish coffee shop on 24th Street fixed me up good with ago-cup of Turkish coffee. Basically,
Turkish coffeeis mud, pretending to be coffee. It's thick enough to stand aspoon up in, and it has way
more caffeine than the kiddee-pops like Red Bull. Take it from someone who's read the Wikipedia entry:
thisis how the Ottoman Empire was won: maddened horsemen fueled by lethal jet-black coffee-mud.

| pulled out my debit card to pay and he made aface. "No more debit,” he said.

"Huh?Why not?" I'd paid for my coffee habit on my card for years at the Turk's. He used to hasde me
al thetime, tdling me | wastoo young to drink the stuff, and he dtill refused to serve me at al during
school hours, convinced that | was skipping class. But over the years, the Turk and me have developed a
kind of gruff understanding.

He shook his head sadly. "Y ou wouldn't understand. Go to schoal, kid."

Theres no surer way to make me want to understand than to tell me | won't. | wheedled him, demanding



that he tell me. He looked like he was going to throw me out, but when | asked him if he thought | wasn't
good enough to shop there, he opened up.

"The security," he said, looking around hislittle shop with itstubs of dried beans and seeds, its shelves of
Turkish groceries. "The government. They monitor it al now, it wasin the papers. PATRIOT Act 11, the
Congress passed it yesterday. Now they can monitor every time you use your card. | say no. | say my
shop will not help them spy on my customers.™

My jaw dropped.

"Y ou think it's no big deal maybe? What isthe problem with government knowing when you buy coffee?
Becauseit's one way they know where you are, where you been. Why you think | left Turkey? Where
you have government aways spying on the people, isno good. | move here twenty years ago for
freedom -- | no help them take freedom away."

"You'regoing to lose so many saes,” | blurted. | wanted to tell him he was ahero and shake his hand,
but that was what came out. "Everyone uses debit cards.”

"Maybe not so much anymore. Maybe my customers come here because they know | love freedom too.
| am making sign for window. Maybe other stores do the same. | hear the ACLU will sue them for this™

"You'vegot dl my businessfrom now on,” | said. | meant it. | reached into my pocket. "Um, | don't have
any cash, though."

He pursed hislips and nodded. "Many peoples say the samething. IsOK. Y ou give today's money to
the ACLU."

In two minutes, the Turk and | had exchanged more words than we had in al the time I'd been coming to
his shop. | had no ideahe had dl these passons. | just thought of him as my friendly nelghborhood
caffeine dedler. Now | shook hishand and when | |eft hisstore, | felt like heand | had joined ateam. A
secret team.

#

I'd missed two days of school but it seemed like | hadn't missed much class. They'd shut the school on
one of those days while the city scrambled to recover. The next day had been devoted, it seemed, to
mourning those missing and presumed dead. The newspapers published biographies of the logt, persond
memorias. The Web wasfilled with these capsule obituaries, thousands of them.

Embarrassingly, | was one of those people. | stepped into the schoolyard, not knowing this, and then
there was a shout and a moment later there were a hundred people around me, pounding me on the
back, shaking my hand. A couplegirls| didn't even know kissed me, and they were more than friendly
kisses. | felt likearock star.

My teacherswere only alittle more subdued. Ms Galvez cried as much as my mother had and hugged
me three times before she let me go to my desk and sit down. There was something new at the front of
the classroom. A camera. Ms Galvez caught me staring at it and handed me a permission dip on smeary
Xeroxed school |etterhead.

The Board of the San Francisco Unified School District had held an emergency session over the
weekend and unanimoudy voted to ask the parents of every kid in the city for permission to put closed
circuit televison camerasin every classroom and corridor. The law said they couldn't force usto go to
school with cameras dl over the place, but it didn't say anything about us volunteering to give up our



Condtitutional rights. The letter said that the Board were sure that they would get complete compliance
from the City's parents, but that they would make arrangements to teach those kids whose parents
objected in a separate set of "unprotected” classrooms.

Why did we have camerasin our classrooms now? Terrorists. Of course. Because by blowing up a
bridge, terrorists had indicated that schools were next. Somehow that was the conclusion that the Board
had reached anyway.

| read this note three times and then | stuck my hand up.

"Yes, Marcus?'

"Ms Galvez, about this note?'

"Yes, Marcus.”

"lsn't the point of terrorism to make us afraid? That'swhy it's called terrorism, right?"

"l suppose s0." The classwas staring at me. | wasn't the best student in school, but | did like agood
in-class debate. They were waiting to hear what 1'd say next.

"So aren't we doing what the terrorists want from us? Don't they win if we act al afraid and put cameras
inthe classsoomsand dl of that?"

There was some nervoustittering. One of the others put his hand up. It was Charles. Ms Galvez called
onhim.

"Putting camerasin makes us safe, which makes usless afraid.”
"Safefromwhat?" | said, without waiting to be called on.

"Terrorism,” Charles said. The others were nodding their heads.

"How do they do that? If a suicide bomber rushed in here and blew usal up --"

"Ms Galvez, Marcusisviolaing school policy. Were not supposed to make jokes about terrorist attacks

"Who's making jokes?"

"Thank you, both of you,” Ms Galvez said. Shelooked redlly unhappy. | fet kind of bad for hijacking her
cass. "l think thet thisisaredly interesting discussion, but I'd liketo hold it over for afuture class. | think
that these issues may be too emotional for usto have adiscussion about them today. Now, let's get back
to the suffragigts, shdl we?'

So we spent the rest of the hour talking about suffragists and the new lobbying strategies they'd devised
for getting four women into every congrescritter's office to lean on him and let him know what it would
mean for hispalitica futureif he kept on denying women the vote. It was normdly the kind of thing |
redly liked -- little guys making the big and powerful be honest. But today | couldn't concentrate. It must
have been Darryl's absence. We both liked Social Studies and we would have had our School Books out
and an IM session up seconds after sitting down, a back-channd for talking about the lesson.

I'd burned twenty ParanoidXbox discs the night before and | had them al in my bag. | handed them out
to people| knew wereredly, redly into gaming. They'd dl gotten an Xbox Universa or two the year
before, but most of them had stopped using them. The games were really expensive and not alot of fun. |



took them aside between periods, at lunch and study hall, and sang the praises of the ParanoidXbox
gamesto the sky. Free and fun -- addictive sociad gameswith lots of cool people playing them from al
over theworld.

Giving away onething to sal another iswhat they call a"razor blade business' -- companieslike Gillette
give you free razor-blade handles and then giff you by charging you asmall fortune for the blades. Printer
cartridges are the worst for that -- the most expensive Champagne in the world is cheap when compared
with inkjet ink, which cogts dl of apenny agalon to makewholesde.

Razor-blade businesses depend on you not being able to get the "blades’ from someone dse. After dll, if
Gillette can make nine bucks on aten-dollar replacement blade, why not start a competitor that makes
only four bucks sdling anidentica blade: an 80 percent profit margin isthe kind of thing that makes your
average business-guy go dl drooly and round-eyed.

So razor-blade companies like Microsoft pour alot of effort into making it hard and/or illega to compete
with them on the blades. In Microsoft's case, every Xbox has had countermeasures to keep you from
running software that was released by people who didn't pay the Microsoft blood-money for theright to
sell Xbox programs.

The people | met didn't think much about this stuff. They perked up when | told them that the games
were unmonitored. These days, any online game you play isfilled with dl kinds of unsavory sorts. First
there are the pervs who try to get you to come out to some remote |location so they can go al weird and
Silence of the Lambs on you. Then there are the cops, who are pretending to be gullible kids so they can
bust the pervs. Worgt of dl, though, are the monitors who spend dl their time spying on our discussions
and snitching on usfor violating their Terms of Service, which say, no flirting, no cussing, and no "clear or
masked language which insultingly refersto any aspect of sexud orientation or sexudity.”

I'm no 24/7 horn-dog, but I'm a seventeen year old boy. Sex does come up in conversation every now
and again. But God help you if it came up in chat while you were gaming. It wasarea buzz-kill. No one
monitored the ParanoidXbox games, because they weren't run by acompany: they were just games that
hackers had written for the hdll of it.

So these game-kids loved the story. They took the discs greedily, and promised to burn copiesfor al of
their friends -- after dl, games are most fun when you're playing them with your buddies.

When | got home, | read that a group of parents were suing the school board over the surveillance
camerasin the classrooms, but that they'd dready lost their bid to get apreliminary injunction againgt
them.

#

| don't know who came up with the name Xnet, but it stuck. Y ou'd hear people talking about it on the
Muni. Van caled meup to ask meif I'd heard of it and | nearly choked once | figured out what she was
talking about: the discs I'd started distributing last week had been sneakernetted and copied al the way
to Oakland in the space of two weeks. It made me look over my shoulder -- like I'd broken arule and
now the DHS would come and take me away forever.

They'd been hard weeks. The BART had completely abandoned cash fares now, switching them for
arphid "contactless’ cardsthat you waved at the turngtiles to go through. They were cool and convenient,
but every time | used one, | thought about how | was being tracked. Someone on Xnet posted alink to
an Electronic Frontier Foundation white paper on the ways that these things could be used to track
people, and the paper had tiny stories about little groups of people that had protested at the BART
dations.



| used the Xnet for dmost everything now. I'd set up afake email address through the Pirate Party, a
Swedish palitical party that hated Internet surveillance and promised to keep their mail accounts a secret
from everyone, even the cops. | accessed it Strictly via Xnet, hopping from one neighbor's Internet
connection to the next, staying anonymous -- | hoped -- al the way to Sweden. | wasn't using win5ton
anymore. If Benson could figureit out, anyone could. My new handle, come up with on the spur of the
moment, was M 1k3y, and | got a lot of email from people who heard in chat rooms and message boards
that | could help them troubleshoot their Xnet configurations and connections.

| missed Hargjuku Fun Madness. The company had suspended the game indefinitely. They said that for
"security reasons' they didn't think it would be agood ideato hide things and then send people off to find
them. What if someone thought it was abomb? What if someone put abomb in the same spot?

What if | got hit by lightning while walking with an umbrella? Ban umbrelas Fight the menace of
lightning!

| kept on using my Iaptop, though | got askin-crawly feding when | used it. Whoever had wiretapped it
would wonder why | didn't useit. | figured I'd just do some random surfing with it every day, alittleless
each day, so0 that anyone watching would see me dowly changing my habits, not doing a sudden reversd.

Mostly | read those creepy obits -- al those thousands of my friends and neighbors dead at the bottom
of the Bay.

Truth betold, I was doing less and less homework every day. | had business elsawhere. | burned new
stacks of ParanoidXbox every day, fifty or sixty, and took them around the city to people I'd heard were
willing to burn sixty of their own and hand them out to their friends.

| wasn't too worried about getting caught doing this, because | had good crypto on my side. Cryptois
cryptography, or "secret writing," and it's been around since Roman times (literdly: Augustus Caesar was
abig fan and liked to invent his own codes, some of which we use today for scrambling joke punchlines
inemall).

Crypto ismath. Hard math. I'm not going to try to explain it in detail because | don't have the math to
redlly get my head around it, either -- look it up on Wikipediaif you redly warnt.

But heresthe Cliff's Notes verson: Some kinds of mathematica functionsareredly easy to doin one
direction and redlly hard to do in the other direction. It's easy to multiply two big prime numbers together
and make agiant number. It'sredly, redly hard to take any given giant number and figure out which
primes multiply together to give you that number.

That meansthat if you can come up with away of scrambling something based on multiplying large
primes, unscrambling it without knowing those primeswill be hard. Wicked hard. Like, atrillion years of
al the computers ever invented working 24/7 won't be ableto doit.

There arefour partsto any crypto message: the original message, called the "cleartext." The scrambled
message, cdled the "ciphertext." The scrambling system, cdled the "cipher.” And findly therésthe key:
secret stuff you feed into the cipher dong with the cleartext to make ciphertext.

It used to be that crypto peopletried to keep al of thisasecret. Every agency and government had its
own ciphers and its own keys. The Nazis and the Allies didn't want the other guys to know how they
scrambled their messages, let alone the keys that they could use to descramble them. That soundslike a
good ides, right?

Wrong.



Thefirg time anyonetold me about al this prime factoring stuff, | immediately said, "No way, that's BS. |
mean, sure it'shard to do this prime factorization stuff, whatever you say it is. But it used to be
impossibleto fly or go to the moon or get ahard-drive with more than a few kilobytes of storage.
Someone must have invented away of descrambling the messages.” | had visions of a hollow mountain
full of Nationd Security Agency mathematicians reading every emall in the world and snickering.

In fact, that's pretty much what happened during World War 11. That'sthe reason that lifeisn't morelike
Cadtle Wolfenstein, where I've spent many days hunting Nazis.

Thething is, ciphersare hard to keep secret. Theré'salot of math that goesinto one, and if they're
widdy used, then everyone who uses them has to keep them a secret too, and if someone changes Sides,
you haveto find anew cipher.

The Nazi cipher was cdled Enigma, and they used alittle mechanica computer called an Enigma
Machine to scramble and unscramble the messages they got. Every sub and boat and station needed one
of these, 0 it wasinevitable that eventudly the Allieswould get their hands on one.

When they did, they cracked it. That work wasled by my persona dl-time hero, aguy named Alan
Turing, who pretty much invented computers as we know them today. Unfortunately for him, he was gay,
S0 after the war ended, the stupid British government forced him to get shot up with hormonesto "cure’
his homaosexudity and he killed himsdlf. Darryl gave me abiography of Turing for my 14th birthday --
wrapped in twenty layers of paper and in arecycled Batmobile toy, he was like that with presents -- and
I've been a Turing junkie ever since.

Now the Allies had the EnigmaMachine, and they could intercept lots of Nazi radio-messages, which
shouldn't have been that big aded, since every captain had his own secret key. Sincethe Alliesdidn't
have the keys, having the machine shouldn't have helped.

Here's where secrecy hurts crypto. The Enigma cipher was flawed. Once Turing looked hard &t it, he
figured out that the Nazi cryptographers had made a mathematical mistake. By getting hishandson an
EnigmaMachine, Turing could figure out how to crack any Nazi message, no matter what key it used.

That cost the Nazisthe war. | mean, don't get me wrong. That's good news. Takeit from a Castle
Wolfengtein veteran. Y ou wouldn't want the Nazis running the country.

After the war, cryptographers spent alot of time thinking about this. The problem had been that Turing
was smarter than the guy who thought up Enigma. Any time you had acipher, you were vulnerableto
someone smarter than you coming up with away of breskingiit.

And the more they thought about it, the more they redlized that anyone can come up with a security
system that he can't figure out how to break. But no one can figure out what a smarter person might do.

Y ou have to publish a cipher to know that it works. Y ou haveto tell as many people as possible how it
works, so that they can thwack on it with everything they have, testing its security. Thelonger you go
without anyone finding aflaw, the more secure you are.

Whichishow it sandstoday. If you want to be safe, you don't use crypto that some genius thought of
last week. Y ou use the stuff that people have been using for aslong as possible without anyone figuring
out how to break them. Whether you're abank, aterrorist, agovernment or ateenager, you usethe
same ciphers.

If you tried to use your own cipher, thered be the chance that someone out there had found aflaw you
missed and was doing a Turing on your butt, deciphering al your "secret” messages and chuckling at your



dumb gossip, financid transactions and military secrets.

So | knew that crypto would keep me safe from eavesdroppers, but | wasn't ready to deal with
hisograms.

#

| got off the BART and waved my card over theturngtile as | headed up to the 24th Street station. As
usual, there were lots of weirdos hanging out in the station, drunks and Jesus freaks and intense Mexican
men staring a the ground and afew gang kids. | looked straight past them as| hit the stairs and jogged
up to the surface. My bag was empty now, no longer bulging with the ParanoidXbox discs 1'd been
digtributing, and it made my shouldersfed light and put aspring in my step as| came up the street. The
preacherswere at work still, exhorting in Spanish and English about Jesus and so on.

The counterfeit sunglass sellers were gone, but they'd been replaced by guys sdlling robot dogs that
barked the national anthem and would lift their legsif you showed them apicture of Osamabin Laden.
There was probably some cool stuff going onintheir little brainsand | made amenta noteto pick a
couple of them up and take them apart |ater. Face-recognition was preity new in toys, having only
recently made the legp from the military to casinostrying to find chests, to law enforcement.

| started down 24th Street toward Potrero Hill and home, rolling my shoulders and smelling the burrito
smelswafting out of the restaurants and thinking about dinner.

| don't know why | happened to glance back over my shoulder, but | did. Maybe it was alittle bit of
subconscious sixth-sense stuff. | knew | was being followed.

They were two beefy white guys with little mustaches that made me think of either cops or the gay bikers
who rode up and down the Castro, but gay guys usually had better haircuts. They had on windbreskers
the color of old cement and blue-jeans, with their waistbands concedled. | thought of al the thingsacop
might wear on hiswaistband, of the utility-belt that DHS guy in the truck had worn. Both guyswere
wesaring Bluetooth headsets.

| kept walking, my heart thumping in my chest. I'd been expecting thissince | started. 1'd been expecting
the DHSto figure out what | was doing. | took every precaution, but Severe-Haircut woman had told me
that she'd be watching me. Sheld told me | was amarked man. | realized that 1'd been waiting to get
picked up and taken back to jail. Why not? Why should Darryl beinjail and not me? What did | have
going for me? | hadn't even had the gutsto tell my parents -- or his-- what had redlly happened to us.

| quickened my steps and took amentd inventory. | didn't have anything incriminating in my bag. Not too
incriminating, anyway. My School Book was running the crack that let me IM and stuff, but haf the
people in school had that. I'd changed the way | encrypted the stuff on my phone -- now | did havea
fake partition that | could turn back into cleartext with one password, but al the good stuff was hidden,
and needed another password to open up. That hidden section looked just like random junk -- when you
encrypt data, it becomesindistinguishable from random noise -- and they'd never even know it wasthere.

Therewere no discsin my bag. My laptop was free of incriminating evidence. Of course, if they thought
to look hard at my Xbox, it was game over. So to speak.

| stopped where | was standing. 1'd done as good ajob as| could of covering mysdlf. It wastimeto face
my fate. | stepped into the nearest burrito joint and ordered one with carnitas -- shredded pork -- and
extrasasa Might aswell go down with afull ssomach. | got a bucket of horchata, too, anice-cold rice
drink that's like watery, semi-sweet rice-pudding (better than it sounds).



| sat down to est, and aprofound cam fell over me. | was about to go to jail for my "crimes" or | wasn't.
My freedom since they'd taken mein had been just atemporary holiday. My country was not my friend
anymore: we were now on different sdesand I'd known | could never win.,

Thetwo guys cameinto the restaurant as | was finishing the burrito and going up to order some churros
-- deep-fried dough with cinnamon sugar -- for dessert. | guess they'd been waiting outside and got tired
of my dawdling.

They stood behind me at the counter, boxing mein. | took my churro from the pretty granny and paid
her, taking a couple of quick bites of the dough before | turned around. | wanted to eet at least alittle of
my dessert. It might bethe last dessert | got for along, long time.

Then | turned around. They were both so close | could seethe zit on the cheek of the one on the l€ft, the
little booger up the nose of the other.

"'Scuseme,” | said, trying to push past them. The one with the booger moved to block me.
"Sir," hesaid, "can you step over here with us?' He gestured toward the restaurant's door.

"Sorry, I'meating,” | said and moved again. Thistime he put his hand on my chest. He was breathing fast
through his nose, making the booger wiggle. | think | was breathing hard too, but it was hard to tell over
the hammering of my heart.

The other oneflipped down aflap on the front of hiswindbreaker to reved a SFPD insignia. "Police," he
sad. "Please come with us”

"Let mejust get my stuff,” | said.

"Well take care of that," he said. The booger one stepped right up close to me, hisfoot on the inside of
mine. Y ou do that in some martid arts, too. It letsyou fed if the other guy is shifting hisweight, getting
ready to move.

| wasn't going to run, though. | knew | couldn't outrun fate.
Chapter 7

This chapter is dedicated to New York City's Books of Wonder, the oldest and largest kids
bookstore in Manhattan. They're located just a few blocks away from Tor Books' officesin the
Flatiron Building and every time | drop in to meet with the Tor people, | always sneak away to
Books of Wonder to peruse their stock of new, used and rare kids' books. I'm a heavy collector of
rare editions of Alice in Wonderland, and Books of Wonder never failsto excite me with some
beautiful, limited-edition Alice. They have tons of events for kids and one of the most inviting
atmospheres I've ever experienced at a bookstore.

Books of Wonder : 18 West 18th S, New York, NY 10011 USA +1 212 989 3270

They took me outside and around the corner, to awaiting unmarked police car. It wasn't like anyonein
that neighborhood would have had ahard time figuring out that it was a cop-car, though. Only police
drive big Crown Victorias now that gas had hit seven bucks agalon. What's more, only cops could
double-park in the middle of Van Ness street without getting towed by the schools of predatory
tow-operatorsthat circled endlessly, ready to enforce San Francisco's incomprehensible parking
regulations and collect abounty for kidnapping your car.

Booger blew hisnose. | was Sitting in the back seat, and so was he. His partner was sitting in the front,



typing with onefinger on an ancient, ruggedized Iaptop that |ooked like Fred Hintstone had been its
origind owner.

Booger looked closdly a my 1D again. "Wejust want to ask you afew routine questions.”

"Can | seeyour badges?' | said. These guyswere clearly cops, but it couldn't hurt to let them know |
knew my rights.

Booger flashed his badge a metoo fast for meto get agood look at it, but Zit in the front seat gave me a
long look at his. | got their division number and memorized the four-digit badge number. It was easy:
1337 isdso theway hackerswrite"legt," or "dite.”

They were both being very polite and neither of them wastrying to intimidate me the way that the DHS
had donewhen | wasin their custody.

"Am | under arrest?'

"Y ou've been momentarily detained so that we can ensure your safety and the generd public sefety,”
Booger said.

He passed my driver'slicense up to Zit, who pecked it dowly into his computer. | saw him make atypo
and amost corrected him, but figured it was better to just keep my mouth shut.

"Isthere anything you want to tell me, Marcus? Do they cdl you Marc?'

"Marcusisfineg" | said. Booger looked like he might be anice guy. Except for the part about kidnapping
meinto hiscar, of course.

"Marcus. Anything you want to tel me?"

"Likewhat? Am | under arrest?'

"Y ou're not under arrest right now," Booger said. "Would you like to be?
"No," | sad.

"Good. Weve been watching you since you left the BART. Y our Fast Pass says that you've beenriding
to alot of strange placesat alot of funny hours.”

| felt something let go insde my chest. Thiswasn't about the Xnet at al, then, not really. They'd been
watching my subway use and wanted to know why it had been so fresky lately. How totdly stupid.

"So you guys follow everyone who comes out of the BART station with afunny ride-history? 'Y ou must
be busy.”

"Not everyone, Marcus. We get an dert when anyone with an uncommon ride profile comes out and that
hel ps us assess whether we want to investigate. In your case, we came aong because we wanted to
know why a smart-looking kid like you had such afunny ride profile?’

Now that | knew | wasn't about to go to jalil, | was getting pissed. These guys had no business spying on
me -- Chrigt, the BART had no business hel ping them to spy on me. Where the hell did my subway pass
get off on finking me out for having a"nonstandard ride pattern?”

"| think I'd like to be arrested now," | said.



Booger sat back and raised his eyebrow a me.

"Redly? On what charge?"

"Oh, you mean riding public trangt in anonstandard way isn't acrime?”
Zit closed his eyes and scrubbed them with histhumbs.

Booger sghed a put-upon sigh. "Look, Marcus, we're on your sSide here. We use this system to catch
bad guys. To catch terrorists and drug dedlers. Maybe you're adrug dedler yourself. Pretty good way to
get around the city, a Fast Pass. Anonymous.”

"What's wrong with anonymous? It was good enough for Thomas Jefferson. And by theway, am | under
arest?'

"Let'stake him home," Zit said. "We can talk to his parents.”

"| think that'sagreat idea,” | said. "I'm sure my parents will be anxiousto hear how their tax dollars are
being spent --"

I'd pushed it too far. Booger had been reaching for the door handle but now he whirled on me, al
Hulked out and throbbing veins. "Why don't you shut up right now, whileit's till an option? After
everything that's happened in the past two weeks, it wouldn't kill you to cooperate with us. Y ou know
what, maybe we should arrest you. Y ou can spend aday or two in jail while your lawyer looks for you.
A lot can happeninthat time. A lot. How'd you like that?"

| didn't say anything. I'd been giddy and angry. Now | was scared witless.
"I'm sorry," | managed, hating mysdf again for saying it.

Booger got in the front seat and Zit put the car in gear, cruising up 24th Street and over Potrero Hill.
They had my addressfrommy ID.

Mom answered the door after they rang the bell, leaving the chain on. She peeked around it, saw me and
sad, "Marcus? Who are these men?"

"Police," Booger said. He showed her his badge, letting her get agood ook at it -- not whipping it away
the way he had with me. "Can we comein?"

Mom closed the door and took the chain off and let them in. They brought mein and Mom gave the
three of usone of her looks.

"Whet'sthis about?"

Booger pointed at me. "We wanted to ask your son some routine questions about his movements, but he
declined to answer them. Wefdt it might be best to bring him here.”

"Ishe under arrest?' Mom's accent was coming on strong. Good old Mom.
"Areyou aUnited States citizen, maam?' Zit said.

She gave him alook that could have stripped paint. "1 shore am, hyuck," she said, in a broad southern
accent. "Am | under arret?’

The two cops exchanged a look.



Zit took thefore. "We seem to have gotten off to a bad start. We identified your son as someone with a
nonstandard public transit usage pattern, as part of anew pro-active enforcement program. When we
spot people whose travels are unusud, or that match a suspicious profile, we investigate further.”

"Wait,"” Mom said. "How do you know how my son usesthe Muni?"
"The Fast Pass," he said. "It tracks voyages.”

"l see,” Mom said, folding her arms. Folding her armswas a bad sign. It was bad enough she hadn't
offered them acup of tea-- in Mom-land, that was practicaly like making them shout through the
mail-dot -- but once shefolded her arms, it was not going to end well for them. At that moment, |
wanted to go and buy her abig bunch of flowers.

"Marcus here declined to tell uswhy his movements had been what they were."
"Areyou saying you think my son isaterrorist because of how heridesthe bus?’

"Terrorigts aren't the only bad guyswe catch thisway," Zit said. "Drug dealers. Gang kids. Even
shoplifters smart enough to hit adifferent neighborhood with every run.”

"Y ou think my sonisadrug deder?'

"We're not saying that --" Zit began. Mom clapped her hands at him to shut him up.
"Marcus, please pass me your backpack."

| did.

Mom unzipped it and looked through it, turning her back to usfirgt.

"Officers, | can now affirm that there are no narcotics, explosives, or shoplifted gewgawsin my son's
bag. | think we're done here. | would like your badge numbers before you go, please.”

Booger sneered at her. "Lady, the ACLU is suing three hundred cops on the SFPD, you're going to have
togetinline”

#

Mom made me a cup of teaand then chewed me out for esting dinner when | knew that she'd been
making falafel. Dad came home while we were dlill &t the table and Mom and | took turnstelling him the
story. He shook his head.

"Lillian, they werejust doing their jobs." He was till wearing the blue blazer and khakis he wore on the
daysthat he was consulting in Silicon Valey. "The world isn't the same place it was last week."

Mom set down her teacup. "Drew, you're being ridiculous. Y our son isnot aterrorist. His use of the
public trangt system is not cause for apoliceinvestigation.”

Dad took off his blazer. "We do thisal the time at my work. It's how computers can be used to find all
kinds of errors, anomalies and outcomes. Y ou ask the computer to create a profile of an average record
in adatabase and then ask it to find out which records in the database are furthest away from average.
It's part of something called Bayesian analysis and it's been around for centuries now. Without it, we
couldn't do spam-filtering --"

"So you're saying that you think the police should suck as hard as my spam filter?' | said.



Dad never got angry at mefor arguing with him, but tonight I could see the strain was running highin him.
Stll, | couldn't resst. My own father, taking the police's Sde!

"I'm saying that it's perfectly reasonable for the police to conduct their investigations by starting with
data-mining, and then following it up with leg-work where ahuman being actudly intervenesto seewhy
the abnormality exigts. | don't think that a computer should be telling the police whom to arrest, just
helping them sort through the haystack to find aneedle”

"But by taking in dl that datafrom the trangit system, they're creating the haystack," | said. "That'sa
gigantic mountain of data and there's amost nothing worth looking at there, from the police's point of
view. It'satotd waste."

"I understand that you don't like that this system caused you some inconvenience, Marcus. But you of al
people should appreciate the gravity of the Situation. There was no harm done, was there? They even
gaveyou aridehome."

They threatened to send me to jail, | thought, but | could see there was no point in sayingit.

"Besgdes, you dill haven't told us where the blazing hells you've been to create such an unusud traffic
pattern.”

That brought me up short.

"| thought you relied on my judgment, that you didn't want to spy on me." He'd said this often enough.
"Do you redly want meto account for every trip I've ever taken?"

#

| hooked up my Xbox as soon as| got to my room. I'd bolted the projector to the ceiling so that it could
shine on the wall over my bed (I'd had to take down my awesome mura of punk rock handhbills'd taken
down off telephone poles and glued to big sheets of white paper).

| powered up the Xbox and watched asit came onto the screen. | was going to email Van and Jolu to tell
them about the hasdes with the cops, but as| put my fingersto the keyboard, | stopped again.

A fedling crept over me, one not unlike thefedling I'd had when | realized that they'd turned poor old
Sdmagundi into atraitor. Thistime, it wasthe feding that my beloved Xnet might be broadcasting the
location of every one of itsusersto the DHS.

It waswhat Dad had said: You ask the computer to create a profile of an averagerecordin a
database and then ask it to find out which records in the database are furthest away from
average.

The Xnet was secure because its users weren't directly connected to the Internet. They hopped from
Xbox to Xbox until they found one that was connected to the Internet, then they injected their materid as
undecipherable, encrypted data. No one could tell which of the Internet's packets were Xnet and which
oneswere just plain old banking and e-commerce and other encrypted communication. Y ou couldn't find
out who was tying the Xnet, let done who was using the Xnet.

But what about Dad's "Bayesan datistics?' I'd played with Bayesian math before. Darryl and | once
tried to write our own better spam filter and when you filter spam, you need Bayesian math. Thomas
Bayes was an 18th century British mathematician that no one cared about until a couple hundred years
after he died, when computer scientists redlized that his technique for satistically analyzing mountains of
datawould be super-useful for the modern world'sinfo-Himalayas.



Here's some of how Bayesian stats work. Say you've got a bunch of spam. Y ou take every word that's
in the spam and count how many timesit appears. Thisis caled a"word frequency histogram” and it tells
you what the probability isthat any bag of wordsislikely to be spam. Now, take aton of email that's not
gpam -- inthe biz, they call that "ham” -- and do the same.

Wait until anew email arrives and count the words that appear in it. Then use the word-frequency
histogram in the candidate message to ca culate the probability that it belongsin the"spam” pile or the
"ham" pile. If it turns out to be gpam, you adjust the "spam™ histogram accordingly. There arelots of ways
to refine the technique -- looking at wordsin pairs, throwing away old data-- but thisis how it works at
core. It'sone of those great, Smpleideas that seems obvious after you hear about it.

It'sgot lots of applications -- you can ask acomputer to count the linesin apicture and seeif it'smore
likea"dog" line-frequency histogram or a"cat" line-frequency histogram. It can find porn, bank fraud,
and flamewars. Ussful Stuff.

And it was bad news for the Xnet. Say you had the whole Internet wiretapped -- which, of course, the
DHS has. Y ou can't tell who's passing Xnet packets by looking at the contents of those packets, thanks
to crypto.

What you can doisfind out who is sending way, way more encrypted traffic out than everyone e se. For
anormal Internet surfer, asesson onlineis probably about 95 percent cleartext, five percent ciphertext.
If someoneis sending out 95 percent ciphertext, maybe you could dispatch the computer-savvy
equivaents of Booger and Zit to ask them if they're terrorist drug-dealer Xnet users.

This happensdl thetimein China. Some smart dissident will get theideaof getting around the Great
Firewdl of China, which is used to censor the whole country's Internet connection, by using an encrypted
connection to acomputer in some other country. Now, the Party there can't tell what the dissident is
surfing: maybeit's porn, or bomb-making ingtructions, or dirty lettersfrom hisgirlfriend in the Philippines,
or political materia, or good news about Scientology. They don't have to know. All they haveto know is
that this guy gets way more encrypted traffic than his neighbors. At that point, they send him to aforced
labor camp just to set an example so that everyone can see what happens to smart-asses.

So far, | waswilling to bet that the Xnet was under the DHS's radar, but it wouldn't be the case forever.
And &fter tonight, | wasn't surethat | wasin any better shape than a Chinese dissident. | was putting al
the people who signed onto the Xnet in jeopardy. The law didn't care if you were actudly doing anything
bad; they were willing to put you under the microscope just for being statiticaly abnormal. And |
couldn't even stop it -- now that the Xnet was running, it had alife of itsown.

| was going to haveto fix it some other way.

| wished | could talk to Jolu about this. He worked at an Internet Service Provider called Pigspleen Net
that had hired him when he was twelve, and he knew way more about the net than | did. If anyone knew
how to keep our butts out of jail, it would be him.

Luckily, Van and Jolu and | were planning to meet for coffee the next night at our favorite placein the
Mission after schooal. Officidly, it was our weekly Hargjuku Fun Madness team mesting, but with the
game canceled and Darryl gone, it was pretty much just aweekly weep-fest, supplemented by about six
phone-cals and IMs aday that went, "Areyou OK? Did it redly happen?’ 1t would be good to have
something e seto talk about.

#

"You'reout of your mind," Vanessasad. "Areyou actudly, totdly, redly, for-red crazy or what?'



She had shown up in her girl's school uniform because sheld been stuck going thelong way home, dl the
way down to the San Mateo bridge then back up into the city, on a shuttle-bus service that her school
was operating. She hated being seenin public in her gear, which wastotally Sailor Moon -- a pleated
skirt and atunic and knee-socks. Sheld been in abad mood ever since she turned up at the cafe, which
wasfull of older, cooler, mopey emo art students who snickered into their lattes when she turned up.

"What do you want meto do, Van?' | said. | was getting exasperated myself. School was unbearable
now that the game wasn't on, now that Darryl was missing. All day long, in my classes, | consoled mysdlf
with the thought of seeing my team, what was l€eft of it. Now we were fighting.

"I want you to stop putting yoursdlf at risk, M1k3y." The hairs on the back of my neck stood up. Sure,
we aways used our team handles at team meetings, but now that my handle was also associated with my
Xnet use, it scared meto hear it said doud in apublic place.

"Don't use that namein public anymore,” | snapped.

Van shook her head. "That's just what I'm taking about. Y ou could end up going to jail for this, Marcus,
and not just you. Lots of people. After what happened to Darryl --"

"I'm doing thisfor Darryl!" Art students swiveled to look at usand | lowered my voice. "I'm doing this
because the dternative isto let them get away withit dl.”

"Y ou think you're going to stop them? 'Y ou're out of your mind. They're the government.”
"It's4till our country,” | said. "We gtill have theright to do this.”

Van looked like she was going to cry. Shetook acouple of deep breaths and stood up. "I can't doiit, I'm
sorry. | can't watch you do this. It'slike watching a car-wreck in dow motion. Y ou're going to destroy
yoursdlf, and | love you too much to watch it happen.”

She bent down and gave me afierce hug and ahard kiss on the cheek that caught the edge of my mouth.
"Take care of yoursdf, Marcus," she said. My mouth burned where her lips had pressed it. She gave Jolu
the same treatment, but square on the cheek. Then she left.

Jolu and | stared at each other after she'd gone.
| put my facein my hands. "Dammit,” | said, findly.
Jolu patted me on the back and ordered me another latte. "It'll be OK," he said.

"You'd think Van, of al people, would understand.” Half of VVan'sfamily lived in North Korea. Her
parents never forgot that they had all those people living under a crazy dictator, not able to escapeto
America, the way her parents had.

Jolu shrugged. "Maybe that's why she's so freaked out. Because she knows how dangerousit can get.”
| knew what he was talking about. Two of Van's uncles had goneto jail and had never regppeared.
"Yeeh," | sad.

"So how come you weren't on Xnet last night?"

| was grateful for the digtraction. | explained it dl to him, the Bayesian stuff and my fear that we couldn't
go on using Xnet the way we had been without getting nabbed. He listened thoughtfully.



"l seewhat you're saying. The problem isthat if there'stoo much crypto in someone's Internet
connection, they'll stand out as unusud. But if you don't encrypt, you'll make it easy for the bad guysto
wiretgp you."

"Yeah," | sad. "I've beentrying to figureit out al day. Maybe we could dow the connection down,
spread it out over more peoples accounts --"

"Won't work," hesaid. "To get it dow enough to vanish into the noise, you'd have to basically shut down
the network, which isn't an option.”

"You'reright," | said. "But what else can we do?'
"What if we changed the definition of norma?"

And that was why Jolu got hired to work at Pigspleen when hewas 12. Give him a problem with two
bad solutions and held figure out athird totally different solution based on throwing away all your
assumptions. | nodded vigoroudy. "Go on, tell me."

"What if the average San Francisco Internet user had alot more crypto in his average day on the
Internet? If we could change the split so it's more like fifty-fifty cleartext to ciphertext, then the usersthat
supply the Xnet would just look like normd."

"But how do we do that? People just don't care enough about their privacy to surf the net through an
encrypted link. They don't see why it mattersif eavesdroppers know what they're googling for.”

"Y eah, but web-pages are smal amounts of traffic. If we got people to routinely download afew giant
encrypted files every day, that would create as much ciphertext as thousands of web-pages.”

"Y ou'retalking about indienet,” | said.
"Yougotit," hesad.

indienet -- al lower case, dways -- was the thing that made Pigspleen Net into one of the most
successful independent 1SPsin the world. Back when the mgjor record label s started suing their fansfor
downloading their music, alot of the independent |abels and their artists were aghast. How can you make
money by suing your customers?

Pigspleen's founder had the answer: she opened up adedl for any act that wanted to work with their fans
ingtead of fighting them. Give Pigspleen alicense to distribute your music to its customers and it would
giveyou a share of the subscription fees based on how popular your music was. For anindie artist, the
big problem isn't piracy, it's obscurity: no one even cares enough about your tunesto sted ‘em.

It worked. Hundreds of independent acts and label s signed up with Pigspleen, and the more music there
was, the more fans switched to getting their Internet service from Pigspleen, and the more money there
wasfor the artigts. Insde of ayear, the ISP had a hundred thousand new customers and now it had a
million -- more than half the broadband connectionsin the city.

"An overhaul of theindienet code has been on my plate for months now,” Jolu said. "The origina
programs were written really fast and dirty and they could be made alot more efficient with alittle work.
But | just haven't had the time. One of the high-marked to-do items has been to encrypt the connections,
just because Trudy likesit that way." Trudy Doo was the founder of Pigspleen. She was an old time San
Francisco punk legend, the singer/front-woman of the anarcho-feminist band Speedwhores, and shewas
crazy about privacy. | could totaly believe that she'd want her music service encrypted on generd
principles.



"Will it be hard?1 mean, how long would it take?"

"Well, theré'stons of crypto code for free online, of course,” Jolu said. He was doing the thing he did
when he was digging into ameaty code problem -- getting that faraway look, drumming hispamson the
table, making the coffee dosh into the saucers. | wanted to laugh -- everything might be destroyed and
crap and scary, but Jolu would write that code.

"Can | help?'
Helooked at me. "What, you don't think | can manage it?"
"Wha?'

"I mean, you did thiswhole Xnet thing without even telling me. Without talking to me. | kind of thought
that you didn't need my help with this stuff.”

| was brought up short. "What?' | said again. Jolu waslooking redly steamed now. It was clear that this
had been eating him for along time. " Jolu --"

Helooked at me and | could see that he was furious. How had | missed this? God, | was such anidiot
sometimes. "Look dude, it'snot abig ded --" by which he clearly meant that it wasaredly big ded "--
it'sjust that you know, you never even asked. | hate the DHS. Darryl was my friend too. | could have
redly helped withiit."

| wanted to stick my head between my knees. "Listen Jolu, that wasredlly stupid of me. | did it at like
two inthe morning. | was just crazy when it was happening. | --" | couldn't explainiit. Y eah, he wasright,
and that was the problem. It had been two in the morning but | could have talked to Jolu about it the next
day or the next. | hadn't because I'd known what held say -- that it was an ugly hack, that | needed to
think it through better. Jolu was dways figuring out how to turn my 2 AM ideasinto red code, but the
suff that he came out with was dways alittle different from what 1'd come up with. 1'd wanted the
project for myself. I'd gotten totally into being M 1k3y.

"I'msorry,” | said at last. "I'm redlly, redlly sorry. You'retotdly right. | just got freaked out and did
something stupid. | redlly need your help. | can't make thiswork without you."

"Y ou mean it?"

"Of coursel meanit,” | said. "Y ou're the best coder | know. Y ou're agoddamned genius, Jolu. | would
be honored if you'd help me with this."

He drummed hisfingers some more. "It'sjust -- Y ou know. Y ou're the leader. Van'sthe smart one.
Darryl was... He was your second-in-command, the guy who had it all organized, who watched the
details. Being the programmer, that was my thing. It fdt like you were saying you didn't need me."

"Oh man, | am such anidiot. Jolu, you're the best-qudified person | know to do this. I'm redlly, redly,
redly --"

"All right, aready. Stop. Fine. | believe you. Were dl redly screwed up right now. So yesh, of course
you can help. We can probably even pay you -- I've got alittle budget for contract programmers.”

"Redly?' No one had ever paid me for writing code.

"Sure. Y ou're probably good enough to beworthit." He grinned and dugged mein the shoulder. Jolu's
redlly easy-going most of the time, which iswhy he'd fresked me out so much.



| paid for the coffees and we went out. | called my parents and let them know what | was doing. Jolu's
mom ing sted on making us sandwiches. We locked oursalvesin hisroom with his computer and the code
for indienet and we embarked on one of the great al-time marathon programming sessions. Once Jolu's
family went to bed around 11:30, we were able to kidnap the coffee-machine up to hisroom and go IV
with our magic coffee bean supply.

If you've never programmed a computer, you should. There's nothing like it in the whole world. When
you program a computer, it does exactly what you tell it to do. It'slike designing amachine -- any
machineg, likeacar, like afaucet, like agas-hinge for adoor -- using math and ingtructions. It's avesome
inthetruest sense it canfill you with awe.

A computer isthe most complicated machine you'll ever use. It's made of hillions of micro-miniaturized
transstors that can be configured to run any program you can imagine. But when you st down at the
keyboard and write aline of code, those transstors do what you tell them to.

Most of uswill never build acar. Pretty much none of uswill ever cregte an aviation system. Design a
building. Lay out acity.

Those are complicated machines, those things, and they're off-limitsto the likes of you and me. But a
computer islike, ten times more complicated, and it will danceto any tuneyou play. Y ou can learnto
write smple code in an afternoon. Start with alanguage like Python, which was written to give
non-programmers an easier way to make the machine danceto their tune. Even if you only write code for
one day, one afternoon, you have to do it. Computers can control you or they can lighten your work -- if
you want to bein charge of your machines, you have to learn to write code.

Wewrote alot of code that night.
Chapter 8

This chapter is dedicated to Borders, the global bookselling giant that you can find in cities all
over theworld -- I'll never forget walking into the gigantic Borders on Orchard Road in Sngapore
and discovering a shelf loaded with my novels! For many years, the Bordersin Oxford Street in
London hosted Pat Cadigan's monthly science fiction evenings, where local and visiting authors
would read their work, speak about science fiction and meet their fans. When I'min a strange city
(which happens a lot) and | need a great book for my next flight, there always seemsto be a
Borders brimming with great choices -- I'm especially partial to the Borders on Union Squarein
San Francisco.

Borders worldwide

| wasn't the only one who got screwed up by the histograms. There are lots of people who have
abnormd traffic patterns, abnormal usage patterns. Abnormal is so common, it's practicaly normal.

The Xnet wasfull of these stories, and so were the newspapers and the TV news. Husbands were caught
chesating on their wives, wives were caught cheating on their husbands, kids were caught sneaking out
withllicit girlfriends and boyfriends. A kid who hadn't told his parents he had AIDS got caught going to
theclinicfor hisdrugs

Those were the people with something to hide -- not guilty people, but people with secrets. There were
even more people with nothing to hide at all, but who neverthel ess resented being picked up, and
guestioned. Imagine if someone locked you in the back of a police car and demanded that you prove that
you're not aterrorist.



It wasn't just public transit. Most driversin the Bay Area have aFasTrak pass clipped to their sun-visors.
Thisisalittle radio-based "walet" that pays your tolls for you when you cross the bridges, saving you the
hasde of stting in alinefor hours at the toll-plazas. They'd tripled the cost of using cash to get acrossthe
bridge (though they aways fudged this, saying that FasTrak was cheaper, not that anonymous cash was
more expensve). Whatever holdouts were |eft afterward disappeared after the number of cash-laneswas
reduced to just one per bridge-head, so that the cash lineswere even longer.

Soif yourealocd, or if youredriving arental car from aloca agency, you've got aFasTrak. It turns out
that toll-plazas aren't the only place that your FasTrak gets read, though. The DHS had put FasTrak
readersal over town -- when you drove past them, they logged the time and your 1D number, building
an ever-more perfect picture of who went where, when, in a database that was augmented by " speeding
cameras," "red light cameras’ and dl the other license-plate cameras that had popped up like
mushrooms.

No one had given it much thought. And now that people were paying attention, we were dl starting to
noticelittle things, like the fact that the FasTrak doesn't have an off-switch.

Soif you drove acar, you were just aslikely to be pulled over by an SFPD cruiser that wanted to know
why you were taking so many tripsto the Home Depot lately, and what was that midnight drive up to
Sonoma last week about?

The little demongtrations around town on the weekend were growing. Fifty thousand people marched
down Market Street after aweek of thismonitoring. | couldn't care less. The people who'd occupied my
city didn't care what the natives wanted. They were aconquering army. They knew how we felt about
that.

Onemorning | came down to breskfast just in timeto hear Dad tell Mom that the two biggest taxi
companies were going to give a"discount” to people who used specia cardsto pay their fares,
supposedly to make drivers safer by reducing the amount of cash they carried. | wondered what would
happen to the information about who took which cabs where.

| realized how close I'd come. The new indienet client had been pushed out as an automatic update just
asthis stuff started to get bad, and Jolu told me that 80 percent of the traffic he saw at Pigspleen was
now encrypted. The Xnet just might have been saved.

Dad was driving me nuts, though.

"You're being paranoid, Marcus," he told me over breakfast one day as| told him about the guys I'd
seen the cops shaking down on BART the day before.

"Dad, it'sridiculous. They're not catching any terrorists, are they? It's just making people scared.”

"They may not have caught any terrorists yet, but they're sure getting alot of scumbags off the streets.
Look at the drug dedlers -- it saysthey've put dozens of them away sincethisal started. Remember
when those druggies robbed you? If we don't bust their dedlers, it'll only get worse." 1'd been mugged the
year before. They'd been pretty civilized about it. One skinny guy who smelled bad told me he had agun,
the other one asked me for my wallet. They even let me keep my 1D, though they got my debit card and
Fast Pass. It had till scared me witless and |eft me paranoid and checking my shoulder for weeks.

"But most of the people they hold up aren't doing anything wrong, Dad," | said. Thiswas getting to me.
My own father! "It's crazy. For every guilty person they catch, they have to punish thousands of innocent
people. That'sjust not good.”



"Innocent? Guys chesting on their wives? Drug dedlers? Y ou're defending them, but what about al the
people who died? If you don't have anything to hide --"

"So you wouldn't mind if they pulled you over?' My dad's histograms had proven to be depressingly
normd sofar.

"I'd consider it my duty,” he said. "I'd be proud. It would make mefed safer.”
Easy for himto say.
#

Vanessadidn't like me talking about this stuff, but she was too smart about it for meto stay away from
the subject for long. We'd get together all thetime, and talk about the weather and school and stuff, and
then, somehow, I'd be back on this subject. VVanessawas cool when it happened -- she didn't Hulk out
onmeagan -- but | could seeit upset her.

Sll.

"So my dad says, 'I'd consider it my duty.' Can you fresking believe it? 1 mean, God! | dmost told him
then about going to jail, asking him if he thought that was our 'duty!"

Wewere sitting in the grassin Dolores Park after school, watching the dogs chase frisbees.

Van had stopped a home and changed into an old t-shirt for one of her favorite Brazilian tecno-brega
bands, Carioca Proibidéo -- the forbidden guy from Rio. Sheld gotten the shirt at alive show we'd all
goneto two years before, sneaking out for agrand adventure down at the Cow Palace, and shed
gprouted an inch or two sSince, so it wastight and rode up her tummy, showing her flat little belly button.

She lay back in the weak sun with her eyes closed behind her shades, her toeswiggling in her flip-flops.
I'd known Van since forever, and when | thought of her, | usually saw thelittle kid I'd known with
hundreds of jangly bracel ets made out of diced-up soda cans, who played the piano and couldn't dance
to save her life. Sitting out there in Dolores Park, | suddenly saw her as shewas.

Shewastotaly hdwt -- that isto say, hot. It waslike looking at that picture of avase and noticing that it
was aso two faces. | could seethat Van wasjust Van, but | could also see that she was hella pretty,
something I'd never noticed.

Of course, Darryl had known it dl dong, and don't think that | wasn't bummed out anew when | redlized
this.

"You cant tel your dad, you know," she said. "You'd put usal at risk." Her eyes were closed and her
chest was rising up and down with her breath, which was distracting in aredly embarrassing way.

"Yeah," | sad, glumly. "But the problemisthat | know he'sjust totaly full of it. If you pulled my dad over
and made him prove he wasn't achild-molesting, drug-dedling terrorist, he'd go berserk. Totaly
off-the-rails. He hates being put on hold when he calls about his credit-card bill. Being locked in the back
of acar and questioned for an hour would give him an aneurism.”

"They only get away with it because the normals fed smug compared to the abnormals. If everyonewas
getting pulled over, it'd be adisaster. No one would ever get anywhere, they'd dl be waiting to get
questioned by the cops. Totd gridlock.”

Woah.



"Van, you areatotd genius," | said.

"Tel meabout it," she said. She had alazy smile and shelooked at me through half-lidded eyes, dmost
romantic.

"Serioudy. We can do this. We can mess up the profiles easily. Getting people pulled over iseasy."

She sat up and pushed her hair off her face and looked a me. | felt alittleflip in my stomach, thinking
that she was redlly impressed with me.

"It'sthe arphid cloners,” | said. "They'retotaly easy to make. Just flash the firmware on aten-dollar
Radio Shack reader/writer and you're done. What we do is go around and randomly swap the tagson
people, overwriting their Fast Passes and FasTraks with other people's codes. That'll make everyone
skew dl weird and screwy, and make everyonelook guilty. Then: total gridiock."

Van pursed her lips and lowered her shades and | redlized she was so angry she couldn't spesk.

"Good bye, Marcus," she said, and got to her feet. Before | knew it, she was walking away so fast she
was practicaly running.

"Van!" | caled, getting to my feet and chasing after her. "Van! Wait!"
She picked up speed, making me run to catch up with her.
"Van, what the hell," | said, catching her arm. She jerked it away so hard | punched mysdlf in the face.

"You're psycho, Marcus. You're going to put al your little Xnet buddiesin danger for their lives, and on
top of it, you're going to turn the whole city into terrorism suspects. Can't you stop before you hurt these

people?’

| opened and closed my mouth a coupletimes. "Van, I'm not the problem, they are. I'm not arresting
people, jailing them, making them disappear. The Department of Homeland Security are the ones doing
that. I'm fighting back to make them stop.”

"How, by making it worse?'

"Maybeit hasto get worse to get better, Van. |an't that what you were saying? If everyone was getting
pulled over --"

"That's not what | meant. | didn't mean you should get everyone arrested. If you want to protest, join the
protest movement. Do something positive. Didn't you learn anything from Darryl? Anything?"

"Youredamnedright | did," | said, losing my coal. "I learned that they can't be trusted. Thet if you're not
fighting them, you're helping them. That they'll turn the country into aprison if we let them. What did you
learn, Van? To be scared all thetime, to Sit tight and keep your head down and hope you don't get
noticed? Y ou think it's going to get better? If we don't do anything, thisisas good asit's going to get. It
will only get worse and worse from now on. Y ou want to help Darryl? Help me bring them down!™

Thereit was again. My vow. Not to get Darryl free, but to bring down the entire DHS. That was crazy,
even | knew it. But it waswhat | planned to do. No question about it.

Van shoved me hard with both hands. She was strong from school athletics -- fencing, lacrosse, field
hockey, al the girls-school sports-- and | ended up on my ass on the disgusting San Francisco sidewalk.
Shetook off and | didn't follow.



#

> The important thing about security systems isn't how they work, it's how they fail.

That wasthe first line of my first blog post on Open Revolt, my Xnet site. | waswriting as M 1k3y, and |
was ready to go to war.

> Maybe all the automatic screening is supposed to catch terrorists. Maybe it will catch a
terrorist sooner or later. The problem is that it catches us too, even though we're not
doing anything wrong.

> The more people it catches, the more brittle it gets. If it catches too many people, it
dies.
> Get the idea?

| pasted in my HOWTO for building aarphid cloner, and sometips for getting close enough to people to
read and write their tags. | put my own cloner in the pocket of my vintage black leather motocross jacket
with the armored pockets and | eft for school. | managed to clone six tags between home and Chavez
High.

It was war they wanted. It was war they'd get.
#

If you ever decide to do something as stupid as build an automatic terrorism detector, heré'samath
lesson you need to learn firdt. It's called "the paradox of the false positive," and it'sadoozy.

Say you have anew disease, caled Super-AIDS. Only onein amillion people gets Super-AIDS. Y ou
develop atest for Super-AlDSthat's 99 percent accurate. | mean, 99 percent of thetime, it givesthe
correct result -- true if the subject isinfected, and faseif the subject ishedlthy. You givethetest to a

million people.

Oneinamillion people have Super-AlDS. Onein ahundred people that you test will generate a"fase
positive" -- the test will say he has Super-AlDS even though he doesn't. That's what "99 percent
accurate' means: one percent wrong.

Whét's one percent of one million?
1,000,000/100 = 10,000

Oneinamillion people has Super-AIDS. If you test amillion random people, you'll probably only find
one case of real Super-AIDS. But your test won't identify one person as having Super-AIDS. It will
identify 10,000 people ashaving it.

Y our 99 percent accurate test will perform with 99.99 percent inaccuracy.

That's the paradox of the false positive. When you try to find something redly rare, your test's accuracy
has to match the rarity of the thing you'relooking for. If you're trying to point at asingle pixel on your
screen, asharp pencil isagood pointer: the pencil-tip isalot smaler (more accurate) than the pixels. But
apencil-tip isno good at pointing at asingle atom in your screen. For that, you need a pointer -- atest
-- that's one atom wide or less at the tip.

Thisisthe paradox of the false positive, and heré's how it appliesto terrorism:

Terroristsareredly rare. In acity of twenty million like New Y ork, there might be one or two terrorists.



Maybe ten of them at the outside. 10/20,000,000 = 0.00005 percent. One twenty-thousandth of a
percent.

That's pretty rare dl right. Now, say you've got some software that can sft through al the bank-records,
or toll-pass records, or public trangt records, or phone-call recordsin the city and caich terrorists 99
percent of thetime.

In apool of twenty million people, a 99 percent accurate test will identify two hundred thousand people
asbeing terrorigts. But only ten of them areterrorists. To catch ten bad guys, you haveto haul in and
investigate two hundred thousand innocent people.

Guesswhat? Terrorism tests aren't anywhere close to 99 percent accurate. More like 60 percent
accurate. Even 40 percent accurate, Sometimes.

What thisal meant was that the Department of Homeland Security had set itself up to fail badly. They
weretrying to spot incredibly rare events -- a person isaterrorist -- with inaccurate systems.

Isit any wonder we were able to make such amess?
#

| stepped out the front door whistling on a Tuesday morning one week into the Operation False Positive.
| was rockin' out to some new music I'd downloaded from the Xnet the night before -- lots of people
sent M 1k3y little digitd giftsto say thank you for giving them hope.

| turned onto 23d Street and carefully took the narrow stone steps cut into the side of the hill. Asl
descended, | passed Mr Wiener Dog. | don't know Mr Wiener Dog's real name, but | see him nearly
every day, waking histhree panting wiener dogs up the staircase to the little parkette. Squeezing past
them dl on the gairsis pretty much impossible and | dways end up tangled in aleash, knocked into
someone's front garden, or perched on the bumper of one of the cars parked next to the curb.

Mr Wiener Dog is clearly Someone Important, because he has afancy watch and awayswearsanice
auit. | had mentaly assumed that he worked down in thefinancia didtrict.

Today as | brushed up againgt him, | triggered my arphid cloner, which was dready |oaded in the pocket
of my leather jacket. The cloner sucked down the numbers off his credit-cards and his car-keys, his
passport and the hundred-dollar billsin hiswallet.

Even asit was doing that, it was flashing some of them with new numbers, taken from other people I'd
brushed againgt. It was like switching the license-plates on abunch of cars, but invisbleand
instantaneous. | smiled apologeticaly a Mr Wiener Dog and continued down the stairs. | stopped at
three of the carslong enough to swap their FasTrak tags with numbers taken offal over cars|'d gone
past the day before.

Y ou might think | was being allittle aggro here, but | was cautious and conservative compared to alot of
the Xnetters. A couple girlsin the Chemica Engineering program a UC Berkeley had figured out how to
make a harmless substance out of kitchen products that would trip an explosive sniffer. They'd had a
merry time sprinkling it on their profs briefcases and jackets, then hiding out and watching the same profs
try to get into the auditoriums and libraries on campus, only to get flying-tackled by the new security
squads that had sprung up everywhere.

Other people wanted to figure out how to dust envel opes with substances that would test positive for
anthrax, but everyone el se thought they were out of their minds. Luckily, it didn't seem like they'd be able



tofigureit out.

| passed by San Francisco General Hospital and nodded with satisfaction as | saw the huge lines at the
front doors. They had a police checkpoint too, of course, and there were enough Xnetters working as
interns and cafeteriaworkers and whatnot there that everyone's badges had been snarled up and
swapped around. I'd read the security checks had tacked an hour onto everyone'swork day, and the
unions were threatening to walk out unless the hospital did something about it.

A few blocks|ater, | saw an even longer line for the BART. Cops were waking up and down theline
pointing people out and caling them aside for questioning, bag-searches and pat-downs. They kept
getting sued for doing this, but it didn't ssem to be dowing them down.

| got to school alittle ahead of time and decided to walk down to 22nd Street to get a coffee-- and |
passed a police checkpoint where they were pulling over carsfor secondary inspection.

School was no lesswild -- the security guards on the metal detectors were also wanding our school IDs
and pulling out students with odd movements for questioning. Needlessto say, we dl had pretty weird
movements. Needless to say, classes were starting an hour or more later.

Classeswere crazy. | don't think anyone was able to concentrate. | overheard two teachers talking about
how long it had taken them to get home from work the day before, and planning to sneak out early that

day.
Itwasal | could do to keep from laughing. The paradox of the false positive Strikes again!

Sure enough, they let us out of classearly and | headed home the long way, circling through the Mission
to seethe havoc. Long lines of cars. BART dationslined up around the blocks. People swearing at
ATMsthat wouldn't dispense their money because they'd had their accounts frozen for suspicious activity
(that's the danger of wiring your checking account straight into your FasTrak and Fast Passl).

| got home and made mysalf a sandwich and logged into the Xnet. It had been agood day. People from
all over town were crowing about their successes. We'd brought the city of San Francisco to a standstill.
The news-reports confirmed it -- they were calling it the DHS gone haywire, blaming it dl on the
fake-ass " security™ that was supposed to be protecting us from terrorism. The Business section of the San
Francisco Chronicle gaveitswhole front page to an estimate of the economic cost of the DHS security
resulting from missed work hours, meetings and so on. According to the Chronicle's economist, aweek
of this crap would cost the city more than the Bay Bridge bombing had.

Mwa-ha-ha-ha.

The best part: Dad got homethat night late. Very late. Three hours late. Why? Because held been pulled
over, searched, questioned. Then it happened again. Twice.

Twicel
Chapter 9

This chapter is dedicated to Compass Books/Books Inc, the oldest independent bookstore in the
western USA. They've got stores up and down California, in San Francisco, Burlingame,
Mountain View and Palo Alto, but coolest of all isthat they run a killer bookstore in the middle of
Disneyland's Downtown Disney in Anaheim. I'm a stone Disney park freak (see my first novel,
Down and Out in the Magic Kingdom if you don't believe it), and every time I've lived in
California, I've bought myself an annual Disneyland pass, and on practically every visit, | drop by



Compass Books in Downtown Disney. They stock a brilliant selection of unauthorized (and even
critical) books about Disney, aswell as a great variety of kids books and science fiction, and the
cafe next door makes a mean cappuccino.

Compass Books/Books Inc

Hewas so angry | thought he was going to pop. Y ou know | said I'd only seen him lose his cool rarely?
That night, helogt it more than he ever had.

"Y ou wouldn't believeit. This cop, he waslike eighteen years old and he kept saying, 'But sir, why were
you in Berkeley yesterday if your client isin Mountain View? | kept explaining to him that | teach at
Berkeley and then held say, 'l thought you were a consultant,’ and wed start over again. It was like some
kind of sitcom where the cops have been taken over by the stupidity ray.

"What's worse was he kept ingsting that 1'd been in Berkeley today aswell, and | kept saying no, |
hadn't been, and he said | had been. Then he showed me my FasTrak billing and it said I'd driven the
San Mateo bridge three times that day!

"That'snot dl," he said, and drew in a breath that let me know he wasredly steamed. "They had
information about where 1'd been, placesthat didn't have a toll plaza. They'd been polling my passjust
on the street, a random. And it was wrong! Holy crap, | mean, they're spying on usdl and they're not
even competent!”

I'd drifted down into the kitchen as he railed there, and now | was watching him from the doorway. Mom
met my eye and we both raised our eyebrows asif to say, Who's going to say 'l told you so' to him? |
nodded at her. She could use her spousular powersto nullify hisragein away that was out of my reach
asamerefilid unit.

"Drew," she said, and grabbed him by the arm to make him stop stalking back and forth in the kitchen,
waving hisarmslike a street-preacher.

"What?' he snapped.

"| think you owe Marcus an gpology.” She kept her voice even and level. Dad and | are the spazzesin
the household -- Mom's atotal rock.

Dad looked at me. His eyes narrowed as he thought for aminute. "All right,” he said at last. Y ou'reright.
| was talking about competent surveillance. These guys were total amateurs. I'm sorry, son," he said.

"Y ou wereright. That wasridiculous." He stuck his hand out and shook my hand, then gave me afirm,
unexpected hug.

"God, what are we doing to this country, Marcus? Y our generation deserves to inherit something better
than this." When he let me go, | could see the deep wrinklesin hisface, lines|'d never noticed.

| went back up to my room and played some Xnet games. There was agood multiplayer thing, a
clockwork pirate game where you had to quest every day or two to wind up your whole crew's
mainsprings before you could go plundering and pillaging again. It was the kind of game | hated but
couldn't stop playing: lots of repetitive queststhat weren't dl that satisfying to complete, alittle bit of
player-versus-player combat (scrapping to see who would captain the ship) and not that many cool
puzzlesthat you had to figure out. Mostly, playing thiskind of game made me homesick for Hargjuku Fun
Madness, which balanced out running around in the red world, figuring out online puzzles, and
drategizing with your team.



But today it wasjust what | needed. Mindless entertainment.
My poor dad.

I'd done that to him. He'd been happy before, confident that histax dollars were being spent to keep him
safe. I'd destroyed that confidence. It was false confidence, of course, but it had kept him going. Seeing
him now, miserable and broken, | wondered if it was better to be clear-eyed and hopelessor toliveina
fool's paradise. That shame -- the shame I'd felt since | gave up my passwords, since they'd broken me
-- returned, leaving me listless and wanting to just get away from mysdlf.

My character was a swabbie on the pirate ship Zombie Charger, and he'd wound down while I'd been
offline. | hadto IM dl the other players on my ship until | found one willing to wind me up. That kept me
occupied. | liked it, actudly. There was something magic about atota stranger doing you afavor. And
snceit wasthe Xnet, | knew that al the strangers were friends, in some sense.

> Where u located?

The character who wound me up was called Lizanator, and it was female, though that didn't mean that it
wasagirl. Guys had someweird affinity for playing femde characters.

> San Francisco
| said.

> No stupe, where you located in San Fran?

> Why, you a pervert?
That usudly shut down that line of conversation. Of course every gamespace was full of pedos and
pervs, and cops pretending to be pedo- and perv-bait (though | sure hoped there weren't any copson
the Xnet!). An accusation like that was enough to change the subject nine out of ten times.

> Mission? Potrero Hill? Noe? East Bay?

> Just wind me up k thx?
She stopped winding.

> You scared?
> Safe -- why do you care?
> Just curious
| was getting a bad vibe off her. She was clearly more than just curious. Cal it paranoia. | logged off and
shut down my Xbox.
#

Dad looked a me over the table the next morning and said, "It looks like it's going to get better, at least.”
He handed me a copy of the Chronicle open to the third page.

> A Department of Homeland Security spokesman has confirmed that the San Francisco
office has requested a 300 percent budget and personnel increase from DC

What?

> Major General Graeme Sutherland, the commanding officer for Northern California
DHS operations, confirmed the request at a press conference yesterday, noting that a
spike in suspicious activity in the Bay Area prompted the request. "We are tracking a
spike in underground chatter and activity and believe that saboteurs are deliberately



manufacturing false security alerts to undermine our efforts."
My eyes crossed. No freaking way.
> "These false alarms are potentially ‘'radar chaff' intended to disguise real attacks. The

only effective way of combatting them is to step up staffing and analyst levels so that
we can fully investigate every lead."

> Sutherland noted the delays experienced all over the city were "unfortunate” and
committed to eliminating them.

| had avision of the city with four or five times as many DHS enforcers, brought in to make up for my
own stupid ideas. Van wasright. The more | fought them, the worse it was going to get.

Dad pointed at the paper. "These guys may befools, but they're methodical fools. They'll just keep
throwing resources at this problem until they solveit. It'stractable, you know. Mining dl the datain the
city, following up on every lead. They'll catch theterrorists.™

| logtit. "Dad! Areyou listening to yourself? They're taking about investigating practicaly every person
inthe city of San Francisco!”

"Yeah," hesaid, "that'sright. They'll catch every dimony chest, every dope dedler, every dirt-bag and
every terroris. You just wait. This could be the best thing that ever happened to this country.”

"Tell meyou'rejoking,” | sad. "l beg you. Y ou think that that's what they intended when they wrote the
Condtitution? What about the Bill of Rights?*

"The Bill of Rightswas written before data-mining,” he said. He was avesomely serene, convinced of his
rightness. "The right to freedom of association isfine, but why shouldn't the cops be alowed to mine your
socid network to figure out if you're hanging out with gangbangers and terrorists?”

"Becauseit'san invason of my privacy!" | sad.
"What's the big deal ? Would you rather have privacy or terrorists?"

Agh. | hated arguing with my dad like this. | needed a coffee. "Dad, come on. Taking away our privacy
isn't catching terrorids: it'sjust inconveniencing norma people.”

"How do you know it's not catching terrorists?”
"Where arethe terrorists they've caught?*
"I'm surewell see arrestsin good time. Y ou just wait."

"Dad, what the hell has happened to you since last night? Y ou were ready to go nuclear on the cops for
pulling you over --"

"Don't use that tone with me, Marcus. What's happened since last night isthat |'ve had the chance to
think it over and to read this." Herattled his paper. "The reason they caught meisthat the bad guys are
actively jamming them. They need to adjust their techniques to overcome the jamming. But they'll get
there. Meanwhile the occasiond road stop isasmall priceto pay. Thisisn't thetimeto be playing lawyer
about the Bill of Rights. Thisisthe time to make some sacrificesto keep our city safe.”

| couldn't finish my toast. | put the plate in the dishwasher and left for school. | had to get out of there.
#



The Xnetters weren't happy about the stepped up police surveillance, but they weren't going to take it
lying down. Someone called a phone-in show on KQED and told them that the police were wasting their
time, that we could monkeywrench the system faster than they could untangleit. The recording wasatop
Xnet download that night.

"Thisis CdiforniaLive and we're talking to an anonymous caler at a payphone in San Francisco. He has
his own information about the dowdowns we've been facing around town thisweek. Cdler, you're on the
ar.”

"Yeah, yo, thisisjust the beginning, you know? | mean, like, were just getting started. Let them hirea
billion pigs and put a checkpoint on every corner. Well jamthem dl! And like, dl this crap about
terrorists? Were not terrorists! Give me abreak, | mean, redly! We're jamming up the system because
we hate the Homeland Security, and because we love our city. Terrorists? | can't even spell jihad. Peace

He sounded like anidiot. Not just the incoherent words, but aso his gloating tone. He sounded like akid
who was indecently proud of himself. He was akid who was indecently proud of himsdif.

The Xnet flamed out over this. Lots of people thought hewas anidiot for caling in, while others thought
he was a hero. | worried that there was probably a cameraamed at the payphone he'd used. Or an
arphid reader that might have sniffed his Fast Pass. | hoped held had the smarts to wipe hisfingerprints
off the quarter, keep hishood up, and leave al hisarphids at home. But | doubted it. | wondered if hed
get aknock on the door sometime soon.

Theway | knew when something big had happened on Xnet wasthat 1'd suddenly get amillion emails

from people who wanted M 1k3y to know about the latest haps. It was just as| was reading about Mr
Can't-Spell-Jhad that my mailbox went crazy. Everyone had amessage for me -- alink to alivejourna
on the Xnet -- one of the many anonymous blogs that were based on the Freenet document publishing

system that was a so used by Chinese democracy advocates.

> Close call

> We were jamming at the Embarcadero tonite and goofing around giving everyone a
new car key or door key or Fast Pass or FasTrak, tossing around a little fake
gunpowder. There were cops everywhere but we were smarter then them; we're there
pretty much every night and we never get caught.

> S0 we got caught tonight. It was a stupid mistake we got sloppy we got busted. It was
an undercover who caught my pal and then got the rest of us. They'd been watching the
crowd for a long time and they had one of those trucks nearby and they took four of us
in but missed the rest.

> The truck was JAMMED like a can of sardines with every kind of person, old young
black white rich poor all suspects, and there were two cops trying to ask us questions
and the undercovers kept bringing in more of us. Most people were trying to get to the
front of the line to get through questioning so we kept on moving back and it was like
hours in there and really hot and it was getting more crowded not less.

> At like 8PM they changed shifts and two new cops came in and bawled out the two
cops who were there all like wtf? aren't you doing anything here. They had a real fight
and then the two old cops left and the new cops sat down at their desks and whispered
to each other for a while.

> Then one cop stood up and started shouting EVERYONE JUST GO HOME JESUS
CHRIST WE'VE GOT BETTER THINGS TO DO THAN BOTHER YOU WITH MORE
QUESTIONS IF YOU'VE DONE SOMETHING WRONG JUST DON'T DO IT AGAIN



AND LET THIS BE A WARNING TO YOU ALL.

> A bunch of the suits got really pissed which was HILARIOUS because | mean ten
minutes before they were buggin about being held there and now they were wicked
pissed about being let go, like make up your minds!

> We split fast though and got out and came home to write this. There are undercovers
everywhere, believe. If you're jamming, be open-eyed and get ready to run when
problems happen. If you get caught try to wait it out they're so busy they'll maybe just let
you go.

> We made them that busy! All those people in that truck were there because we'd
jammed them. So jam on!

| felt like | was going to throw up. Those four people -- kids I'd never met -- they nearly went away
forever because of something I'd started.

Because of something I'd told them to do. | was no better than aterrorist.
#

The DHS got their budget requisition approved. The Presdent went on TV with the Governor to tell us
that no price wastoo high for security. We had to watch it the next day in school at assembly. My Dad
cheered. He'd hated the President since the day he was dected, saying he wasn't any better than the last
guy and thelast guy had been a complete disaster, but now al he could do wastalk about how decisive
and dynamic the new guy was.

"Y ou haveto takeit easy on your father," Mom said to me one night after | got home from school. Sheld
been working from home as much as possible. Mom's afredlance rel ocation speciaist who helps British
people get settled in in San Francisco. The UK High Commission pays her to answer emailsfrom
mystified British people across the country who are totaly confused by how freaky we Americans are.
She explains Americansfor aliving, and she said that these daysit was better to do that from home,
where she didn't haveto actudly see any Americansor talk to them.

| don't have any illusions about Britain. Americamay be willing to trash its Congtitution every time some
Jhadist looks cross-eyed at us, but as | learned in my ninth-grade Social Studies independent project,
the Brits don't even have a Condtitution. They've got laws there that would curl the hair on your toes:
they can put you in jal for an entire year if they'reredly surethat you're aterrorist but don't have enough
evidenceto proveit. Now, how sure can they beif they don't have enough evidenceto proveit? How'd
they get that sure? Did they see you committing terrorist actsin aredly vivid dream?

And the surveillance in Britain makes Americalook like amateur hour. The average Londoner is
photographed 500 times aday, just walking around the streets. Every license plate is photographed at
every corner in the country. Everyone from the banksto the public transit company is enthusiastic about
tracking you and snitching on you if they think you're remotely suspicious.

But Mom didn't seeit that way. Sheld left Britain halfway through high school and sheld never fdt at
home here, no matter that shed married a boy from Petaluma and raised a son here. To her, thiswas
awaysthe land of barbarians, and Britain would dways be home.

"Mom, he'sjust wrong. Y ou of al people should know that. Everything that makesthis country greet is
being flushed down the toilet and he's going dong with it. Have you noticed that they haven't caught any
terrorists? Dad's al like, "We need to be safe," but he needs to know that most of usdon't feel safe. We
fed endangered dl thetime."



"I know thisal, Marcus. Bdieve me, I'm not fan of what's been happening to this country. But your
father is--" She broke off. "When you didn't come home after the attacks, he thought --"

She got up and made hersdlf acup of tea, something she did whenever she was uncomfortable or
disconcerted.

"Marcus," she sad. "Marcus, we thought you were dead. Do you understand that? We were mourning
you for days. We were imagining you blown to bits, at the bottom of the ocean. Dead because some
bastard decided to kill hundreds of strangers to make some point.”

That sank in dowly. | mean, | understood that they'd been worried. Lots of people died in the bombings
-- four thousand was the present estimate -- and practicaly everyone knew someone who didn't come
home that day. There were two people from my school who had disappeared.

"Y our father was ready to kill someone. Anyone. He was out of hismind. Y ou've never seen him like
this. I've never seen him likeit either. He was out of hismind. Hed just Sit at thistable and curse and
curse and curse. Vilewords, words I'd never heard him say. One day -- the third day -- someone called
and hewas sure it was you, but it was awrong number and he threw the phone so hard it disintegrated
into thousands of pieces." 1'd wondered about the new kitchen phone.

"Something broke in your father. He loves you. We both love you. Y ou are the most important thing in
our lives. | don't think you realize that. Do you remember when you were ten, when | went hometo
London for dl that time? Do you remember?”

| nodded silently.

"We were ready to get adivorce, Marcus. Oh, it doesn't matter why anymore. It was just abad patch,
the kind of thing that happens when people who love each other stop paying attention for afew years. He
came and got me and convinced me to come back for you. We couldn't bear the thought of doing that to
you. Wefdl inlove again for you. We're together today because of you."

| had alump in my throat. I'd never known this. No one had ever told me.

"So your father is having ahard time right now. He's not in hisright mind. It's going to take sometime
before he comes back to us, before he'sthe man | love again. We need to understand him until then.”

She gave me along hug, and | noticed how thin her arms had gotten, how saggy the skin on her neck
was. | dways thought of my mother as young, pale, rosy-cheeked and cheerful, peering shrewdly through
her metal-rim glasses. Now she looked alittle like an old woman. | had done that to her. Theterrorists
had done that to her. The Department of Homeland Security had done thet to her. In aweird way, we
were dl on the same side, and Mom and Dad and all those people we'd spoofed were on the other side.

#

| couldn't deep that night. Mom's words kept running through my head. Dad had been tense and quiet at
dinner and weld barely spoken, because | didn't trust myself not to say the wrong thing and because he
was al wound up over the latest news, that Al Qaedawas definitely responsible for the bombing. Six
different terrorist groups had claimed responsbility for the attack, but only Al Qaeda’s Internet video
disclosed information that the DHS said they hadn't disclosed to anyone.

I lay in bed and listened to alate-night call-in radio show. The topic was sex problems, with thisgay guy
who I normally loved to listen to, he would give people such raw advice, but good advice, and hewas
redly funny and campy.



Tonight | couldn't laugh. Mot of the callers wanted to ask what to do about the fact that they were
having a hard time getting busy with their partners ever since the attack. Even on sex-talk radio, | couldn't
get away from thetopic.

| switched the radio off and heard a purring engine on the street below.

My bedroom isin the top floor of our house, one of the painted ladies. | have adoping attic ceiling and
windows on both sides -- one overlooks the whole Mission, the other looks out into the street in front of
our place. There were often cars cruising at al hours of the night, but there was something different about
thisenginenoise.

| went to the street-window and pulled up my blinds. Down on the street below me was awhite,
unmarked van whose roof was festooned with radio antennas, more antennas than I'd ever seen on acar.
It was cruising very dowly down the street, alittle dish on top spinning around and around.

As| watched, the van stopped and one of the back doors popped open. A guy inaDHS uniform -- |
could spot one from ahundred yards now -- stepped out into the street. He had some kind of handheld
device, and itsblue glow lit hisface. He paced back and forth, first scouting my neighbors, making notes
on hisdevice, then heading for me. There was something familiar in the way he walked, looking down --

Hewas using awifinder! The DHS was scouting for Xnet nodes. | let go of the blinds and dove across
my room for my Xbox. I'd left it up while | downloaded some cool animations one of the Xnetters had
made of the President’s no-price-too-high speech. | yanked the plug out of the wall, then scurried back
to the window and cracked the blind afraction of aninch.

The guy waslooking down into hiswifinder again, walking back and forth in front of our house. A
moment later, he got back into hisvan and drove away.

| got out my cameraand took as many pictures as| could of the van and its antennas. Then | opened
them in afreeimage-editor called The GIMP and edited out everything from the photo except the van,
erasng my dreet and anything that might identify me.

| posted them to Xnet and wrote down everything | could about the vans. These guys were definitely
looking for the Xnet, | could tell.

Now | redlly couldn't deep.

Nothing for it but to play wind-up pirates. Thered belots of players even at this hour. The real name for
wind-up pirates was Clockwork Plunder, and it was a hobbyist project that had been created by
teenaged death-metal freaks from Finland. It wastotdly freeto play, and offered just as much fun asany
of the $15/month serviceslike Ender's Universe and Middle Earth Quest and Discworld Dungeons.

| logged back in and there | was, still on the deck of the Zombie Charger, waiting for someone to wind
me up. | hated this part of the game.

> Hey you
| typed to apassing pirate.
> Wind me up?

He paused and looked at me.

>y should i?
> We're on the same team. Plus you get experience points.



What ajerk.

> Where are you located?
> San Francisco
Thiswas garting to fed familiar.

> Where in San Francisco?

| logged out. There was something weird going on in the game. | jumped onto the liveg ournals and began
to crawl from blog to blog. | got through half a dozen before | found something that froze my blood.

Livgourndlerslove quizzes. What kind of hobbit are you? Are you a great lover? What planet are you
most like? Which character from some movie are you? What's your emotiond type? They fill themin and
their friendsfill them in and everyone comparesther results. Harmless fun.

But the quiz that had taken over the blogs of the Xnet that night was what scared me, becauseit was
anything but harmless:

«  What'syour sex

«  What gradeareyou in?

«  What school do you go to?

«  Whereinthecity doyoulive?

The quizzes plotted the results on amap with colored pushpins for schools and neighborhoods, and made
lame recommendations for placesto buy pizzaand stuff.

But look at those questions. Think about my answers.

« Mde

- 12
 ChavezHigh
« Potrero Hill

There were only two people in my whole school who matched that profile. Most schoolsit would bethe
same. If you wanted to figure out who the Xnetters were, you could use these quizzesto find them dll.

That was bad enough, but what was worse what what it implied: someone from the DHS was using the
Xnet to get a us. The Xnet was compromised by the DHS.

We had spiesin our midst.
#

I'd given Xnet discs to hundreds of people, and they'd done the same. | knew the people | gave the discs
to pretty well. Some of them | knew very well. I'velived in the same house dl my life and I've made
hundreds and hundreds of friends over the years, from people who went to daycare with me to people |
played soccer with, people who LARPed with me, people | met clubbing, people | knew from schoal.
My ARG team were my closest friends, but there were plenty of people | knew and trusted enough to
hand an Xnet disc to.



| needed them now.

I woke Jolu up by ringing his cell phone and hanging up after thefirst ring, threetimesin arow. A minute
later, he was up on Xnet and we were able to have a secure chat. | pointed him to my blog-post on the
radio vans and he came back aminute later al fresked out.

> You sure they're looking for us?
Inresponse | sent him to the quiz.

> OMG we're doomed
> No it's not that bad but we need to figure out who we can trust
> How?

> That's what | wanted to ask you -- how many people can you totally vouch for like trust
them to the ends of the earth?

> Um 20 or 30 or so

> | want to get a bunch of really trustworthy people together and do a key-exchange web
of trust thing

Web of trust isone of those cool crypto things that 1'd read about but never tried. It was anearly

fool proof way to make sure that you could talk to the people you trusted, but that no one el se could
ligten in. The problemisthat it requires you to physicaly meet with the people in the web at least once,
just to get Sarted.

> | get it sure. That's not bad. But how you going to get everyone together for the
key-signing?
> That's what | wanted to ask you about -- how can we do it without getting busted?
Jolu typed some words and erased them, typed more and erased them.

> Darryl would know
| typed.
> God, this was the stuff he was great at.

Jolu didn't type anything. Then,
> How about a party?

he typed.

> How about if we all get together somewhere like we're teenagers having a party and
that way we'll have a ready-made excuse if anyone shows up asking us what we're
doing there?

> That would totally work! You're a genius, Jolu.
> | know it. And you're going to love this: | know just where to do it, too
> Where?
> Sutro baths!
Chapter 10
This chapter is dedicated to Anderson's Bookshops, Chicago's legendary kids' bookstore.

Anderson'sisan old, old family-run business, which started out as an old-timey drug-store selling
some books on the side. Today, it's a booming, multi-location kids' book empire, with some



incredibly innovative bookselling practices that get books and kids together in really exciting
ways. The best of these is the store's mobile book-fairs, in which they ship huge, rolling bookcases,
already stocked with excellent kids' books, direct to schools on trucks -- voila, instant book-fair!

Anderson's Bookshops: 123 West Jefferson, Naperville, IL 60540 USA +1 630 355 2665

What would you do if you found out you had a spy in your midst? Y ou could denounce him, put him up
againg the wall and take him out. But then you might end up with another spy in your midst, and the new
spy would be more careful than the last one and maybe not get caught quite so readily.

Herésabetter idear start intercepting the spy's communications and feed him and his masters
misnformation. Say his magtersingruct him to gether information on your movements. Let him follow you
around and take al the notes he wants, but steam open the envel opes that he sends back to HQ and
replace his account of your movements with afictitious one. If you want, you can make him seem erratic
and unreliable so they get rid of him. Y ou can manufacture crises that might make one side or the other
reveal theidentities of other spies. In short, you own them.

Thisis cdled the man-in-the-middle attack and if you think about it, it's pretty scary. Someone who
man-in-the-middles your communications can trick you in any of athousand ways.

Of course, thereés agreat way to get around the man-in-the-middle attack: use crypto. With crypto, it
doesn't matter if the enemy can see your messages, because he can't decipher them, change them, and
re-send them. That's one of the main reasons to use crypto.

But remember: for crypto to work, you need to have keys for the people you want to talk to. Y ou and
your partner need to share a secret or two, some keys that you can use to encrypt and decrypt your
messages S0 that men-in-the-middle get locked out.

That'swhere theidea of public keyscomesin. Thisisalittle hairy, but it's so unbelievably eegant too.

In public key crypto, each user getstwo keys. They'relong strings of mathematica gibberish, and they
have an dmost magic property. Whatever you scramble with one key, the other will unlock, and
vice-versa. What's more, they're the only keysthat can do this-- if you can unscramble a message with
onekey, you know it was scrambled with the other (and vice-versa).

So you take either one of these keys (it doesn't matter which one) and you just publish it. Y ou makeit a
total non-secret. Y ou want anyone in the world to know what it is. For obvious reasons, they cal this
your "public key."

The other key, you hide in the darkest reaches of your mind. Y ou protect it with your life. Y ou never let
anyone ever know what it is. That's caled your "private key." (Duh.)

Now say you're aspy and you want to talk with your bosses. Their public key isknown by everyone.
Y our public key is known by everyone. No one knows your private key but you. No one knowstheir
private key but them.

Y ou want to send them amessage. First, you encrypt it with your private key. Y ou could just send that
message along, and it would work pretty well, since they would know when the message arrived that it
came from you. How? Because if they can decrypt it with your public key, it can only have been
encrypted with your private key. Thisisthe equivalent of putting your sed or signature on the bottom of a
message. It says, "I wrote this, and no one else. No one could have tampered with it or changed it.”

Unfortunately, thiswon't actually keep your message a secret. That's because your public key isredly



well known (it hasto be, or you'l be limited to sending messages to those few people who have your
public key). Anyone who intercepts the message can read it. They can't change it and makeit seem likeiit
camefrom you, but if you don't want people to know what you're saying, you need a better solution.

So ingtead of just encrypting the message with your private key, you also encrypt it with your bosss
public key. Now it's been locked twice. Thefirst lock -- the bosss public key -- only comes off when
combined with your bosss private key. The second lock -- your private key -- only comes off with your
public key. When your bosses receive the message, they unlock it with both keys and now they know for
surethat: a) you wroteit and b) that only they can read it.

It'svery cool. Theday | discovered it, Darryl and | immediately exchanged keys and spent months
cackling and rubbing our hands as we exchanged our military-grade secret messages about where to
meet after school and whether VVan would ever notice him.

But if you want to understand security, you need to consider the most paranoid possibilities. Like, whet if
| tricked you into thinking that my public key was your boss's public key?Y ou'd encrypt the message
with your private key and my public key. I'd decrypt it, read it, re-encrypt it with your bosss real public
key and send it on. Asfar as your boss knows, no one but you could have written the message and no
one but him could haveread it.

And | getto stinthemiddle, like afat spider in aweb, and al your secrets belong to me.

Now, the easiest way to fix thisisto really widdy advertise your public key. If it's really easy for anyone
to know what your red key is, man-in-the-middle gets harder and harder. But you know what? Making
things well-known isjust as hard as keeping them secret. Think about it -- how many billions of dollars
are spent on shampoo ads and other crap, just to make sure that as many people know about something
that some advertiser wants them to know?

There's acheaper way of fixing man-in-the-middle: the web of trust. Say that before you leave HQ, you
and your bosses sit down over coffee and actudly tell each other your keys. No more
man-in-the-middle! Y ou're absolutely certain whose keys you have, because they were put into your
own hands.

So far, so0 good. But theré'sanaturd limit to this: how many people can you physically meet with and
swap keys? How many hoursin the day do you want to devote to the equivaent of writing your own
phone book? How many of those people are willing to devote that kind of timeto you?

Thinking about this like a phonebook helps. The world was once a place with alot of phonebooks, and
when you needed a number, you could look it up in the book. But for many of the numbersthat you
wanted to refer to on agiven day, you would either know it by heart, or you'd be able to ask someone
else. Even today, when I'm out with my cell-phone, I'll ask Jolu or Darryl if they have anumber I'm
looking for. It'sfaster and easier than looking it up online and they're more reliable, too. If Jolu hasa
number, | trust him, so | trust the number, too. That's called "trangitive trust” -- trust that moves across
the web of our relationships.

A web of trust isabigger version of this. Say | meet Jolu and get hiskey. | can put it on my "keyring" --
alist of keysthat I've sgned with my private key. That means you can unlock it with my public key and
know for sure that me -- or someone with my key, anyway -- saysthat "this key belongsto thisguy.”

So | hand you my keyring and provided that you trust meto have actualy met and verified al the keyson
it, you can takeit and add it to your keyring. Now, you meet someone el se and you hand the wholering
to him. Bigger and bigger thering grows, and provided that you trust the next guy in the chain, and he
truststhe next guy in his chain and so on, you're pretty secure.



Which brings me to keysigning parties. These are exactly what they sound like: a party where everyone
getstogether and signs everyone e se's keys. Darryl and |, when we traded keys, that was kind of a
mini-keysigning party, one with only two sad and geeky attendees. But with more people, you creste the
seed of the web of trust, and the web can expand from there. As everyone on your keyring goes out into
the world and meets more people, they can add more and more names to thering. Y ou don't haveto
meet the new people, just trust that the signed key you get from the peoplein your webisvalid.

So that's why web of trust and parties go together like peanut butter and chocolate.
#

"Just tell them it's a super-private party, invitationa only,” | said. "Tel them not to bring anyone dong or
they won't be admitted.”

Jolu looked a me over his coffee. Y ou'rejoking, right? Y ou tell peoplethat, and they'll bring extra
friends”

"Argh," | said. | spent anight aweek at Jolu's these days, keeping the code up to date on indienet.
Pigspleen actudly paid me anon-zero sum of money to do this, which wasredly weird. | never thought
I'd be paid to write code.

"So what do we do? We only want people we redlly trust there, and we don't want to mention why until
we've got everyone's keys and can send them messagesin secret.”

Jolu debugged and | watched over his shoulder. This used to be called "extreme programming,” which
was alittle embarrassing. Now wejust cdl it "programming.” Two people are much better at spotting
bugsthan one. Asthe cliche goes, "With enough eyebdls, dl bugs are shalow."

We were working our way through the bug reports and getting ready to push out the new rev. It dl
auto-updated in the background, so our users didn't really need to do anything, they just woke up once a
week or so with a better program. It was pretty freaky to know that the code | wrote would be used by
hundreds of thousands of people, tomorrow!

"What do we do?Man, | don't know. | think we just haveto live withiit."

| thought back to our Hargjuku Fun Madness days. There werelots of socia chalengesinvolving large
groups of people as part of that game.

"OK, you'reright. But let's at least try to keep this secret. Tell them that they can bring amaximum of one
person, and it has to be someone they've known persondly for aminimum of five years."

Jolu looked up from the screen. "Hey," he said. "Hey, that would totally work. | can redly seeit. | mean,
if you told me not to bring anyone, I'd be dl, "Who the hell does he think he is? But when you puit it that
way, it sounds like some awesome 007 stuff.”

| found abug. We drank some coffee. | went home and played alittle Clockwork Plunder, trying not to
think about key-winders with nosy questions, and dept like a baby.

#

Sutro baths are San Francisco's authentic fake Roman ruins. When it opened in 1896, it was the largest
indoor bathing house in the world, ahuge Victorian glass solarium filled with pools and tubs and even an
early water dide. It went downhill by thefifties, and the ownerstorched it for the insurancein 1966. All

that'sleft isalabyrinth of weathered stone set into the sere cliff-face at Ocean Beach. It looksfor dl the



world like aRoman ruin, crumbled and mysterious, and just beyond them isa set of cavesthat let out into
the sea. In rough tides, the waves rush through the caves and over the ruins -- they've even been known
to suck in and drown the occasiona tourist.

Ocean Beach isway out past Golden Gate park, astark cliff lined with expensive, doomed houses,
plunging down to a narrow beach studded with jellyfish and brave (insane) surfers. Therésagiant white
rock that juts out of the shallows off the shore. That's called Seal Rock, and it used to be the place where
the sea lions congregated until they were rel ocated to the more tourigt-friendly environs of Fisherman's
Wharf.

After dark, theré's hardly anyone out there. It gets very cold, with asalt spray that'll soak you to your
bonesif you let it. The rocks are sharp and there's broken glass and the occasiond junkie needle.

It isan awesome place for aparty.

Bringing dong the tarpaulins and chemica glove-warmerswas my idea. Jolu figured out whereto get the
beer -- hisolder brother, Javier, had abuddy who actually operated awhole underage drinking service:
pay him enough and he'd back up to your secluded party spot with ice-chests and as many brews as you
wanted. | blew abunch of my indienet programming money, and the guy showed up right on time: 8PM,
agood hour after sunset, and lugged the six foam ice-chests out of his pickup truck and down into the
ruins of the baths. He even brought a spare chest for the empties.

"Y ou kids play safe now," he said, tipping his cowboy hat. He was afat Samoan guy with ahuge amile,
and a scary tank-top that you could see his armpit- and belly- and shoulder-hair escaping from. | peeled
twenties off my roll and handed them to him -- his markup was 150 percent. Not a bad racket.

Helooked at my roll. "Y ou know, | could just take that from you," he said, till smiling. "I'm acrimind,
after dl."

| put my roll in my pocket and looked him levelly in the eye. I'd been stupid to show him what | was
carrying, but | knew that there were times when you should just stand your ground.

"I'm just messing with you,” he said, a last. "But you be careful with that money. Don't go showing it
around.”

"Thanks" | said. "Homeand Security'll get my back though.”
His smile got even bigger. "Hal They're not even red five-oh. Those peckerwoods don't know nothin'."

| looked over &t histruck. Prominently displayed in hiswindscreen was a FasTrak. | wondered how long
it would be until he got busted.

"Y ou got girls coming tonight? That why you got al the beer?”

| smiled and waved a him as though he was waking back to histruck, which he should have been doing.
He eventually got the hint and drove away. His smile never faltered.

Jolu helped me hide the coolersin the rubble, working with little white LED torches on headbands. Once
the coolerswerein place, wethrew little white LED keychainsinto each one, so it would glow when you
took the styrofoam lids off, making it easier to see what you were doing.

It was amoonless night and overcast, and the distant streetlights barely illuminated us. | knew we'd stand
out like blazes on an infrared scope, but there was no chance that we'd be able to get abunch of people
together without being observed. I'd settle for being dismissed as alittle drunken beach-party.



| don't redlly drink much. There's been beer and pot and ecstasy at the parties I've been going to since |
was 14, but | hated smoking (though I'm quite partia to a hash brownie every now and again), ecstasy
took too long -- who's got awhole weekend to get high and come down -- and beer, well, it was dll
right, but | didn't see what the big deal was. My favorite was big, elaborate cocktails, the kind of thing
sarved in aceramic volcano, with Sx layers, onfire, and a plastic monkey on therim, but that was mostly
for the theater of it all.

| actualy like being drunk. | just don't like being hungover, and boy, do | ever get hungover. Though
again, that might have to do with the kind of drinksthat comein aceramic volcano.

But you can't throw a party without putting a case or two of beer onice. It's expected. It loosensthings
up. People do stupid things after too many beers, but it's not like my friends are the kind of people who
have cars. And people do stupid things no matter what -- beer or grass or whatever are dl incidental to
that central fact.

Jolu and | each cracked beers -- Anchor Steam for him, aBud Lite for me -- and clinked the bottles
together, sitting down on arock.

"You told them 9PM ?"
"Yeah," hesad.
"Metoo."

Wedrank in silence. The Bud Lite wasthe least alcohalic thing in the ice-chest. 1'd need a clear head
later.

"You ever get scared?’ | said, findly.

Heturned to me. "No man, | don't get scared. I'm aways scared. I've been scared since the minute the
explosions happened. I'm so scared sometimes, | don't want to get out of bed.”

"Thenwhy do you do it?'

Hesmiled. "About that," he said. "Maybe | won't, not for much longer. | mean, it's been grest helping
you. Gresat. Redlly excellent. | don't know when I've done anything so important. But Marcus, bro, | have
tosay..." Hetraled off.

"What?' | said, though | knew what was coming next.

"l cantdoit forever," hesaid at last. "Maybe not even for another month. | think I'm through. 1t'stoo
much risk. The DHS, you can't go to war on them. It's crazy. Readlly actudly crazy.”

"You sound like Van," | said. My voice was much more bitter than I'd intended.

"I'm not criticizing you, man. | think it's greet that you've got the bravery to do thisal thetime. But |
haven't got it. | can't livemy lifein perpetud terror.”

"Wheat areyou saying?'

"I'm saying I'm out. I'm going to be one of those people who actslikeit'sdl OK, likeit'll al go back to
normal some day. I'm going to usethe Internet like | dways did, and only use the Xnet to play games.
I'm going to get out iswhat I'm saying. | won't be apart of your plansanymore.”

| didn't say anything.



"l know that'sleaving you on your own. | don't want that, believe me. I'd much rather you give up with
me. Y ou can't declare war on the government of the USA.. It's not afight you're going to win. Watching
you try islikewatching abird fly into awindow again and again.”

He wanted me to say something. What | wanted to say was, Jesus Jolu, thanks so very much for
abandoning me! Do you forget what it was like when they took us away? Do you forget what the
country used to be like before they took it over? But that's not what he wanted meto say. What he
wanted meto say was.

"| understand, Jolu. | respect your choice.

Hedrank the rest of his bottle and pulled out another one and twisted off the cap.
"Therés something dse" he said.

What?"

"l wasn't going to mention it, but I want you to understand why | haveto do this."
"Jesus, Jolu, what ?'

"| hateto say it, but you're white. I'm not. White people get caught with cocaine and do alittle rehab
time. Brown people get caught with crack and go to prison for twenty years. White people see cops on
the street and fedl safer. Brown people see cops on the street and wonder if they're about to get
searched. The way the DHS istreating you? The law in this country has ways been like that for us."

It was so unfair. | didn't ask to be white. | didn't think | was being braver just because I'm white. But |
knew what Jolu was saying. If the cops stopped someone in the Mission and asked to see someID,
chances were that person wasn't white. Whatever risk | ran, Jolu ran more. Whatever penalty 1'd pay,
Jolu would pay more.

"l don't know what to say,” | said.
"Y ou don't have to say anything," he said. "'l just wanted you to know, so you could understand.”

| could see people walking down the Sde trail toward us. They were friends of Jolu's, two Mexican guys
and agirl | knew from around, short and geeky, dways wearing cute black Buddy Holly glasses that
made her look like the outcast art-student in ateen movie who comes back as the big success.

Jolu introduced me and gave them beers. The girl didn't take one, but instead produced asmal slver
flask of vodkafrom her purse and offered me adrink. | took aswallow -- warm vodka must be an
acquired taste -- and complimented her on the flask, which was embossed with arepeating motif of
Parappa the Rapper characters.

"It's Japanese,” she said as | played another LED keyring over it. "They have dl these great booze-toys
based on kids games. Totally twisted.”

| introduced mysdlf and she introduced hersdlf. "Ange," she said, and shook my hand with hers -- dry,
warm, with short nails. Jolu introduced meto his pas, whom held known since computer camp in the
fourth grade. More people showed up -- five, then ten, then twenty. It was a serioudy big group now.

Wed told peopleto arrive by 9:30 sharp, and we gave it until 9:45 to see who al would show up. About
three quarterswere Jolu'sfriends. I'd invited dl the people | redly trusted. Either | was more
discriminating than Jolu or less popular. Now that held told me he was quitting, it made methink that he



waslessdiscriminating. | wasredly pissed at him, but trying not to let it show by concentrating on
socidizing with other people. But he wasn't stupid. He knew what was going on. | could see that he was
redlly bummed. Good.

"OK," I said, climbing up onaruin, "OK, hey, hello?' A few people nearby paid attention to me, but the
onesin the back kept on chatting. | put my armsinthe air like areferee, but it wastoo dark. Eventualy |
hit on theidea of turning my LED keychain on and pointing it at each of the talkersin turn, then at me.
Gradudly, the crowd fell quiet.

| welcomed them and thanked them al for coming, then asked them to closein so | could explain why
wewerethere. | could tell they were into the secrecy of it dl, intrigued and alittle warmed up by the
beer.

"So hereitis You dl usethe Xnet. It's no coincidence that the Xnet was created right after the DHS
took over the city. The people who did that are an organization devoted to persona liberty, who created
the network to keep us safe from DHS spooks and enforcers.” Jolu and | had worked thisout in
advance. We weren't going to cop to being behind it all, not to anyone. It wasway too risky. Instead,
wed put it out that we were merdly lieutenantsin "M 1k3y"'sarmy, acting to organize the local resstance.

"The Xnet isn't pure,” | said. "It can be used by the other Sde just asreadily asby us. We know that
there are DHS spieswho use it now. They use social engineering hacksto try to get usto reved
ourselves so that they can bust us. If the Xnet is going to succeed, we need to figure out how to keep
them from spying on us. We need a network within the network."

| paused and let thissink in. Jolu had suggested that this might be alittle heavy -- learning that you're
about to be brought into arevolutionary cell.

"Now, I'm not here to ask you to do anything active. Y ou don't have to go out jamming or anything.

Y ou've been brought here because we know you're cool, we know you're trustworthy. It's that
trustworthiness | want to get you to contribute tonight. Some of you will aready be familiar with the web
of trust and keysigning parties, but for the rest of you, I'll runit down quickly --" Which | did.

"Now what | want from you tonight is to meet the people here and figure out how much you can trust
them. We're going to help you generate key-pairs and share them with each other.”

This part was tricky. Asking peopleto bring their own laptops wouldn't have worked out, but we il
needed to do something hellacomplicated that wouldn't exactly work with paper and pencil.

| held up alaptop Jolu and | had rebuilt the night before, from the ground up. "I trust this machine. Every
component in it was laid by our own hands. It's running afresh out-of-the-box version of ParanoidLinux,
booted off of the DVD. If therés atrustworthy computer |eft anywhere in the world, thismight well beit.

"I've got akey-generator loaded here. Y ou come up here and give it some random input -- mash the
keys, wiggle the mouse -- and it will use that as the seed to create arandom public- and private key for
you, which it will display on the screen. Y ou can take a picture of the private key with your phone, and
hit any key to makeit go away forever -- it'snot stored on the disk at al. Then it will show you your
public key. At that point, you cal over al the people here you trust and who trust you, and they take a
picture of the screen with you standing next to it, so they know whosekey it is.

"When you get home, you have to convert the photosto keys. Thisisgoing to be alot of work, I'm
afraid, but you'll only haveto do it once. Y ou have to be super-careful about typing thesein -- one
mistake and you're screwed. Luckily, weve got away to tell if you've got it right: beneath the key will be
amuch shorter number, caled the 'fingerprint’. Once you've typed in the key, you can generate a



fingerprint from it and compare it to the fingerprint, and if they match, you'vegot it right.”
They all boggled at me. OK, so I'd asked them to do something pretty weird, it'strue, but till.
Chapter 11

This chapter is dedicated to the University Bookstore at the University of Washington, whose
science fiction section rivals many specialty stores, thanks to the sharp-eyed, dedicated science
fiction buyer, Duane Wilkins. Duance's a real sciencefiction fan -- | first met him at the World
Science Fiction Convention in Toronto in 2003 -- and it shows in the eclectic and informed
choices on display at the store. One great predictor of a great bookstore is the quality of the
"shelf review" -- the little bits of cardboard stuck to the shelves with (generally hand-letter ed)
staff-reviews extolling the virtues of books you might otherwise miss. The staff at the University
Bookstore have clearly benefited from Duane's tutelage, as the shelf reviews at the University
Bookstore are second to none.

The University Bookstore 4326 University Way NE, Seattle, WA 98105 USA +1 800 335 READ

Jolu stood up.

"Thisiswhereit sarts, guys. Thisis how we know which sde you're on. Y ou might not be willing to take
to the streets and get busted for your beiefs, but if you have beliefs, thiswill let usknow it. Thiswill
create the web of trust that tells uswho'sin and who's out. If we're ever going to get our country back,
we need to do this. We need to do something like this."

Someone in the audience -- it was Ange -- had ahand up, holding a beer bottle.
"So call me stupid but | don't understand this at al. Why do you want usto do this?!

Jolu looked a me, and | looked back at him. It had all seemed so obvious when we were organizing it.
"The Xnet isn't just away to play free games. It'sthe last open communications network in America. It's
the last way to communicate without being snooped on by the DHS. For it to work we need to know
that the person we're talking to isn't asnoop. That means that we need to know that the people were
sending messages to are the people we think they are.

"That'swhere you comein. You'real here because we trust you. | mean, redly trust you. Trust you with
our lives"

Some of the people groaned. It sounded melodramatic and stupid.
| got back to my feet.

"When the bombswent off," | said, then something welled up in my chest, something painful. "When the
bombs went off, there were four of us caught up by Market Street. For whatever reason, the DHS
decided that made us suspicious. They put bags over our heads, put us on aship and interrogated usfor
days. They humiliated us. Played gameswith our minds. Then they let usgo.

"All except one person. My best friend. He was with us when they picked us up. Hed been hurt and he
needed medica care. He never came out again. They say they never saw him. They say that if we ever
tell anyone about this, they'll arrest us and make us disappesar.

"Forever."

| was shaking. The shame. The goddamned shame. Jolu had the light on me.



"Oh Chrigt," | said. ™Y ou people arethe first onesI'vetold. If this story gets around, you can bet they'll
know who leaked it. Y ou can bet they'll come knocking on my door." | took some more deep breaths.
"That'swhy | volunteered on the Xnet. That'swhy my life, from now on, is about fighting the DHS. With
every breath. Every day. Until werefree again. Any one of you could put mein jail now, if you wanted
to."

Ange put her hand up again. "Were not going to rat on you," she said. "No way. | know pretty much
everyone here and | can promise you that. | don't know how to know who to trust, but | know who not
to trust: old people. Our parents. Grownups. When they think of someone being spied on, they think of
someone e se, abad guy. When they think of someone being caught and sent to a secret prison, it's
someone e se -- someone brown, someone young, someone foreign.

"They forget what it'slike to be our age. To be the object of suspicion all the time! How many times
have you gotten on the bus and had every person on it give you alook like you'd been gargling turds and
skinning puppies?

"What'sworse, they're turning into adults younger and younger out there. Back in the day, they used to
say 'Never trust anyone over 30." | say, 'Don't trust any bastard over 25!™

That got alaugh, and she laughed too. She was pretty, in aweird, horsey way, with along faceand a
long jaw. "I'm not really kidding, you know? | mean, think about it. Who elected these ass-clowns? Who
let them invade our city? Who voted to put the camerasin our classrooms and follow us around with
creepy spyware chipsin our trandt passes and cars? It wasn't a 16-year-old. We may be dumb, we may
be young, but were not scum.”

"l want thet on at-shirt,” | said.
"It would be agood one," she said. We smiled at each other.
"Wheredo | go to get my keys?' she said, and pulled out her phone.

"WEell do it over there, in the secluded spot by the caves. I'll take you in there and set you up, then you
do your thing and take the machine around to your friends to get photos of your public key so they can
sgnit when they get home."

| raised my voice. "Oh! One morething! Jesus, | can't beieve | forgot this. Delete those photos once
you've typed in the keys! Thelast thing wewant isaHickr stream full of picturesof al of usconspiring
together."

There was some good-natured, nervous chuckling, then Jolu turned out the light and in the sudden
darkness| could see nothing. Gradually, my eyes adjusted and | set off for the cave. Someone was
walking behind me. Ange. | turned and smiled at her, and she smiled back, luminousteeth in the dark.

"Thanksfor that,” | said. "Y ou were great.”
"Y ou mean what you said about the bag on your head and everything?'

"I meant it," | said. "It happened. | never told anyone, but it happened.” | thought about it for amoment.
"Y ou know, with dl the time that went by since, without saying anything, it started to fed like abad
dream. It wasred though." | stopped and climbed up into the cave. "I'm glad | findly told people. Any
longer and | might have started to doubt my own sanity.”

| set up the [gptop on adry bit of rock and booted it from the DV D with her watching. "I'm going to
reboot it for every person. Thisisastandard ParanoidLinux disc, though | guess you'd have to take my



word for it."
"Hdl," shesad. "Thisisal about trug, right?’
"Yeeh," | sad. "Trug."

| retreated some distance as she ran the key-generator, listening to her typing and mousing to create
randomness, listening to the crash of the surf, listening to the party noises from over where the beer was.

She stepped out of the cave, carrying the laptop. On it, in huge white luminous letters, were her public
key and her fingerprint and email address. She held the screen up beside her face and waited while | got
my phone out.

"Cheese," she said. | snapped her pic and dropped the camera back in my pocket. She wandered off to
the revelers and let them each get pics of her and the screen. It was festive. Fun. Sheredly had alot of
charisma -- you didn't want to laugh at her, you just wanted to laugh with her. And hel, it was funny!
We were declaring a secret war on the secret police. Who the hdll did we think we were?

So it went, through the next hour or so, everyone taking pictures and making keys. | got to meet
everyonethere. | knew alot of them -- some were my invitees -- and the others were friends of my pals
or my pals pas. We should al be buddies. We were, by the time the night was out. They were dl good

people.

Once everyone was done, Jolu went to make akey, and then turned away, giving me ashegpish grin. |
was past my anger with him, though. He was doing what he had to do. | knew that no matter what he
said, held always be there for me. And we'd been through the DHS jail together. Van too. No matter
what, that would bind ustogether forever.

| did my key and did the perp-walk around the gang, letting everyone snap apic. Then | climbed up on
the high spot I'd spoken from earlier and called for everyone's attention.

"So alot of you have noted that theres avital flaw in this procedure: what if thislaptop can't be trusted?
What if it's secretly recording our ingtructions? What if it's spying on us? What if Jose-Luisand | can't be
trusted?’

More good-natured chuckles. A little warmer than before, more beery.

"I meanit," | sad. "If we were on the wrong side, this could get adl of us-- dl of you -- into a heap of
trouble. Jail, maybe."

The chuckles turned more nervous.

"So that'swhy I'm going to do this" | said, and picked up ahammer 1'd brought from my Dad's toolkit. |
st the laptop down beside me on the rock and swung the hammer, Jolu following the swing with his
keychain light. Crash -- I'd dways dreamt of killing alaptop with ahammer, and here | wasdoingit. It
felt pornographically good. And bad.

Smash! The screen-pand fdl off, shattered into millions of pieces, exposing the keyboard. | kept hitting
it, until the keyboard fdll off, exposing the motherboard and the hard-drive. Crash! | aimed squarefor the
hard-drive, hitting it with everything | had. It took three blows before the case split, exposing the fragile
mediaingde. | kept hitting it until there was nothing bigger than acigarette lighter, then | putital ina
garbage bag. The crowd was cheering wildly -- loud enough that | actualy got worried that someone far
above us might hear over the surf and cal the law.



"All right!" I caled. "Now, if you'd like to accompany me, I'm going to march this down to the seaand
soaK it in sat water for ten minutes.”

| didn't have any takersat firgt, but then Ange came forward and took my arm in her warm hand and
said, "That was beautiful," in my ear and we marched down to the seatogether.

It was perfectly dark by the sea, and treacherous, even with our keychain lights. Slippery, sharp rocks
that were difficult enough to walk on even without trying to balance six pounds of smashed eectronicsin
aplagtic bag. | dipped once and thought | was going to cut mysalf up, but she caught mewith a
surprisingly strong grip and kept me upright. | was pulled in right close to her, close enough to smell her
perfume, which smdlled like new cars. | lovethat smell.

"Thanks," | managed, looking into the big eyes that were further magnified by her mannish, black-rimmed
glasses. | couldn't tell what color they werein the dark, but | guessed something dark, based on her dark
hair and olive complexion. She looked Mediterranean, maybe Greek or Spanish or Itaian.

| crouched down and dipped the bag in the seg, letting it fill with sdt water. | managed to dip alittleand
soak my shoe, and | swore and she laughed. We'd hardly said aword since we lit out for the ocean.
There was something magica in our wordless sllence.

At that point, | had kissed atotd of three girlsin my life, not counting that moment when | went back to
school and got a hero'swelcome. That's not agigantic number, but it's not aminuscule one, either. | have
reasonable girl radar, and | think | could have kissed her. She wasn't hdwt in the traditional sense, but
there's something about a girl and anight and a beach, plus she was smart and passionate and

committed.

But | didn't kiss her, or take her hand. Instead we had amoment that | can only describe as spiritud. The
surf, the night, the sea and the rocks, and our breathing. The moment stretched. | sighed. This had been
quitearide. | had alot of typing to do tonight, putting al those keysinto my keychain, sgning them and
publishing the Sgned keys. Starting the web of trust.

She sighed too.
"Let'sgo,” | sad.
"Yeeh," shesad.
Back we went. It was agood night, that night.
#

Jolu waited after for his brother'sfriend to come by and pick up his coolers. | walked with everyone else
up the road to the nearest Muni stop and got on board. Of course, none of uswas using an issued Muni
pass. By that point, Xnetters habitualy cloned someone else's Muni pass three or four times aday,
assuming anew identity for every ride.

It was hard to stay cool on the bus. We were dl alittle drunk, and looking at our faces under the bright
bus lightswas kind of hilarious. We got pretty loud and the driver used hisintercom to tell usto keep it
down twice, then told usto shut up right now or hed cal the cops.

That set usto giggling again and we disembarked in amass before he did call the cops. Wewerein
North Beach now, and there were lots of buses, taxis, the BART at Market Street, neon-lit clubs and
cafesto pull gpart our grouping, so we drifted away.



| got home and fired up my Xbox and started typing in keys from my phone's screen. It was dull,
hypnotic work. | wasalittle drunk, and it lulled meinto a haf-deep.

| was about ready to nod off when anew IM window popped up.

> herro!
| didn't recognize the handle -- spexgril -- but | had an ideawho might be behind it.

> hi
| typed, cautioudly.

> jt's me, from tonight
Then she paste-bombed ablock of crypto. I'd dready entered her public key into my keychain, so | told
the M client to try decrypting the code with the key.

> jt's me, from tonight
It was her!

> Fancy meeting you here
| typed, then encrypted it to my public key and mailed it off.
> |t was great meeting you
| typed.
> You too. | don't meet too many smart guys who are also cute and also socially aware.
Good god, man, you don't give a girl much of a chance.
My heart hammered in my chest.
> Hello? Tap tap? This thing on? | wasn't born here folks, but I'm sure dying here. Don't
forget to tip your waitresses, they work hard. I'm here all week.
| laughed doud.

> I'm here, I'm here. Laughing too hard to type is all
> Well at least my IM comedy-fu is still mighty
um.

> |t was really great to meet you too

> Yeabh, it usually is. Where are you taking me?
> Taking you?

> On our next adventure?

> | didn't really have anything planned

> Oki -- then I'll take YOU. Friday. Dolores Park. lllegal open air concert. Be there or be a
dodecahedron

> Wait what?
> Don't you even read Xnet? It's all over the place. You ever hear of the Speedwhores?

| nearly choked. That was Trudy Doo's band -- asin Trudy Doo, the woman who had paid me and Jolu
to update the indienet code.



> Yeah I've heard of them

> They're putting on a huge show and they've got like fifty bands signed to play the bill,

going to set up on the tennis courts and bring out their own amp trucks and rock out all

night
| felt like I'd been living under arock. How had | missed that? There was an anarchist bookstore on
Vaenciathat | sometimes passed on the way to school that had a poster of an old revolutionary named
Emma Goldman with the caption "If | can't dance, | don't want to be apart of your revolution.” I'd been
gpending al my energies on figuring out how to use the Xnet to organize dedicated fighters so they could
jam the DHS, but thiswas so much cooler. A big concert -- | had no idea how to do one of those, but |
was glad someone did.

And now that | thought of it, | was damned proud that they were using the Xnet to doit.
#

The next day | wasazombie. Ange and | had chatted -- flirted -- until 4AM. Lucky for me, it wasa
Saturday and | was ableto deep in, but between the hangover and the deep-dep, | could barely put two
thoughts together.

By lunchtime, | managed to get up and get my ass out onto the streets. | staggered down toward the
Turk'sto buy my coffee -- these days, if | wasdone, | dways bought my coffee there, like the Turk and
| were part of a secret club.

Ontheway, | passed alot of fresh graffiti. | liked Mission graffiti; alot of thetimes, it camein huge,
luscious murals, or sarcadtic art-student stencils. | liked that the Mission's taggers kept right on going,
under the nose of the DHS. Another kind of Xnet, | supposed -- they must have al kinds of ways of
knowing what was going on, where to get paint, what cameras worked. Some of the cameras had been
spray-painted over, | noticed.

Maybe they used X net!

Painted in ten-foot-high letters on the Sde of an auto-yard's fence were the drippy words. DON'T
TRUST ANYONE OVER 25.

| stopped. Had someone | eft my "party” last night and come here with acan of paint? A lot of those
people lived in the neighborhood.

| got my coffee and had alittle wander around town. | kept thinking | should be calling someone, seeing if
they wanted to get amovie or something. That's how it used to be on alazy Saturday like this. But who
was| going to cal?Van wasn't talking to me, | didn't think | was ready to talk to Jolu, and Darryl --

Well, | couldnt call Darryl.

| got my coffee and went home and did alittle searching around on the Xnet's blogs. These anonablogs
were untraceable to any author -- unlessthat author was stupid enough to put her name on it -- and there
werealot of them. Mot of them were gpalitical, but alot of them weren't. They talked about schools
and the unfairnessthere. They talked about the cops. Tagging.

Turned out thereld been plans for the concert in the park for weeks. It had hopped from blog to blog,
turning into afull-blown movement without my noticing. And the concert was called Don't Trust Anyone
Over 25.

Wi, that explained where Ange got it. It was agood sogan.



#

Monday morning, | decided | wanted to check out that anarchist bookstore again, see about getting one
of those Emma Goldman pogters. | needed the reminder.

| detoured down to 16th and Mission on my way to school, then up to Vaenciaand across. The store
was shut, but | got the hours off the door and made sure they still had that poster up.

As| walked down Vaencia, | was amazed to see how much of the DON'T TRUST ANY ONE OVER
25 stuff there was. Half the shopshad DON'T TRUST merch in the windows: lunchboxes, babydol| tees,
pencil-boxes, trucker hats. The hipster stores have been getting faster and faster, of course. As new
memes sweep the net in the course of aday or two, stores have gotten better at putting merch inthe
windows to match. Some funny little youtube of aguy launching himsalf with jet-packs made of
carbonated water would land in your inbox on Monday and by Tuesday you'd be able to buy t-shirts
with gillsfrom the video onit.

But it was amazing to see something make the legp from Xnet to the head shops. Distressed designer
jeanswith the dogan written in careful high school ball-point ink. Embroidered patches.

Good newstravelsfast.

It was written on the black-board when | got to Ms Galvez's Sociad Studies class. We dl sat at our
desks, smiling at it. It seemed to smile back. There was something profoundly cheering about theidea
that we could dl trust each other, that the enemy could be identified. | knew it wasn't entirely true, but it
wasn't entirly fase ether.

Ms Galvez came in and patted her hair and set down her SchoolBook on her desk and powered it up.
She picked up her chalk and turned around to face the board. We al laughed. Good-naturedly, but we
laughed.

She turned around and was laughing too. "Inflation has hit the nation's dogan-writers, it seems. How
many of you know where this phrase comes from?”

Welooked at each other. "Hippies?' someone said, and we laughed. Hippiesare dl over San Francisco,
both the old stoner kinds with giant skanky beards and tie-dyes, and the new kind, who are more into
dress-up and maybe playing hacky-sack than protesting anything.

"Well, yes, hippies. But when wethink of hippiesthese days, we just think of the clothes and the music.
Clothes and music wereincidental to the main part of what made that era, the sixties, important.

"Y ou've heard about the civil rights movement to end segregation, white and black kidslike you riding
busesinto the South to sign up black voters and protest againgt officid state racism. Cdiforniawas one
of the main places where the civil rights |eaders came from. Weve dways been alittle more politica than
the rest of the country, and thisis also a part of the country where black people have been ableto get the
same union factory jobs as white people, so they were alittle better off than their cousinsin the
southland.

"The students at Berkeley sent a steady stream of freedom riders south, and they recruited them from
information tables on campus, at Bancroft and Telegraph Avenue. Y ou've probably seen that there are
gl tablesthereto thisday.

"WEell, the campustried to shut them down. The president of the university banned politica organizing on
campus, but the civil rights kids wouldn't stop. The police tried to arrest a guy who was handing out



literature from one of these tables, and they put him in avan, but 3,000 students surrounded the van and
refused to let it budge. They wouldn't let them take thiskid to jail. They stood on top of the van and gave
gpeeches about the First Amendment and Free Speech.

"That galvanized the Free Speech Movement. That wasthe start of the hippies, but it was also where
moreradical sudent movements came from. Black power groups like the Black Panthers -- and later
gay rights groups like the Pink Panthers, too. Radica women's groups, even 'lesbian separatists who
wanted to abolish men atogether! And the Yippies. Anyone ever hear of the Yippies?'

"Didn' they levitate the Pentagon?' | said. I'd once seen adocumentary about this.

She laughed. "1 forgot about that, but yes, that wasthem! Y ippies were like very political hippies, but
they weren't serious the way we think of paliticsthese days. They were very playful. Pranksters. They
threw money into the New Y ork Stock Exchange. They circled the Pentagon with hundreds of protestors
and said amagic sl that was supposed to levitateit. They invented afictiona kind of LSD that you
could spray onto people with squirt-guns and shot each other with it and pretended to be stoned. They
were funny and they made great TV -- one Yippie, aclown caled Wavy Gravy, used to get hundreds of
protestorsto dress up like Santa Claus so that the cameras would show police officers arresting and
dragging away Santa on the news that night -- and they mobilized alot of people.

"Their big moment was the Democratic Nationa Convention in 1968, wherethey caled for
demongtrations to protest the Vietnam War. Thousands of demongtrators poured into Chicago, deptin
the parks, and picketed every day. They had lots of bizarre suntsthat year, like running apig called
Pigasusfor the presidentia nomination. The police and the demongtrators fought in the streets -- they'd
done that many times before, but the Chicago cops didn't have the smartsto |leave the reporters alone.
They besat up the reporters, and the reporters retaliated by finaly showing what reglly went on at these
demongtrations, so the whole country watched their kids being redly savagely beaten down by the
Chicago police. They cdledit a'paliceriot.’

"The Yippiesloved to say, 'Never trust anyone over 30." They meant that people who were born before
acertain time, when Americahad been fighting enemies|like the Nazis, could never understand what it
meant to love your country enough to refuse to fight the Vietnamese. They thought that by the time you hit
30, your attitudes would be frozen and you couldn't ever understand why the kids of the day were taking
to the Streets, dropping out, freaking out.

"San Francisco was ground zero for this. Revolutionary armies were founded here. Some of them blew
up buildings or robbed banksfor their cause. A lot of those kids grew up to be more or less normdl,
while othersended up in jail. Some of the university dropouts did amazing things -- for example, Steve
Jobs and Steve Wozniak, who founded A pple Computers and invented the PC."

| wasredly getting into this. | knew alittle of it, but I'd never heard it told like this. Or maybe it had never
mattered as much asit did now. Suddenly, those lame, solemn, grown-up street demonstrations didn't
seem S0 lame after dl. Maybe there was room for that kind of action in the Xnet movement.

| put my hand up. "Did they win? Did the Yippieswin?'

She gave me along look, like she was thinking it over. No one said aword. We all wanted to hear the
answer.

"They didn't lose," she said. "They kind of imploded alittle. Some of them went to jail for drugs or other
things. Some of them changed their tunes and became yuppies and went on the lecture circuit telling
everyone how stupid they'd been, talking about how good greed was and how dumb they'd been.



"But they did change theworld. Thewar in Vietham ended, and the kind of conformity and unquestioning
obedience that people had called patriotism went out of stylein abig way. Black rights, women'srights
and gay rights came along way. Chicano rights, rightsfor disabled people, the whole tradition of civil
liberties was created or strengthened by these people. Today's protest movement isthe direct
descendant of those struggles.”

"l can't believe you're talking about them like this" Charles said. He was|eaning so far in his seat he was
half standing, and his sharp, skinny face had gonered. He had wet, large eyes and big lips, and when he
got excited helooked alittle like afish.

Ms Gavez diffened alittle, then said, "Go on, Charles."

"You'vejust described terrorists. Actud terrorists. They blew up buildings, you said. They tried to
destroy the stock exchange. They beat up cops, and stopped cops from arresting people who were
breaking the law. They attacked ud"

Ms Gavez nodded dowly. | could tel shewastrying to figure out how to handle Charles, who redly
seemed like he was ready to pop. "Charles raises agood point. The Yippies weren't foreign agents, they
were American citizens. When you say 'They attacked us, you need to figure out who ‘they’ and 'us are.
When it'syour fellow countrymen --"

"Crap!" he shouted. He was on hisfeet now. "We were a war then. These guysweregiving ad and
comfort to the enemy. It's easy to tell who's us and whao's them: if you support America, you're us. If you
support the people who are shooting a Americans, you're them.”

"Does anyone e se want to comment on this?'

Severd hands shot up. Ms Galvez called on them. Some people pointed out that the reason that the
Vietnamese were shooting a Americansisthat the Americans had flown to Vietnam and started running
around the jungle with guns. Others thought that Charles had a point, that people shouldn't be dlowed to

doillegd things

Everyone had a good debate except Charles, who just shouted at people, interrupting them when they
tried to get their points out. Ms Galvez tried to get him to wait for histurn a couple times, but he wasn't
having any of it.

| was looking something up on my SchoolBook, something | knew 1'd read.

| found it. | stood up. Ms Galvez looked expectantly a me. The other people followed her gaze and
went quiet. Even Charleslooked a me after awhile, hisbig wet eyes burning with hatred for me.

"I wanted to read something,” | said. "It's short. ‘Governments are ingtituted among men, deriving their
just powers from the consent of the governed, that whenever any form of government becomes
destructive of these ends, it isthe right of the peopleto dter or abolish it, and to ingtitute new
government, laying its foundation on such principles, and organizing its powersin such form, asto them
shall seem most likdly to effect their safety and happiness.™

Chapter 12

This chapter is dedicated to Forbidden Planet, the British chain of science fiction and fantasy
books, comics, toys and videos. Forbidden Planet has stores up and down the UK, and also sports
outposts in Manhattan and Dublin, Ireland. It's dangerous to set foot in a Forbidden Planet --
rarely do | escape with my wallet intact. Forbidden Planet really leads the pack in bringing the
gigantic audience for TV and movie science fiction into contact with science fiction books --



something that's absolutely critical to the future of the field.
Forbidden Planet, UK, Dublin and New York City
Ms Galvez's smilewaswide.

"Does anyone know what that comes from?”

A bunch of people chorused, "The Declaration of Independence.”
| nodded.

"Why did you read that to us, Marcus?'

"Because it seemsto methat the founders of this country said that governments should only last for so
long aswe believe that they're working for us, and if we stop believing in them, we should overthrow
them. That'swhat it says, right?'

Charles shook hishead. "That was hundreds of yearsago!" he said. "Things are different now!"
"What's different?"

"Well, for one thing, we don't have aking anymore. They were talking about agovernment that existed
because some old jerk's great-great-great-grandfather believed that God put him in charge and killed
everyone who disagreed with him. We have ademocratically € ected government --"

"| didn't vote for them," | said.
"So that gives you theright to blow up abuilding?"

"What? Who said anything about blowing up abuilding? The Yippies and hippies and dl those people
believed that the government no longer listened to them -- look at the way people who tried to sign up
votersin the South were treated! They were beaten up, arrested --"

"Some of them werekilled,” Ms Gavez said. She held up her hands and waited for Charles and meto sit
down. "We're dmost out of timefor today, but | want to commend you al on one of the most interesting
classes|'ve ever taught. This has been an excdllent discussion and I've learned much from you all. | hope
you've learned from each other, too. Thank you al for your contributions.

"I have an extra-credit assgnment for those of you who want alittle chdlenge. I'd like you to writeup a
paper comparing the politica response to the anti-war and civil rights movementsin the Bay Areato the
present day civil rights responsesto the War on Terror. Three pages minimum, but take aslong asyou'd
like. I'm interested to see what you come up with."

The bell rang amoment later and everyone filed out of the class. | hung back and waited for Ms Galvez
to notice me.

"Yes, Marcus?'
"That wasamazing," | said. "l never knew al that stuff about the Sixties.”

"The seventies, too. This place has dways been an exciting placeto livein palitically charged times. |
redly liked your reference to the Declaration -- that was very clever.”

"Thanks," | said. "It just cameto me. | never really appreciated what those words al meant before
today."



"Wdll, those are the words every teacher lovesto hear, Marcus," she said, and shook my hand. "I can't
wait to read your paper.”

#

| bought the Emma Goldman poster on the way home and stuck it up over my desk, tacked over a
vintage black-light poster. | aso bought aNEVER TRUST t-shirt that had a photoshop of Grover and
Elmo kicking the grownups Gordon and Susan off Sesame Street. It made me laugh. | later found out
that there had aready been about six photoshop contests for the dogan onlinein places like Fark and
Worth1000 and B3ta and there were hundreds of ready-made pics floating around to go on whatever
merch someone churned out.

Mom raised an eyebrow at the shirt, and Dad shook his head and lectured me about not looking for
trouble. | fdt alittle vindicated by hisreaction.

Ange found me online again and we IM-flirted until late a night again. The white van with the antennas
came back and | switched off my Xbox until it had passed. We'd all gotten used to doing that.

Angewasredly excited by this party. It looked like it was going to be monster. There were so many
bands signed up they were talking about setting up a B-stage for the secondary acts.

> How'd they get a permit to blast sound all night in that park? There's houses all around
there

> Per-mit? What is "per-mit"? Tell me more of your hu-man per-mit.
> Woalh, it's illegal?

> Um, hello? You're worried about breaking the law?

> Fair point

>LOL

| felt alittle premonition of nervousness though. | mean, | wastaking this perfectly awesome girl out ona
date that weekend -- well, she was taking me, technicaly -- to anillega rave being held in the middle of
abusy neighborhood.

It was bound to beinteresting at least.

Interesting.

People started to drift into Dolores Park through the long Saturday afternoon, showing up among the
ultimate frishee players and the dog-walkers. Some of them played frishee or walked dogs. It wasn't
really clear how the concert was going to work, but there were alot of cops and undercovers hanging
around. Y ou could tell the undercovers because, like Zit and Booger, they had Castro haircuts and
Nebraska physiques: tubby guyswith short hair and untidy mustaches. They drifted around, looking
awkward and uncomfortable in their giant shorts and loose-fitting shirts that no-doubt hung down to
cover the chanddier of gear hung around their midriffs.

Dolores Park is pretty and sunny, with palm trees, tennis courts, and lots of hillsand regular treesto run
around on, or hang out on. Homeless people deep there at night, but that's true everywherein San
Francisco.

| met Ange down the Street, at the anarchist bookstore. That had been my suggestion. In hindsight, it was
atotaly transparent move to seem cool and edgy to thisgirl, but at thetime | would have sworn that |



picked it because it was a convenient place to meet up. She was reading abook called Up Against the
Wall Motherfucker when | got there.

"Nice" | sad. "Y ou kissyour mother with that mouth?'

"Your mamadon't complain,” shesad. "Actudly, it'sahistory of agroup of peoplelikethe Yippies, but
from New York. They al used that word astheir last names, like'Ben M-F.' Theideawasto have a
group out there, making news, but with atotaly unprintable name. Just to screw around with the
news-media Pretty funny, realy.” She put the book back on the shelf and now | wondered if | should
hug her. Peoplein Cdifornia hug to say hello and goodbye dl the time. Except when they don't. And
sometimes they kiss on the cheek. It'sdl very confusing.

She sttled it for me by grabbing mein ahug and tugging my head down to her, kissng me hard on the
cheek, then blowing afart on my neck. | laughed and pushed her away.

"Y ou want aburrito?"' | asked.
"Isthat a question or a statement of the obvious?'
"Neither. It'san order."

| bought some funny stickersthat said THIS PHONE IS TAPPED which weretheright Sizeto put on
the recelvers on the pay phonesthat till lined the Streets of the Mission, it being the kind of neighborhood
where you got people who couldn't necessarily afford a cellphone.

Wewalked out into the night air. | told Ange about the scene at the park when | | eft.

"I bet they have ahundred of those trucks parked around the block," she said. "The better to bust you
with."

"Um." | looked around. "I sort of hoped that you would say something like, '‘Aw, there's no chance they'll
do anything about it."

"I don't think that'sredly the idea. Theideaisto put alot of civiliansin aposition where the cops haveto
decide, are we going to treat these ordinary people like terrorists? It's alittle like the jamming, but with
music instead of gadgets. Y ou jam, right?"'

Sometimes | forget that al my friends don't know that Marcus and M 1k3y are the same person. "Yeah, a
little" | said.

"Thisislike jamming with abunch of awesome bands."
III %II

Mission burritos are an indtitution. They are cheap, giant and delicious. Imagine atubethe size of a
bazooka shdll, filled with spicy grilled mesat, guacamole, sasa, tomatoes, refried beans, rice, onionsand
cilantro. It has the same relationship to Taco Bdll that a Lamborghini hasto aHot Whedlscar.

There are about two hundred Mission burrito joints. They'redl heroicaly ugly, with uncomfortable seats,
minimal decor -- faded Mexican tourist office posters and e ectrified framed Jesus and Mary holograms
-- and loud mariachi music. Thething that distinguishesthem, mostly, iswhat kind of exotic mest they fill
their wareswith. The redlly authentic places have brains and tongue, which | never order, but it'sniceto
know it'sthere.



The place we went to had both brains and tongue, which we didn't order. | got carne asada and she got
shredded chicken and we each got a big cup of horchata.

As soon aswe sat down, she unrolled her burrito and took alittle bottle out of her purse. It was alittle
stainless-sted aerosol canister that looked for al the world like a pepper-spray salf-defense unit. She
amed it a her burrito's exposed guts and misted them with afinered oily spray. | caught awhiff of it and
my throat closed and my eyeswatered.

"What the hell are you doing to that poor, defensel ess burrito?"
She gave me awicked amile. "I'm aspicy food addict,” shesaid. "Thisiscapsaicin oil inamister.”
"Capsaicin --"

"Y eah, the Suff in pepper spray. Thisislike pepper spray but dightly more dilute. And way more
ddicious. Think of it as Spicy Cqun Vigneif it helps”

My eyesburned just thinking of it.
"You'rekidding," | said. "Y ou are so not going to eet that."
Her eyebrows shot up. "That sounds like achalenge, sonny. Y ou just watch me.”

Sherolled the burrito up as carefully as a stoner rolling up ajoint, tucking the endsin, then re-wrapping it
intinfoil. She pedled off one end and brought it up to her mouth, poised with it just before her lips.

Right up to thetime shebit into it, | couldn't believe that she was going to do it. | mean, that was basically
an anti-personnel weapon shed just dathered on her dinner.

Shebit into it. Chewed. Swallowed. Gave every impression of having adelicious dinner.
"Want abite?' she said, innocently.

"Yeah," | said. | like spicy food. | dways order the currieswith four chilies next to them on the menu a
the Pakigtani places.

| pecled back more foil and took abig bite.
Big misiake.

Y ou know that fegling you get when you take a big bite of horseradish or wasabi or whatever, and it fedls
like your sinuses are closing at the same time as your windpipe, filling your head with trapped,

nuclear-hot air that triesto batter its way out through your watering eyes and nostrils? That feding like
steam is about to pour out of your earslike a cartoon character?

Thiswasalot worse.

Thiswas like putting your hand on a hot stove, only it's not your hand, it's the entire inside of your head,
and your esophagus dl the way down to your ssomach. My entire body sprang out in asweat and |
choked and choked.

Wordlesdy, she passed me my horchataand | managed to get the straw into my mouth and suck hard on
it, gulping down hdf of it in one go.

"So theré'sascale, the Scoville scale, that we chili-fanciers use to talk about how spicy apepper is. Pure



capsaicinisabout 15 million Scovilles. Tabasco is about 2,500. Pepper spray isahealthy three million.
This stuff isapuny 100,000, about as hot as amild Scotch Bonnet Pepper. | worked up to it in about a
year. Some of thereal hardcore can get up to ahalf million or so, two hundred times hotter than
Tabasco. That's pretty freaking hot. At Scoville temperatures like that, your brain getstotaly awashin
endorphins. It's a better body-stone than hash. And it's good for you."

| was getting my sinuses back now, able to bresthe without gasping.

"Of course, you get aferociousring of fire when you go to thejohn," she said, winking & me.
Y owch.

"You areinsane" | said.

"Fine talk from aman whose hobby is building and smashing laptops,” she said.

"Touche," | said and touched my forehead.

"Want some?' She held out her migter.

"Pass" | said, quickly enough that we both laughed.

When we |eft the restaurant and headed for Dolores park, she put her arm around my waist and | found
that she wasjust theright height for meto put my arm around her shoulders. That was new. I'd never
been atdl guy, and the girls I'd dated had al been my height -- teenaged girls grow faster than guys,
whichisacrued trick of nature. It wasnice. It felt nice.

We turned the corner on 20th Street and walked up toward Dolores. Before we'd taken asingle step,
we could fed the buzz. It waslike the hum of amillion bees. There werelots of people streaming toward
the park, and when | looked toward it, | saw that it was about a hundred times more crowded than it had
been when | went to meet Ange.

That sght made my blood run hot. It was abeautiful cool night and we were about to party, realy party,
party like there was no tomorrow. "Eat drink and be merry, for tomorrow we die."

Without saying anything we both broke into atrot. There were lots of cops, with tense faces, but what
the hell werethey going to do? Therewere a lot of peoplein the park. I'm not so good at counting
crowds. The papers later quoted organizers as saying there were 20,000 people; the cops said 5,000.
Maybe that means there were 12,500.

Whatever. It was more people than I'd ever stood among, as part of an unscheduled, unsanctioned,
illegal event.

Wewere among them in aningtant. | can't swear to it, but | don't think there was anyone over 25 in that
press of bodies. Everyone was smiling. Some young kids were there, 10 or 12, and that made me fed!
better. No one would do anything too stupid with kidsthat little in the crowd. No one wanted to seelittle
kids get hurt. Thiswasjust going to be aglorious spring night of celebration.

| figured the thing to do was push in towards the tennis courts. We threaded our way through the crowd,
and to stay together we took each other's hands. Only staying together didn't require usto intertwine
fingers. That was gtrictly for pleasure. It was very pleasurable.

The bandswere dl indgde the tennis courts, with their guitars and mixers and keyboards and even adrum
kit. Later, on Xnet, | found aHickr stream of them smuggling dl this stuff in, piece by piece, in gym bags



and under their coats. Along with it al were huge speskers, the kind you see in automotive supply places,
and among them, a stack of ...car batteries. | laughed. Genius! That was how they were going to power
their stacks. From where | stood, | could see that they were cellsfrom ahybrid car, a Prius. Someone
had gutted an eco-mobile to power the night's entertainment. The batteries continued outside the courts,
stacked up againgt the fence, tethered to the main stack by wires threaded through the chain-link. |
counted -- 200 batteries! Christ! Those things weighed aton, too.

There's no way they organized this without email and wikis and mailing lists. And there's no way people
this smart would have done that on the public Internet. This had all taken place on the Xnet, 1'd bet my
bootsoniit.

We just kind of bounced around in the crowd for awhile as the bands tuned up and conferred with one
another. | saw Trudy Doo from adistance, in the tennis courts. She looked like she wasin acage, likea
pro wrestler. She was wearing atorn wife-beater and her hair wasin long, fluorescent pink dreads down
to her waist. She was wearing army camouflage pants and giant gothy boots with steel over-toes. As|
watched, she picked up aheavy motorcycle jacket, worn as a catcher's mitt, and put it on like armor. It
probably was armor, | realized.

| tried to wave to her, to impress Ange | guess, but she didn't seeme and | kind of looked like a spazz so
| stopped. The energy in the crowd was amazing. Y ou hear people talk about "vibes' and "energy” for
big groups of people, but until you've experienced it, you probably think it'sjust afigure of speech.

It'snot. It'sthe smiles, infectious and big as watermelons, on every face. Everyone bopping alittleto an
unheard rhythm, shouldersrocking. Rolling walks. Jokes and laughs. The tone of every voicetight and
excited, like afirework about to go off. And you can't help but be a part of it. Because you are.

By the time the bands kicked off, | was utterly stoned on crowd-vibe. The opening act was some kind of
Serbian turbo-folk, which I couldn't figure out how to danceto. | know how to dance to exactly two
kinds of music: trance (shuffle around and let the music move you) and punk (bash around and mosh until
you get hurt or exhausted or both). The next act was Oakland hip-hoppers, backed by athrash metal
band, which is better than it sounds. Then some bubble-gum pop. Then Speedwhorestook the stage,
and Trudy Doo stepped up to the mic.

"My nameis Trudy Doo and you're anidiot if you trust me. I'm thirty two and it'stoo late for me. I'm
lost. I'm stuck in the old way of thinking. | ill take my freedom for granted and let other people take it
away from me. Y ou'rethefirst generation to grow up in Gulag America, and you know what your
freedom isworth to the last goddamned cent!"

The crowd roared. Shewas playing fast little skittery nervous chords on her guitar and her bass player, a
hugefat girl with adykey haircut and even bigger boots and a smile you could open beer bottles with was
laying it down fast and hard aready. | wanted to bounce. | bounced. Ange bounced with me. We were
sweating fregly in the evening, which reeked of perspiration and pot smoke. Warm bodies crushed in on
all sdesof us. They bounced too.

"Don't trust anyone over 25!" she shouted.
Weroared. We were one big animal throat, roaring.
"Don't trust anyone over 25!"

"Don't trust anyone over 25!

"Don't trust anyone over 25!"



"Don't trust anyone over 25!
"Don' trust anyone over 25!"
"Don't trust anyone over 25!"

She banged some hard chords on her guitar and the other guitarigt, alittle pixie of agirl whoseface
bristled with piercings, jammed in, going wheedle-dee-wheedle-dee-dee up high, past the twelfth fret.

"It's our goddamned city! It's our goddamned country. No terrorist can take it from usfor so long as
we're free. Once we're not freg, the terrorists win! Take it back! Take it back! Y ou're young enough and
stupid enough not to know that you can't possibly win, so you're the only ones who can lead usto
victory! Take it back!"

"TAKE IT BACK!" we roared. She jammed down hard on her guitar. We roared the note back and
then it got redly redly LOUD.

#

| danced until 1 was so tired | couldn't dance another step. Ange danced alongside of me. Technicaly,
we were rubbing our swesaty bodies againgt each other for severa hours, but believeit or not, | totally
wasn't being a horn-dog about it. We were dancing, lost in the godbeat and the thrash and the screaming
-- TAKE IT BACK! TAKE IT BACK!

When | couldn't dance anymore, | grabbed her hand and she squeezed minelike | was kegping her from
faling off abuilding. She dragged me toward the edge of the crowd, where it got thinner and cooler. Out
there, on the edge of Dolores Park, we were in the cool air and the sweat on our bodies went instantly
icy. We shivered and she threw her arms around my waist. "Warm me," she commanded. | didn't need a
hint. | hugged her back. Her heart was an echo of the fast beats from the stage -- breakbeats now, fast
and furious and wordless.

She smelled of sweat, a sharp tang that smelled greet. | knew | smelled of sweat too. My nose was
pointed into the top of her head, and her face was right at my collarbone. She moved her handsto my
neck and tugged.

"Get down here, | didn't bring astepladder,” iswhat she said and | tried to smile, but it's hard to smile
when yourekissing.

Likel said, I'd kissed three girlsin my life. Two of them had never kissed anyone before. One had been
dating since she was 12. She had issues.

None of them kissed like Ange. She made her whole mouth soft, like the inside of aripe piece of fruit,
and shedidn't jam her tongue in my mouth, but did it in there, and sucked my lipsinto her mouth &t the
sametime, S0 it was like my mouth and herswere merging. | heard myself moan and | grabbed her and
sgueezed her harder.

Sowly, gently, we lowered ourselvesto the grass. We lay on our sides and clutched each other, kissing
and kissing. Theworld disappeared so there was only the kiss.

My hands found her butt, her waist. The edge of her t-shirt. Her warm tummy, her soft navel. They
inched higher. She moaned too.

"Not here," she said. "Let'smove over there." She pointed across the street at the big white church that
givesMission Dolores Park and the Mission its name. Holding hands, moving quickly, we crossed to the



church. It had big pillarsin front of it. She put my back up against one of them and pulled my face down
her hers again. My hands went quickly and boldly back to her shirt. | dipped them up her front.

"It undoesin the back," she whispered into my mouth. | had aboner that could cut glass. | moved my
hands around to her back, which was strong and broad, and found the hook with my fingers, which were
trembling. | fumbled for awhile, thinking of al those jokes about how bad guys are a undoing bras. |
was bad at it. Then the hook sprang free. She gasped into my mouth. | dipped my hands around, fegling
the wetness of her armpits -- which was sexy and not at al grossfor some reason -- and then brushed
the sides of her breasts.

That's when the sirens started.

They were louder than anything I'd ever heard. A sound like aphysical sensation, like something blowing
you off your feet. A sound asloud as your ears could process, and then louder.

"DISPERSE IMMEDIATELY," avoice sad, like God rattling in my skull.

"THISISAN ILLEGAL GATHERING. DISPERSE IMMEDIATELY ."

The band had stopped playing. The noise of the crowd across the street changed. It got scared. Angry.
| heard aclick asthe PA system of car-speakers and car-batteries in the tennis courts powered up.
"TAKEIT BACK!"

It was adefiant yell, like a sound shouted into the surf or screamed off acliff.

"TAKEIT BACK!"

The crowd growled, a sound that made the hairs on the back of my neck stand up.

"TAKE IT BACK!" they chanted. "TAKE IT BACK TAKE IT BACK TAKE IT BACK!"

The policemoved inin lines, carrying plagtic shidds, wearing Darth Vader hdmetsthat covered their
faces. Each one had ablack truncheon and infra-red goggles. They looked like soldiers out of some
futuristic war movie. They took astep forward in unison and every one of them banged histruncheon on
his shield, a cracking noise like the earth splitting. Another step, another crack. They were dl around the
park and closing in now.

"DISPERSE IMMEDIATELY " the voice of God said again. There were helicopters overhead now. No
floodlights, though. The infrared goggles, right. Of course. They'd have infrared scopesin the sky, too. |
pulled Ange back against the doorway of the church, tucking us back from the cops and the choppers.

"TAKE IT BACK!" the PA roared. It was Trudy Doo'srebel yell and | heard her guitar thrash out some
chords, then her drummer playing, then that big deep bass.

"TAKE IT BACK!" the crowd answered, and they boiled out of the park at the police lines.

I've never been inawar, but now | think I know what it must be like. What it must be like when scared
kids charge across afidd at an opposing force, knowing what's coming, running anyway, screaming,
hollering.

"DISPERSE IMMEDIATELY " thevoice of God said. It was coming from trucks parked dl around the
park, trucksthat had swung into place in the last few seconds.



That'swhen the mist fell. It came out of the choppers, and we just caught the edge of it. It made the top
of my head fed like it was going to come off. It made my sinusesfed like they were being punctured with
ice-picks. It made my eyes swell and water, and my throat close.

Pepper spray. Not 100 thousand Scovilles. A million and ahaf. They'd gassed the crowd.

| didn't see what happened next, but | heard it, over the sound of both me and Ange choking and holding
each other. First the choking, retching sounds. The guitar and drums and bass crashed to ahdt. Then

coughing.
Then screaming.

The screaming went on for along time. When | could see again, the cops had their scopes up on their
foreheads and the choppers were flooding Dol ores Park with so much light it looked like daylight.
Everyone was|ooking at the Park, which was good news, because when the lights went up like that, we
weretotdly visble.

"What do we do?' Ange said. Her voice wastight, scared. | didn't trust mysalf to speak for amoment. |
swallowed afew times.

"Wewak away," | sad. "That'sal we can do. Walk away. Like we were just passing by. Down to
Dolores and turn left and up towards 16th Street. Like we're just passing by. Like thisis none of our

"That'll never work," shesad.
"It'sdl I'vegot."
"Y ou don't think we should try to run for it?'

"No," | said. "If werun, they'll chase us. Maybe if wewalk, they'll figure we haven't done anything and let
usdone. They have alot of arreststo make. They'll be busy for along time."

The park was rolling with bodies, people and adults clawing at their faces and gasping. The cops dragged
them by the armpits, then lashed their wristswith plastic cuffs and tossed them into the trucks like
rag-dolls.

"OK?' | sad.
"OK," shesad.

Andthat'sjust what we did. Waked, holding hands, quickly and business-like, like two people wanting
to avoid whatever trouble someone else was making. The kind of walk you adopt when you want to
pretend you can't see a panhandler, or don't want to get involved in a stregt-fight.

It worked.

We reached the corner and turned and kept going. Neither of us dared to speak for two blocks. Then |
let out agasp of air | hadn't know I'd been holding in.

We came to 16th Street and turned down toward Mission Street. Normally that's a pretty scary
neighborhood a 2AM on a Saturday night. That night it was arelief -- same old druggies and hookers
and dedlers and drunks. No cops with truncheons, no gas.

"Um," | said aswe bresthed in the night air. " Coffee?’



"Home," shesaid. "l think homefor now. Coffee later.”

"Yeah," | agreed. Shelived up in Hayes Vdley. | spotted ataxi rolling by and | hailed it. That wasasmall
miracle -- there are hardly any cabs when you need them in San Francisco.

"Have you got cabfare home?"

"Yeah," she said. The cab-driver looked at us through hiswindow. | opened the back door so he
wouldn't take oOff.

"Good night,” | ssid.

She put her hands behind my head and pulled my face toward her. She kissed me hard on the mouth,
nothing sexud init, but somehow moreintimate for that.

"Good night," shewhispered in my ear, and dipped into the taxi.

Head swimming, eyes running, a burning shame for having left al those Xnettersto the tender mercies of
the DHS and the SFPD, | st off for home.

#
Monday morning, Fred Benson was standing behind Ms Galvez's desk.

"Ms Galvez will no longer beteaching thisclass," he said, once we'd taken our seats. Hehad a
sdf-satisfied note that | recognized immediately. On ahunch, | checked out Charles. He was smiling like
it was his birthday and held been given the best present in the world.

| put my hand up.
"Why not?'

"It'sBoard policy not to discuss employee matters with anyone except the employee and the disciplinary
committee," he said, without even bothering to hide how much he enjoyed saying it.

"WEIl be beginning anew unit today, on national security. Y our SchoolBooks have the new texts. Please
open them and turn to the first screen.”

The opening screen was emblazoned with aDHS logo and the titlee WHAT EVERY AMERICAN
SHOULD KNOW ABOUT HOMELAND SECURITY.

| wanted to throw my SchoolBook on the floor.
#

I'd made arrangements to meet Ange at a cafe in her neighborhood after school. | jJumped on the BART
and found mysdlf sitting behind two guysin suits. They were looking at the San Francisco Chronicle,
which featured afull-page post-mortem on the "youth riot" in Mission Dolores Park. They were tutting
and clucking over it. Then one said to the other, "It's like they're brainwashed or something. Chrigt, were
we ever that supid?'

| got up and moved to another seat.
Chapter 13



This chapter is dedicated to Books-A-Million, a chain of gigantic bookstores spread across the
USA. | first encountered Books-A-Million while staying at a hotel in Terre Haute, Indiana (1 was
giving a speech at the Rose Hulman Institute of Technology later that day). The store was next to
my hotel and | really needed some reading material -- I'd been on the road for a solid month and
I'd read everything in my suitcase, and | had another five citiesto go before | headed home. As |
stared intently at the shelves, a clerk asked meif | needed any help. Now, |'ve worked at
bookstores before, and a knowledgeable clerk is worth her weight in gold, so | said sure, and
started to describe my tastes, naming authors I'd enjoyed. The clerk smiled and said, "I've got just
the book for you," and proceeded to take down a copy of my first novel, Down and Out in the
Magic Kingdom. | busted out laughing, introduced myself, and had an absolutely lovely chat
about science fiction that almost made me late to give my speech!

Books-A-Million

"They'retotal whores,” Ange said, spitting the word out. "In fact, that's an insult to hardworking whores
everywhere. They're, they're profiteers.”

We werelooking at a stack of newspaperswed picked up and brought to the cafe. They al contained
"reporting” on the party in Dolores Park and to aone, they made it sound like adrunken, druggy orgy of
kids who'd attacked the cops. USA Today described the cost of the "riot" and included the cost of
washing away the pepper-spray residue from the gas-bombing, the rash of asthma attacks that clogged
the city's emergency rooms, and the cost of processing the eight hundred arrested "rioters.”

No onewastdling our sde.

"Well, the Xnet got it right, anyway," | said. I'd saved abunch of the blogs and videos and photostreams
to my phone and | showed them to her. They were first-hand accounts from people who'd been gassed,
and beaten up. The video showed us al dancing, having fun, showed the peaceful political speechesand
the chant of "Take It Back" and Trudy Doo talking about us being the only generation that could believe
infighting for our freedoms.

"We need to make people know about this," she said.

"Yeah," | sad, glumly. "That'sanicetheory."

"Well, why do you think the press doesn't ever publish our Side?’
"You sad it, they're whores."

"Y eah, but whores do it for the money. They could sell more papers and commerciasif they had a
controversy. All they have now isacrime -- controversy is much bigger.”

"OK, point taken. So why don't they do it? Well, reporters can barely search regular blogs, let one
keep track of the Xnet. It'snot asif that'sared adult-friendly placeto be."

"Yeah," shesad. "Wel, we canfix that, right?"
"Huh?'

"Writeit dl up. Put it in one place, with dl thelinks. A single place where you can go that'sintended for
the pressto find it and get the whole picture. Link it to the HOWTOs for Xnet. Internet users can get to
the Xnet, provided they don't care about the DHS finding out what they've been surfing.”

"Youthink it'll work?'



"Well, even if it doesnt, it's something postiveto do.”

"Why would they listen to us, anyway?"
"Who wouldn't listen to M1k3y?"

| put down my coffee. | picked up my phone and dipped it into my pocket. | stood up, turned on my
hedl, and walked out of the cafe. | picked adirection a random and kept going. My face felt tight, the
blood gone into my stomach, which churned.

They know who you are, | thought. They know who M1k3y is. That wasit. If Ange had figured it out,
the DHS had too. | was doomed. | had known that since they let me go from the DHS truck, that
someday they'd come and arrest me and put me away forever, send me to wherever Darryl had gone.

Itwasdll over.

She nearly tackled me as| reached Market Street. She was out of breath and looked furious.
"What the hell isyour problem, mister?

| shook her off and kept walking. It wasdl over.

She grabbed me again. "Stop it, Marcus, you're scaring me. Come on, talk to me."

| stopped and looked at her. She blurred before my eyes. | couldn't focus on anything. | had amad
desireto jump into the path of aMuni trolley asit tore past us, down the middle of the road. Better to die
than to go back.

"Marcug!" She did something I'd only seen people do in the movies. She dapped me, ahard crack
acrosstheface. "Tdk to me, dammit!”

| looked at her and put my hand to my face, which was stinging hard.

"No oneis supposed to know who | am,” | said. "I can't put it any more smply. If you know, it'sal over.
Once other people know, it'sdl over."

"Ohgod, I'm sorry. Look, | only know because, well, because | blackmailed Jolu. After the party |
saked you alittle, trying to figure out if you were the nice guy you seemed to be or a secret
axe-murderer. I've known Jolu for along time and when | asked him about you, he gushed like you were
the Second Coming or something, but | could hear that there was something he wasn't telling me. I've
known Jolu for along time. He dated my older sister a computer camp when he was akid. | have some
redlly good dirt on him. | told him I'd go public withiit if he didn't tell me."

"So hetold you."

"No," shesaid. "Hetold meto go to hell. Then | told him something about me. Something I'd never told
anyonedse"

"Wha?'

Shelooked at me. Looked around. Looked back at me. "OK. | won't swear you to secrecy because
what's the point? Either | can trust you or | can't.

"Last year, | --" she broke off. "Last year, | stole the standardized tests and published them on the net. It
wasjust alark. | happened to be walking past the principa’s office and | saw them in his safe, and the



door was hanging open. | ducked into his office -- there were six sets of copiesand | just put oneinto
my bag and took off again. When | got home, | scanned them al and put them up on a Pirate Party
server in Denmark.”

"That wasyou?' | said.
Sheblushed. "Um. Yeah."

"Holy crgp!” | said. It had been huge news. The Board of Education said that its No Child Left Behind
tests had cost tens of millions of dollarsto produce and that they'd have to spend it dl over again now
that they'd had the leak. They called it "edu-terrorism.” The news had specul ated endlesdy about the
political motivations of the leaker, wondering if it was ateacher's protest, or astudent, or athief, or a
disgruntled government contractor.

"That was Y OU?"
"It wasme" shesad.
"And you told Jolu this--"

"Because | wanted him to be sure that | would keep the secret. If he knew my secret, then he'd have
something he could useto put meinjail if I opened my trap. Givealittle, get alittle. Quid pro quo, likein
Slenceof theLambs"

"And hetold you."
"No," shesad. "Hedidnt."
llBut __II

"Then | told him how into you | was. How | was planning to totally make an idiot of mysdf and throw
mysdf & you. Then hetold me.”

| couldn't think of anything to say then. | looked down at my toes. She grabbed my hands and squeezed
them.

"I'm sorry | squeezed it out of him. It was your decision to tel me, if you weregoing totel meat dl. |
had no business --"

"No," | said. Now that | knew how she'd found out, | was starting to calm down. "No, it's good you
know. You."

"Me" shesad. "Li'l o' me."
"OK, I canlivewith this. But there's one other thing."
"Wha?'

"There'sno way to say thiswithout sounding like ajerk, so I'll just say it. People who date each other --
or whatever it iswe're doing now -- they split up. When they split up, they get angry at each other.
Sometimes even hate each other. It'sredly cold to think about that happening between us, but you know,
we've got to think about it."

"| solemnly promise that thereis nothing you could ever do to me that would cause meto betray your
secret. Nothing. Screw adozen cheerleadersin my bed while my mother watches. Make melisento



Britney Spears. Rip off my laptop, smash it with hammers and soak it in sea-water. | promise. Nothing.
Ever."

| whooshed out someair.

"Um," | sad.

"Now would be agood time to kissme," she said, and turned her face up.
#

M1k3y's next big project on the Xnet was putting together the ultimate roundup of reports of the DON'T
TRUST party at Dolores Park. | put together the biggest, most bad-ass site | could, with sections
showing the action by location, by time, by category -- police violence, dancing, aftermath, snging. |
uploaded the whole concert.

It was pretty much al | worked on for the rest of the night. And the next night. And the next.

My mailbox overflowed with suggestions from people. They sent me dumps off their phones and their
pocket-cameras. Then | got an email from aname | recognized -- Dr Eeevil (three"€'s), one of the prime
maintainers of ParanoidLinux.

> M1k3y

> | have been watching your Xnet experiment with great interest. Here in Germany, we
have much experience with what happens with a government that gets out of control.

> One thing you should know is that every camera has a unique "noise signature" that can
be used to later connect a picture with a camera. That means that the photos you're
republishing on your site could potentially be used to identify the photographers, should
they later be picked up for something else.

> Luckily, it's not hard to strip out the signatures, if you care to. There's a utility on the
ParanoidLinux distro you're using that does this -- it's called photonomous, and you'll
find it in /usr/bin. Just read the man pages for documentation. It's simple though.

> Good luck with what you're doing. Don't get caught. Stay free. Stay paranoid.
> Dr Eeevil

| de-fingerprintized dl the photos I'd posted and put them back up, dong with anote explaining what Dr
Eeevil had told me, warning everyone else to do the same. We all had the same basic ParanoidX box
ingtdl, so we could al anonymize our pictures. There wasn't anything | could do about the photos that
had aready been downloaded and cached, but from now on we'd be smarter.

That was dl the thought | gave the matter than night, until I got down to breskfast the next morning and
Mom had the radio on, playing the NPR morning news.

"Arabic news agency Al-Jazeerais running pictures, video and first-hand accounts of last weekend's
youth riot in Mission Dolores park,” the announcer said as| was drinking aglass of orangejuice. |
managed not to spray it acrossthe room, but | did chokealittle.

"Al-Jazeerareporters claim that these accounts were published on the so-called "Xnet, aclandestine
network used by students and Al-Quaeda sympathizersin the Bay Area. This network's existence has
long been rumored, but today marksitsfirst mainstream mention.”

Mom shook her head. "Just what we need,” she said. "Asif the police weren't bad enough. Kids running



around, pretending to be guerillas and giving them the excuse to redlly crack down.”

"The Xnet weblogs have carried hundreds of reports and multimedia files from young people who
attended the riot and dlege that they were gathered peacefully until the police attacked them. Hereisone
of those accounts.

"'All we were doing was dancing. | brought my little brother. Bands played and we talked about
freedom, about how we were losing it to these jerks who say they hate terrorists but who attack us
though we're not terrorists we're Americans. | think they hate freedom, not us,

"We danced and the bands played and it was al fun and good and then the cops started shouting at usto
disperse. We dl shouted take it back! Meaning take America back. The cops gassed us with pepper
spray. My little brother istwelve. He missed three days of school. My stupid parents say it was my faullt.
How about the police? We pay them and they're supposed to protect us but they gassed usfor no good
reason, gassed us like they gas enemy soldiers!’

"Similar accounts, including audio and video, can be found on Al-Jazeeras website and on the Xnet. You
can find directions for accessing this Xnet on NPR's homepage.”

Dad came down.
"Do you usethe Xnet?' he said. Helooked intensely at my face. | felt mysdlf squirm.

"It'sfor video-games,” | said. "That'swhat most people useit for. It'sjust awireless network. It's what
everyone did with those free Xboxes they gave away last year."

He glowered at me. "Games? Marcus, you don't redlizeit, but you're providing cover for people who
plan on attacking and destroying this country. | don't want to see you using this Xnet. Not anymore. Do |
make mysdf cdear?"

| wanted to argue. Hell, | wanted to shake him by the shoulders. But | didn't. | looked away. | said,
"Sure, Dad." | went to school.

#

At firg | wasredieved when | discovered that they weren't going to leave Mr Benson in charge of my
socia studies class. But the woman they found to replace him was my worst nightmare,

Shewas young, just about 28 or 29, and pretty, in awholesome kind of way. She was blonde and spoke
with a soft southern accent when she introduced hersdlf to us as Mrs Andersen. That set off darm bells
right away. | didn't know any women under the age of sixty that called themsalves"Mrs."

But | was prepared to overlook it. She was young, pretty, she sounded nice. She would be OK.
Shewasn't OK.

"Under what circumstances should the federal government be prepared to suspend the Bill of Rights?!
she said, turning to the blackboard and writing down arow of numbers, one through ten.

"Never," | sad, not waiting to be called on. Thiswas easy. "Condtitutiond rights are absolute.”

"That's not avery sophisticated view." Shelooked at her seating-plan. "Marcus. For example, say a
policeman conducts an improper search -- he goes beyond the stuff specified in hiswarrant. He
discovers compelling evidence that abad guy killed your father. 1t'sthe only evidence that exists. Should
the bad guy go free?'



| knew the answer tothis, but | couldn't redly explainit. "Yes," | said, findly. "But the police shouldn't
conduct improper searches --"

"Wrong," she said. "The proper response to police misconduct is disciplinary action against the police,
not punishing al of society for one cop's mistake." Shewrote "Crimina guilt” under point one on the
board.

"Other waysin which the Bill of Rights can be superseded?’
Charles put his hand up. " Shouting fire in a crowded theater?'

"Very good --" she consulted the seating plan -- "Charles. There are many instancesin which the First
Amendment is not absolute. Let'slist some more of those."

Charles put his hand up again. "Endangering alaw enforcement officer."

"Y es, disclosing the identity of an undercover policeman or intelligence officer. Very good.” Shewroteit
down. "Others?'

"National security,” Charles said, not waiting for her to call on him again. "Libel. Obscenity. Corruption of
minors. Child porn. Bomb-making recipes.” Mrs Andersen wrote these down fast, but stopped at child
porn. "Child pornisjust aform of obscenity."

| wasfeding sck. Thiswas not what 1'd learned or believed about my country. | put my hand up.
"Yes, Marcus?'

"l don't get it. Youremaking it sound likethe Bill of Rightsisoptiond. It'sthe Congtitution. We're
supposed to follow it absolutely.”

"That'sacommon overamplification,” she said, giving me afake amile. "But the fact of the matter isthat
the framers of the Congtitution intended it to be aliving document that was revised over time. They
understood that the Republic wouldn't be ableto last forever if the government of the day couldn't govern
according to the needs of the day. They never intended the Constitution to be looked on like religious
doctrine. After al, they came herefleeing religious doctrine.”

| shook my heed. "What? No. They were merchants and artisans who wereloyal to the King until he
ingtituted policiesthat were againgt their interests and enforced them brutally. The rdligious refugees were
way eglier.”

"Some of the Framers were descended from religious refugees,” she said.

"And the Bill of Rightsisn't supposed to be something you pick and choose from. What the Framers
hated was tyranny. That'swhat the Bill of Rightsis supposed to prevent. They were arevolutionary army
and they wanted a set of principlesthat everyone could agreeto. Life, liberty and the pursuit of
happiness. Theright of peopleto throw off their oppressors.”

"Yes, yes" shesad, waving a me. "They beieved in theright of peopleto get rid of their Kings, but --"
Charleswas grinning and when she said that, he smiled even wider.

"They set out the Bill of Rights because they thought that having absolute rights was better than therisk
that someone would take them away. Like the First Amendment: it's supposed to protect us by
preventing the government from creating two kinds of speech, alowed speech and criminal speech. They
didn't want to face therisk that some jerk would decide that the things that he found unpleasant were



illegd.”
Sheturned and wrote, "Life, liberty and the pursuit of happiness’ onit.

"We're getting alittle ahead of the lesson, but you seem like an advanced group.” The otherslaughed at
this, nervoudy.

"Therole of government isto securefor citizenstherightsof life, liberty and the pursuit of happiness. In
that order. It'slike afilter. If the government wants to do something that makes us alittle unhappy, or
takes away some of our liberty, it's OK, providing they're doing it to save our lives. That's why the cops
can lock you up if they think you're adanger to yoursdlf or others. Y ou lose your liberty and happinessto
protect life. If you've got life, you might get liberty and happinesslater.”

Some of the others had their hands up. "Doesn't that mean that they can do anything they want, if they
say it'sto stop someone from hurting usin the future?”

"Yeah," another kid said. "This sounds like you're saying that nationd security is more important than the
Condtitution.”

| was s0 proud of my fellow studentsthen. | said, "How can you protect freedom by suspending the Bill
of Rights?"

She shook her head at uslike we were being very stupid. "The 'revolutionary’ founding fathers shot
traitors and spies. They didn't believe in absolute freedom, not when it threatened the Republic. Now
you take these Xnet people --"

| tried hard not to stiffen.

"-- these so-called jammers who were on the news this morning. After this city was attacked by people
who've declared war on this country, they set about sabotaging the security measures set up to catch the
bad guys and prevent them from doing it again. They did this by endangering and inconveniencing their
fellow citizens--"

"They did it to show that our rights were being taken away in the name of protecting them!" | said. OK, |
shouted. God, she had me so steamed. "They did it because the government was treating everyone likea
suspected terrorist.”

"So they wanted to prove that they shouldn't be treated like terrorists,” Charles shouted back, "so they
acted like terrorists? So they committed terrorism?”

| boiled.

"Oh for Chrigt's sake. Committed terrorism? They showed that universal survelllance was more
dangerous than terrorism. Look at what happened in the park last weekend. Those people were dancing
and ligtening to music. How is that terrorism?”

The teacher crossed the room and stood before me, looming over me until | shut up. "Marcus, you seem
to think that nothing has changed in this country. Y ou need to understand that the bombing of the Bay
Bridge changed everything. Thousands of our friends and relatives lie dead at the bottom of the Bay. This
isatimefor nationa unity in the face of the violent insult our country has suffered --"

| stood up. 1'd had enough of this"everything has changed” crapola. "National unity? The whole point of
Americaisthat were the country where dissent is welcome. We're acountry of dissidents and fighters
and university dropouts and free speech people.”



| thought of Ms Galvez's last lesson and the thousands of Berkeley students who'd surrounded the
police-van when they tried to arrest aguy for ditributing civil rights literature. No onetried to stop those
trucks when they drove away with all the people who'd been dancing in the park. | didn't try. | was
running awvay.

Maybe everything had changed.

"I believe you know where Mr Benson's officeis," she said to me. "Y ou are to present yourself to him
immediatdly. | will not have my classes disrupted by disrespectful behavior. For someone who claimsto
love freedom of speech, you're certainly willing to shout down anyone who disagrees with you."

| picked up my SchoolBook and my bag and stormed out. The door had a gas-lift, so it wasimpossible
to dam, or | would have dammed it.

| went fast to Mr Benson's office. Cameras filmed me as | went. My gait wasrecorded. The arphidsin
my student 1D broadcast my identity to sensorsin the hdlway. It waslikebeing injalil.

"Close the door, Marcus," Mr Benson said. He turned his screen around so that | could see the video
feed from the social studies classroom. He'd been watching.

"What do you haveto say for yourself?'
"That wasn't teaching, it was propaganda. Shetold usthat the Congtitution didn't matter!”

"No, shesad it wasn't rdigious doctrine. And you attacked her like some kind of fundamentaist, proving
her point. Marcus, you of al people should understand that everything changed when the bridge was
bombed. Y our friend Darryl --"

"Don't you say agoddamned word about him," | said, the anger bubbling over. Y ou're not fit to talk
about him. Y eah, | understand that everything's different now. We used to be a free country. Now were

"Marcus, do you know what ‘zero-tolerance’ means?!

| backed down. He could expel mefor "threatening behavior." It was supposed to be used against gang
kids who tried to intimidate their teachers. But of course he wouldn't have any compunctions about using
itonme.

"Yes" | sad. "l know what it means.”
"I think you owe me an gpology,” he said.

| looked at him. He was barely suppressing his sadistic smile. A part of me wanted to grovel. It wanted
to beg for hisforgivenessfor al my shame. | tamped that part down and decided that | would rather get
kicked out than apologize.

"Governments are ingtituted among men, deriving their just powers from the consent of the governed, that
whenever any form of government becomes destructive of these ends, it isthe right of the peopleto dter
or abolishit, and to ingtitute new government, laying its foundation on such principles, and organizing its
powersin such form, asto them shall seem most likely to effect their safety and happiness.” |
remembered it word for word.

He shook his head. "Remembering thingsisn't the same as understanding them, sonny." He bent over his
computer and made some clicks. His printer purred. He handed me a sheet of warm Board |etterhead



that said I'd been suspended for two weeks.

"I'll email your parents now. If you are gill on school property in thirty minutes, you'll be arrested for
trespassing.”

| looked at him.

"Y ou don't want to declare war on mein my own school,” he said. "Y ou can't win that war. GO!"
| l€ft.

Chapter 14

This chapter is dedicated to the incomparable Mysterious Galaxy in San Diego, California. The
Mysterious Galaxy folks have had me in to sign books every time |'ve been in San Diego for a
conference or to teach (the Clarion Writers Workshop is based at San Diego Sate University in
nearby La Jolla, CA), and every time | show up, they pack the house. Thisis a store with a loyal
following of die-hard fans who know that they'll always be able to get great recommendations and
great ideas at the store. In summer 2007, | took my writing class from Clarion down to the store
for the midnight launch of the final Harry Potter book and I've never seen such a rollicking,
awesomely fun party at a store.

Mysterious Galaxy: 7051 Clairemont Mesa Blvd., Suite #302 San Diego, CA USA 92111 +1 858
268 4747

The Xnet wasn't much fun in the middle of the school-day, when al the people who used it werein
school. | had the piece of paper folded in the back pocket of my jeans, and | threw it on the kitchen table
when | got home. | sat down in the living room and switched onthe TV. | never watched it, but | knew
that my parentsdid. The TV and the radio and the newspapers were where they got al their ideas about
the world.

The newswas terrible. There were so many reasons to be scared. American soldiers were dying al over
theworld. Not just soldiers, either. Nationa guardsmen, who thought they were signing up to help rescue
people from hurricanes, stationed overseas for years and years of along and endlesswar.

| flipped around the 24-hour news networks, one after another, a parade of officiasteling uswhy we
should be scared. A parade of photos of bombs going off around the world.

| kept flipping and found mysdf looking at afamiliar face. It was the guy who had come into the truck
and spoken to Severe-Haircut woman when | was chained up in the back. Wearing amilitary uniform.
The caption identified him asMgor Genera Graeme Sutherland, Regional Commander, DHS.

"I hold in my hands actud literature on offer at the so-called concert in Dolores Park last weekend.” He
held up astack of pamphlets. Thered been lots of pamphleteersthere, | remembered. Wherever you got
agroup of people in San Francisco, you got pamphlets.

"I want you to look at these for amoment. Let me read you their titles. WITHOUT THE CONSENT
OF THE GOVERNED: A CITIZEN'S GUIDE TO OVERTHROWING THE STATE. Here'sone,
DID THE SEFTEMBER 11TH BOMBINGS REALLY HAPPEN? And another, HOW TO USE
THEIR SECURITY AGAINST THEM. Thisliterature shows us the true purpose of theillega gathering
on Saturday night. Thiswasn't merely an unsafe gathering of thousands of people without proper
precaution, or even toilets. It was arecruiting raly for the enemy. It was an attempt to corrupt children
into embracing the ideathat America shouldn't protect hersdlf.



"Takethisdogan, DON'T TRUST ANY ONE OVER 25. What better way to ensure that no
considered, balanced, adult discussion is ever injected into your pro-terrorist message than to exclude
adults, limiting your group to impress onable young people?

"When police came on the scene, they found arecruitment rally for Americas enemiesin progress. The
gathering had aready disrupted the nights of hundreds of residentsin the area, none of whom had been
consulted in the planning of thisdl night rave party.

"They ordered these people to disperse -- that much isvisible on al the video -- and when therevelers
turned to attack them, egged on by the musicians on stage, the police subdued them using non-lethal
crowd control techniques.

"The arrestees were ring-leaders and provocateurs who had led the thousands of impressionistic young
people there to charge the police lines. 827 of them were taken into custody. Many of these people had
prior offenses. More than 100 of them had outstanding warrants. They are dill in custody.

"Ladies and gentlemen, Americaisfighting awar on many fronts, but nowhereis shein more grave
danger than sheis here, at home. Whether we are being attacked by terrorists or those who sympathize
with them.”

A reporter held up ahand and said, "Genera Sutherland, surely you're not saying that these children
wereterrorist sympathizersfor attending aparty in apark?’

"Of course not. But when young people are brought under the influence of our country's enemies, it's
easy for them to end up over their heads. Terrorists would love to recruit afifth column to fight the war
on the home front for them. If these were my children, 1'd be gravely concerned.”

Another reporter chimed in. "Surely thisisjust an open air concert, Genera? They were hardly drilling
withrifles”

The Generd produced a stack of photos and began to hold them up. "These are pictures that officers
took with infra-red cameras before moving in." He held them next to his face and paged through them
one at atime. They showed people dancing really rough, some people getting crushed or stepped on.
Then they moved into sex stuff by the trees, agirl with three guys, two guys necking together. "There
were children asyoung asten years old at thisevent. A deadly cocktail of drugs, propagandaand music
resulted in dozens of injuries. It'sawonder there weren't any deaths.”

| switched the TV off. They madeit ook like it had been ariot. If my parents thought 1'd been there,
they'd have strapped me to my bed for amonth and only et me out afterward wearing atracking collar.

Speaking of which, they were going to be pissed when they found out I'd been suspended.
#
They didn't takeit well. Dad wanted to ground me, but Mom and | talked him out of it.

"Y ou know that vice-principa hashad it in for Marcusfor years,” Mom said. "The last time we met him
you cursed him for an hour afterward. | think the word ‘asshol€ was mentioned repeatedly.”

Dad shook his head. "Disrupting aclassto argue against the Department of Homeland Security --"

"Itsasocid studiesclass, Dad,” | said. | was beyond caring anymore, but | felt likeif Mom was going to
stick up for me, | should help her out. "We were talking about the DHS. Isn't debate supposed to be

hedlthy?"



"Look, son," he said. Hed taking to calling me "son” alot. It made mefed like held stopped thinking of
me as a person and switched to thinking of me asakind of haf-formed larvathat needed to be guided
out of adolescence. | hated it. "Y ou're going to haveto learn to live with the fact that we live in adifferent
world today. Y ou have every right to speak your mind of course, but you have to be prepared for the
conseguences of doing s0. Y ou have to face the fact that there are people who are hurting, who aren't
going to want to argue the finer points of Condtitutiona law when their lives are a stakes. Wereina
lifeboat now, and once you're in the lifeboat, no one wants to hear about how mean the captain isbeing.”

| bardly restrained mysdf from rolling my eyes.

"I've been assigned two weeks of independent study, writing one paper for each of my subjects, using the
city for my background -- a history paper, asocial studies paper, an English paper, a physics paper. It
beets Stting around at home watching televison.”

Dad looked hard at me, like he suspected | was up to something, then nodded. | said goodnight to them
and went up to my room. | fired up my Xbox and opened aword-processor and started to brainstorm
ideasfor my papers. Why not? It really was better than sitting around at home.

#

| ended up IMing with Ange for quite awhile that night. She was sympathetic about everything and told
me she'd help me with my papersif | wanted to meet her after school the next night. | knew where her
school was -- she went to the same school asVan -- and it was al the way over in the East Bay, where
hadn't visited since the bombs went.

| was redlly excited at the progpect of seeing her again. Every night since the party, 1'd gone to bed
thinking of two things: the Sght of the crowd charging the police lines and the feding of the sde of her
breast under her shirt aswe leaned againgt the pillar. She was amazing. 1'd never been with agirl
as...aggressive as her before. It had aways been me putting the moves on and them pushing me away. |
got thefedling that Ange was as much of ahorn-dog as| was. It was atantalizing notion.

| dept soundly that night, with exciting dreams of me and Ange and what we might do if we found
oursalvesin asecluded spot somewhere.

The next day, | set out to work on my papers. San Francisco isagood place to write about. History?
Sure, it'sthere, from the Gold Rush to the WWII shipyards, the Japanese internment camps, the
invention of the PC. Physcs? The Exploratorium has the coolest exhibits of any museum I've ever been
to. | took a perverse satisfaction in the exhibits on soil liquefaction during big quakes. English? Jack
London, Besat Poets, science fiction writerslike Pat Murphy and Rudy Rucker. Socia studies? The Free
Speech Movement, Cesar Chavez, gay rights, feminism, anti-war movement...

I've dways loved just learning stuff for its own sake. Just to be smarter about the world around me. |
could do that just by walking around the city. | decided I'd do an English paper about the Beatsfirst. City
Lights books had agrest library in an upstairs room where Alan Ginsberg and his buddies had created
their radica druggy poetry. The onewe'd read in English classwas Howl and | would never forget the
opening lines, they gave me shivers down my back:

| saw the best minds of my generation destroyed by madness, starving hysterical naked,
dragging themselves through the negro streets at dawn looking for an angry fix,

angelheaded hipsters burning for the ancient heavenly connection to the starry dynamo in the
machinery of night...



| liked the way he ran those words all together, "starving hysterica naked.” | knew how that felt. And
"best minds of my generation” made me think hard too. It made me remember the park and the police
and the gasfdling. They busted Ginsberg for obscenity over Howl -- al about aline about gay sex that
would hardly have caused usto blink an eye today. It made me happy somehow, knowing that wed
made some progress. That things had been even more redtrictive than this before.

| lost mysdlf inthe library, reading these beautiful old editions of the books. | got lost in Jack Kerouac's
On the Road, anovel 1'd been meaning to read for along time, and aclerk who came up to check on me
nodded approvingly and found me a cheap edition that he sold mefor six bucks.

| walked into Chinatown and had dim sum buns and noodles with hot-sauce that | had previoudy
considered to be pretty hot, but which would never seem anything like hot ever again, not now that I'd
had an Ange specid.

Asthe day wore on toward the afternoon, | got on the BART and switched to a San Mateo bridge
shuttle bus to bring me around to the East Bay. | read my copy of On the Road and dug the scenery
whizzing past. On the Road is a semi-autobiographica novel about Jack Kerouac, adruggy,
hard-drinking writer who goes hitchhiking around America, working crummy jobs, howling through the
Streets at night, meeting people and parting ways. Hipsters, sad-faced hobos, con-men, muggers,
scumbags and angels. There's not realy a plot -- Kerouac supposedly wroteit in three weeks on along
roll of paper, stoned out of hismind -- only abunch of amazing things, one thing happening after another.
He makes friends with salf-destructing people like Dean Moriarty, who get him involved in weird
schemesthat never redlly work out, but till it works out, if you know what | mean.

Therewas arhythm to the words, it was luscious, | could hear it being read aloud in my heed. It made
me want to lie down in the bed of a pickup truck and wake up in adusty little town somewherein the
central valey ontheway to LA, one of those places with agas station and adiner, and just walk out into
the fields and meet people and see stuff and do Stuff.

It wasalong busrideand | must have dozed off alittle -- staying up late IMing with Ange was hard on
my deep-schedule, since Mom still expected me down for breakfast. | woke up and changed buses and
beforelong, | was a Ange's school.

She came bounding out of the gatesin her uniform -- I'd never seen her in it before, it waskind of cutein
aweird way, and reminded me of Van in her uniform. She gave me along hug and ahard kisson the
cheek.

"Heloyou!" shesad.
"Hiyd"
"Whatchareading?'

I'd been waiting for this. I'd marked the passage with afinger. "Listen: They danced down the streetslike
dingledodies, and | shambled after as 1've been doing al my life after people who interest me, because
the only people for me are the mad ones, the ones who are mad to live, mad to talk, mad to be saved,
desirous of everything at the same time, the ones that never yawn or sy acommonplace thing, but burn,
burn, burn like fabulous yelow roman candles exploding like spiders across the stars and in the middle
you see the blue centerlight pop and everybody goes " Awww!""'

She took the book and read the passage again for hersaf. "Wow, dingledodies! | loveit! Isit dl like



| told her about the parts I'd read, walking dowly down the sidewalk back toward the bus-stop. Once
we turned the corner, she put her arm around my waist and | dung mine around her shoulder. Waking
down the street with agirl -- my girlfriend? Sure, why not? -- talking about this cool book. It was
heaven. Made meforget my troublesfor alittle while.

"Marcus?'

| turned around. It was Van. In my subconscious |'d expected this. | knew because my conscious mind
wasn't remotely surprised. It wasn't abig school, and they al got out at the sametime. | hadn't spoken to
Van in weeks, and those weeks felt like months. We used to talk every day.

"Hey, Van," | said. | suppressed the urge to take my arm off of Ange's shoulders. Van seemed surprised,
but not angry, more ashen, shaken. She looked closely at the two of us.

llArmwl
"Hey, Vanessa," Ange said.
"Whét are you doing here?'

"l came out to get Ange,” | said, trying to keep my tone neutral. | was suddenly embarrassed to be seen
with another girl.

"Oh," Van said. "Wdll, it was nice to see you."

"Niceto seeyou too, Vanessa," Ange said, swinging me around, marching me back toward the bus-stop.
"Y ou know her?" Ange said.

"Y eah, snceforever."

"Was sheyour girlfriend?’

"What? No! No way! Wewerejust friends.”

"You were friends?'

| fdt like Van was waking right behind us, listening in, though at the pace we were walking, she would
have to bejogging to keep up. | resisted the temptation to look over my shoulder for aslong as possible,
then | did. Therewere lots of girlsfrom the school behind us, but no Van.

" She was with me and Jose-L uis and Darryl when we were arrested. We used to ARG together. The
four of us, wewerekind of best friends.”

"And what happened?’

| dropped my voice. "Shedidn't like the Xnet,” | said. " She thought we would get into trouble. That I'd
get other peopleinto trouble.”

"And that'swhy you stopped being friends?'
"Wejust drifted gpart.”
Wewaked afew steps. "Y ou weren't, you know, boyfriend/girlfriend friends?'

"No!" | said. My facewas hat. | felt likel sounded like | waslying, even though | wastelling the truth.



Ange jerked usto ahalt and studied my face.
"Wereyou?'

"No! Serioudy! Just friends. Darryl and her -- well, not quite, but Darryl was so into her. There was no
way --"

"But if Darryl hadn't been into her, you would have, huh?'

"No, Ange, no. Please, just believe me and let it go. Vanessawas a good friend and we're not anymore,
and that upsets me, but | was never into her that way, dl right?

She dumped alittle. "OK, OK. I'm sorry. | don't really get dong with her isall. Weve never gotten dong
in al the years we've known each other.”

Oh ho, | thought. Thiswould be how it came to be that Jolu knew her for so long and | never met her;
she had somekind of thing with Van and he didn't want to bring her around.

She gave me along hug and we kissed, and a bunch of girls passed us going woooo and we strai ghtened
up and headed for the bus-stop. Ahead of us walked Van, who must have gone past while we were
kissng. | fdt likeacomplete jerk.

Of course, shewas at the stop and on the bus and we didn't say aword to each other, and | tried to
make conversation with Ange dl the way, but it was awkward.

The plan wasto stop for a coffee and head to Ange's place to hang out and "study," i.e. take turns on her
Xbox looking at the Xnet. Ange's mom got home late on Tuesdays, which was her night for yogaclass
and dinner with her girls, and Ange's Sster was going out with her boyfriend, so we'd have the placeto
oursalves. I'd been having pervy thoughts about it ever since we'd made the plan.

We got to her place and went straight to her room and shut the door. Her room was kind of a disaster,
covered with layers of clothes and notebooks and parts of PCsthat would dig into your stocking feet like
catrops. Her desk was worse than the floor, piled high with books and comics, so we ended up sitting
on her bed, which was OK by me.

The awkwardness from seeing Van had gone away somewhat and we got her Xbox up and running. It
wasin the center of anest of wires, some going to awireless antennashe'd hacked into it and stuck to
the window so she could tune in the neighbors WiFi. Some went to acouple of old |aptop screens shed
turned into standalone monitors, balanced on stands and bristling with exposed e ectronics. The screens
were on both bedside tables, which was an excellent setup for watching movies or IMing from bed -- she
could turn the monitors sidewise and lie on her sde and they'd be right-side-up, no matter which side she

lay on.

We both knew what we were redlly therefor, stting side by side propped against the bedside table. |
was trembling alittle and super-conscious of the warmth of her leg and shoulder against mine, but |
needed to go through the motions of logging into Xnet and seeing what email |'d gotten and so on.

There was an email from akid who liked to send in funny phone-cam videos of the DHS being redlly
crazy -- the last one had been of them disassembling a baby's stroller after a bomb-sniffing dog had
shown an interest in it, taking it apart with screwdriversright on the street in the Marinawhile dl these
rich people waked past, staring at them and marveling at how weird it was.

I'd linked to the video and it had been downloaded like crazy. HE'd hosted it on the Internet Archive's
Alexandriamirror in Egypt, where they'd host anything for free so long asyou'd put it under the Crestive



Commons license, which let anyone remix it and shareit. The US archive -- which was down in the
Presidio, only afew minutes away -- had been forced to take down al those videos in the name of
nationa security, but the Alexandriaarchive had split away into its own organization and was hosting
anything that embarrassed the USA.

Thiskid -- hishandle was Kameraspie -- had sent me an even better video thistime around. It was at the
doorway to City Hdl in Civic Center, ahuge wedding cake of abuilding covered with satuesin little
archways and gilt leaves and trim. The DHS had a secure perimeter around the building, and
Kameraspi€e's video showed a great shot of their checkpoint as aguy in an officer's uniform approached
and showed his 1D and put his briefcase on the X-ray belt.

It wasal OK until one of the DHS people saw something he didn't like on the X-ray. He questioned the
Genera, who rolled his eyes and said something inaudible (the video had been shot from acrossthe
street, apparently with ahomemade conceaed zoom lens, so the audio was mostly of people walking
past and traffic noises).

The Genera and the DHS guys got into an argument, and the longer they argued, the more DHS guys
gathered around them. Finally, the Genera shook his head angrily and waved hisfinger a the DHS guy's
chest and picked up his briefcase and started to walk away. The DHS guys shouted at him, but he didn't
dow. Hisbody languageredly said, "I amtotdly, utterly pissed.”

Then it happened. The DHS guys ran after the general. Kameraspie dowed the video down here, so we
could see, in frame-by-frame do-mo, the generd half-turning, hisfacedl like, "No freaking way are you
about to tackle me," then changing to horror asthree of the giant DHS guards dammed into him,
knocking him sdeways, then catching him at the middle, like a career-ending footbal tackle. The generd
-- middle aged, stedly grey hair, lined and dignified face -- went down like a sack of potatoes and
bounced twice, hisface damming off the sdewak and blood starting out of his nose.

The DHS hog-tied the generd, Strapping him at ankles and wrists. The generd was shouting now, really
shouting, hisface purpling under the blood streaming from hisnose. Legs swished by in the tight zoom.
Passing pedestrians |ooked at thisguy in hisuniform, getting tied up, and you could see from hisface that
thiswasthe worst part, thiswastheritua humiliation, the remova of dignity. The clip ended.

"Oh my dear sweet Buddha," | said looking at the screen asit faded to black, starting the video again. |
nudged Ange and showed her the clip. She watched wordless, jaw hanging down to her chest.

"Post that," she said. "Post that post that post that post that!"

| posted it. | could barely type as| wroteit up, describing what 1'd seen, adding a note to seeif anyone
could identify the military man in the video, if anyone knew anything about this.

| hit publigh.
We watched the video. We watched it again.
My email pinged.

> | totally recognize that dude -- you can find his bio on Wikipedia. He's General Claude
Geist. He commanded the joint UN peacekeeping mission in Haiti.

| checked the bio. There was a picture of the generd at a press conference, and notes about hisrolein
the difficult Haiti misson. It was clearly the same guy.

| updated the post.



Theoreticaly, thiswas Ange's and my chance to make out, but that wasn't what we ended up doing. We
crawled the Xnet blogs, looking for more accounts of the DHS searching people, tackling people,
invading them. Thiswas afamiliar task, the samething I'd done with al the footage and accounts from the
riotsin the park. | started anew category on my blog for this, AbusesOf Authority, and filed them away.
Ange kept coming up with new search termsfor meto try and by the time her mom got home, my new
category had seventy pogts, headlined by Generd Geist's City Hall takedown.

#

| worked on my Besat paper dl the next day at home, reading the Kerouac and surfing the Xnet. | was
planning on meeting Ange at school, but | totaly wimped out at the thought of seeing Van again, o
texted her an excuse about working on the paper.

Therewere d| kinds of great suggestionsfor AbusesOfAuthority coming in; hundreds of little and big
ones, pictures and audio. The meme was spreading.

It spread. The next morning there were even more. Someone started anew blog caled
AbusesOfAuthority that collected hundreds more. The pile grew. We competed to find thejuiciest
stories, the craziest pictures.

The ded with my parents wasthat I'd eat breakfast with them every morning and talk about the projects
| was doing. They liked that | was reading Kerouac. It had been afavorite book of both of theirsand it
turned out there was aready a copy on the bookcase in my parents room. My dad brought it down and
| flipped through it. There were passages marked up with pen, dog-eared pages, notes in the margin. My
dad had really loved this book.

It made me remember a better time, when my Dad and | had been able to talk for five minutes without
shouting at each other about terrorism, and we had agreat breakfast talking about the way that the novel
was plotted, dl the crazy adventures.

But the next morning at breskfast they were both glued to the radio.

"Abuses of Authority -- it'sthe latest craze on San Francisco's notorious Xnet, and it's captured the
world's attention. Called A-oh-A, the movement is composed of ‘Little Brothers who watch back
againg the Department of Homeland Security's anti-terrorism measures, documenting the failures and
excesses. Therallying cry isapopular vird video clip of aGenera Claude Geist, aretired three-gtar
generd, being tackled by DHS officers on the sdewadk in front of City Hal. Geist hasn't made a
statement on the incident, but commentary from young people who are upset with their own treatment
has been fast and furious.

"Most notable has been the globa attention the movement has received. Stills from the Geist video have
appeared on the front pages of newspapersin Korea, Gresat Britain, Germany, Egypt and Japan, and
broadcasters around the world have aired the clip on prime-time news. Theissue cameto ahead last
night, when the British Broadcasting Corporation's Nationa News Evening program ran aspecid report
on the fact that no American broadcaster or news agency has covered this story. Commenters on the
BBC'swebste noted that BBC Americas version of the newsdid not carry the report.”

They brought on acouple of interviews. British mediawatchdogs, a Swvedish Pirate Party kid who made
jeering remarks about America's corrupt press, aretired American newscaster living in Tokyo, then they
aired ashort clip from Al-Jazeera, comparing the American press record and the record of the national
news-mediain Syria

| felt like my parents were staring at me, that they knew what | was doing. But when | cleared away my



dishes, | saw that they were looking at each other.
Dad was holding his coffee cup so hard his hands were shaking. Mom waslooking at him.
"They'retrying to discredit us," Dad said findly. "They're trying to sabotage the efforts to keep us safe.”

| opened my mouth, but my mom caught my eye and shook her head. Instead | went up to my room and
worked on my Kerouac paper. Once I'd heard the door dam twice, | fired up my Xbox and got online.

> Hello M1k3y. This is Colin Brown. I'm a producer with the Canadian Broadcasting
Corporation's news programme The National. We're doing a story on Xnet and have
sent a reporter to San Francisco to cover it from there. Would you be interested in
doing an interview to discuss your group and its actions?

| stared at the screen. Jesus. They wanted to interview me about "my group”?

> Um thanks no. I'm all about privacy. And it's not "my group." But thanks for doing the
story!

A minute later, another email.

> We can mask you and ensure your anonymity. You know that the Department of
Homeland Security will be happy to provide their own spokesperson. I'm interested in
getting your side.

| filed the email. Hewasright, but I'd be crazy to do this. For al | knew, he was the DHS.

| picked up more Kerouac. Another email came in. Same request, different news-agency: KQED
wanted to meet me and record aradio interview. A gation in Brazil. The Australian Broadcasting
Corporation. Deutsche Welle. All day, the press requests camein. All day, | politely turned them down.

| didn't get much Kerouac read that day.
#

"Hold a press-conference,” iswhat Ange said, aswe sat in the cafe near her place that evening. | wasn't
keen on going out to her school anymore, getting stuck on abuswith Van again.

"What? Areyou crazy?'

"Doitin Clockwork Plunder. Just pick atrading post where theres no PvP alowed and name atime.
Y ou can login from here.”

PvPis player-versus-player combat. Parts of Clockwork Plunder were neutral ground, which meant that
we could theoreticaly bring in aton of noob reporters without worrying about gamerskilling them in the
middle of the press-conference.

"I don't know anything about press conferences.”

"Oh, just googleit. I'm sure someone's written an article on holding a successful one. | mean, if the
President can manageit, I'm sure you can. He looks like he can barely tie his shoes without help.”

We ordered more coffee.
"You areavery smart woman,” | said.

"And I'm beautiful," she said.



"That too," | said.
Chapter 15

This chapter is dedicated to Chapter</Indigo, the national Canadian megachain. | was working at
Bakka, the independent science fiction bookstore, when Chapters opened itsfirst store in Toronto
and | knew that something big was going on right away, because two of our smartest,
best-informed customers stopped in to tell me that they'd been hired to run the science fiction
section. Fromthe start, Chapters raised the bar on what a big corporate bookstore could be,
extending its hours, adding a friendly cafe and lots of seating, installing in-store self-service
terminals and stocking the most amazing variety of titles.

Chapterg/Indigo

| blogged the press-conference even before I'd sent out the invitations to the press. | could tell that all
these writers wanted to make meinto aleader or agenera or a supreme guerrillacommandant, and |
figured one way of solving that would be to have abunch of X netters running around answering questions
too.

Then | emailed the press. The responses ranged from puzzled to enthusiastic -- only the Fox reporter
was "outraged” that | had the gall to ask her to play agamein order to appear on her TV show. Therest
of them seemed to think that it would make a pretty cool story, though plenty of them wanted lots of tech
support for sgning onto the game

| picked 8PM, after dinner. Mom had been bugging me about al the evenings I'd been spending out of
the house until | findly spilled the beans about Ange, whereupon she came over al misty and kept
looking at me like, my-little-boy's-growing-up. She wanted to meet Ange, and | used that as leverage,
promising to bring her over the next night if | could "go to the movies' with Ange tonight.

Ange'smom and sister were out again -- they weren't real stay-at-homes -- which left me and Ange
aonein her room with her Xbox and mine. | unplugged one of her bedside screens and attached my
Xbox to it so that we could both login at once.

Both Xboxeswereidle, logged into Clockwork Plunder. | was pacing.

"It'sgoing to befing" she said. She glanced at her screen. "Patcheye Pete's Market has 600 playersinit
now!" Wed picked Patcheye Pete's because it was the market closest to the village square where new
players spawned. If the reporters weren't already Clockwork Plunder players-- hal -- then that's where
they'd show up. In my blog post I'd asked people generally to hang out on the route between Patcheye
Pete's and the spawn-gate and direct anyone who looked like a disoriented reporter over to Pete's.

"What the hell am | going to tell them?"

"You just answer their questions -- and if you don't like aquestion, ignore it. Someone €l se can answer it.
It befine
"Thisisinsane

"Thisis perfect, Marcus. If you want to really screw the DHS, you have to embarrass them. It's not like
you're going to be able to out-shoot them. Y our only weapon isyour ability to make them look like
morons.”

| flopped on the bed and she pulled my head into her lap and stroked my hair. 1'd been playing around
with different haircuts before the bombing, dying it al kinds of funny colors, but since I'd gotten out of jall



| couldn't be bothered. It had gotten long and stupid and shaggy and I'd gone into the bathroom and
grabbed my clippers and buzzed it down to haf aninch al around, which took zero effort to take care of
and helped meto beinvisible when | was out jamming and cloning arphids.

| opened my eyes and stared into her big brown eyes behind her glasses. They were round and liquid and
expressive. She could make them bug out when she wanted to make me laugh, or make them soft and
sad, or lazy and deepy in away that made me melt into a puddle of horniness.

That'swhat she was doing right now.

| sat up dowly and hugged her. She hugged me back. We kissed. She was an amazing kisser. | know
I've dready said that, but it bears repeating. We kissed alot, but for one reason or another we always
stopped before it got too heavy.

Now | wanted to go farther. | found the hem of her t-shirt and tugged. She put her hands over her head
and pulled back afew inches. | knew that she'd do that. I'd known since the night in the park. Maybe
that's why we hadn't gone farther -- | knew | couldn't rely on her to back off, which scared me alittle.

But | wasn't scared then. Theimpending press-conference, the fights with my parents, the internationa
attention, the sense that there was a movement that was careening around the city like awild pinball -- it
made my skin tingle and my blood sing.

And shewas beautiful, and smart, and clever and funny, and | wasfaling in love with her.

Her shirt did off, her arching her back to help me get it over her shoulders. She reached behind her and
did something and her brafell away. | stared goggle-eyed, motionless and breathless, and then she
grabbed my shirt and pulled it over my head, grabbing me and pulling my bare chest to hers.

We rolled on the bed and touched each other and ground our bodies together and groaned. She kissed
al over my chest and | did the sameto her. | couldn't breathe, | couldn't think, | could only move and
kissand lick and touch.

We dared each other to go forward. | undid her jeans. She undid mine. | lowered her zipper, shedid
mine, and tugged my jeans off. | tugged off hers. A moment later we were both naked, except for my
socks, which | peded off with my toes.

It wasthen that | caught sSight of the bedside clock, which had long ago rolled onto the floor and lay
there, glowing up at us.

"Crap!" | yelped. "It startsin two minutes!" | couldn't freaking believe that | was about to stop what |
was about to stop doing, when | was about to stop doing it. | mean, if you'd asked me, "Marcus, you are
about to get laid for the firdest time EVAR, will you stop if | |et off this nuclear bomb in the same room
asyou?' the answer would have been aresounding and unequivica NO.

And yet we stopped for this.

She grabbed me and pulled my face to hers and kissed me until 1 thought | would pass out, then we both
grabbed our clothes and more or less dressed, grabbing our keyboards and mice and heading for
Patcheye Pete's.

#

Y ou could easily tdll who the presswere: they were the noobs who played their characterslike staggering
drunks, weaving back and forth and up and down, trying to get the hang of it al, occasondly hitting the



wrong key and offering strangersdl or part of their inventory, or giving them accidental hugs and kicks.

The Xnetters were easy to spot, too: we dl played Clockwork Plunder whenever we had some spare
time (or didn't fed like doing our homework), and we had pretty tricked-out characters with cool
weapons and booby-traps on the keys sticking out of our backs that would cream anyone who tried to
snatch them and leave us to wind down.

When | appeared, a system status message displayed M1K3Y HASENTERED PATCHEYE PETE'S
-- WELCOME SWABBIE WE OFFER FAIR TRADE FOR FINE BOOTY . All the players on the
screen froze, then they crowded around me. The chat exploded. | thought about turning on my
voice-paging and grabbing a headset, but seeing how many people weretrying to talk at once, | redized
how confusing that would be. Text was much easier to follow and they couldn't misquote me (heh heh).

I'd scouted the location before with Ange -- it was great campaigning with her, since we could both keep
each other wound up. There was a high-spot on a pile of boxes of salt-rationsthat | could stand on and
be seen from anywhere in the market.

> Good evening and thank you all for coming. My name is M1k3y and I'm not the leader of
anything. All around you are Xnetters who have as much to say about why we're here
as | do. | use the Xnet because | believe in freedom and the Constitution of the United
States of America. | use Xnet because the DHS has turned my city into a police-state
where we're all suspected terrorists. | use Xnet because | think you can't defend
freedom by tearing up the Bill of Rights. | learned about the Constitution in a California
school and | was raised to love my country for its freedom. If | have a philosophy, it is
this:

> Governments are instituted among men, deriving their just powers from the consent of
the governed, that whenever any form of government becomes destructive of these
ends, it is the right of the people to alter or abolish it, and to institute new government,
laying its foundation on such principles, and organizing its powers in such form, as to
them shall seem most likely to effect their safety and happiness.

> | didn't write that, but | believe it. The DHS does not govern with my consent.
> Thank you

I'd written this the day before, bouncing drafts back and forth with Ange. Pasting it in only took a
second, though it took everyone in the game amoment to read it. A lot of the Xnetters cheered, big
showy pirate "Hurrah"swith raised sabers and pet parrots squawking and flying overhead.

Gradudly, thejournalists digested it too. The chat was running past fast, so fast you could barely read i,
lots of Xnetters saying thingslike "Right on" and "America, loveit or leaveit" and "DHS go home' and
"Americaout of San Francisco,” al dogansthat had been big on the Xnet blogosphere.

> M1k3y, this is Priya Rajneesh from the BBC. You say you're not the leader of any
movement, but do you believe there is a movement? Is it called the Xnet?

Lots of answers. Some people said there wasn't amovement, some said there was and |ots of people
had ideas about what it was called: Xnet, Little Brothers, Little Sisters, and my persond favorite, the
United States of America

They wereredly cooking. | let them go, thinking of what | could say. Oncel had it, | typed,

> | think that kind of answers your question, doesn't it? There may be one or more
movements and they may be called Xnet or not.

> M1k3y, I'm Doug Christensen from the Washington Internet Daily. What do you think the



DHS should be doing to prevent another attack on San Francisco, if what they're doing
isn't successful.

More chatter. Lots of people said that the terrorists and the government were the same --
either literally, or just meaning that they were equally bad. Some said the government
knew how to catch terrorists but preferred not to because "war presidents" got
re-elected.

> | don't know
| typed findly.

> | really don't. | ask myself this question a lot because | don't want to get blown up and |
don't want my city to get blown up. Here's what I've figured out, though: if it's the DHS's
job to keep us safe, they're failing. All the crap they've done, none of it would stop the
bridge from being blown up again. Tracing us around the city? Taking away our
freedom? Making us suspicious of each other, turning us against each other? Calling
dissenters traitors? The point of terrorism is to terrify us. The DHS terrifies me.

> | don't have any say in what the terrorists do to me, but if this is a free country then |
should be able to at least say what my own cops do to me. | should be able to keep
them from terrorizing me.

> | know that's not a good answer. Sorry.

> What do you mean when you say that the DHS wouldn't stop terrorists? How do you
know?

> Who are you?
> I'm with the Sydney Morning Herald.

> I'm 17 years old. I'm not a straight-A student or anything. Even so, | figured out how to
make an Internet that they can't wiretap. | figured out how to jam their person-tracking
technology. | can turn innocent people into suspects and turn guilty people into
innocents in their eyes. | could get metal onto an airplane or beat a no-fly list. I figured
this stuff out by looking at the web and by thinking about it. If | can do it, terrorists can
do it. They told us they took away our freedom to make us safe. Do you feel safe?

> In Australia? Why yes | do
Thepiratesdl laughed.
More journdists asked questions. Some were sympathetic, some were hostile. When | got tired, |
handed my keyboard to Ange and let her be M1k3y for awhile. It didn't really fed like M 1k3y and me
were the same person anymore anyway. M 1k3y was the kind of kid who talked to internationa

journalists and inspired amovement. Marcus got suspended from school and fought with his dad and
wondered if he was good enough for hiskick-ass girlfriend.

By 11PM I'd had enough. Besides, my parents would be expecting me home soon. | logged out of the
game and so did Ange and we lay there for amoment. | took her hand and she squeezed hard. We

hugged.

She kissed my neck and murmured something.

What?"

"l said | loveyou," she said. "What, you want me to send you atelegram?”

"Wow," | said.



"You'rethat surprised, huh?"

"No. Um. It'sjust -- | was going to say that to you."

"Sureyou were" she said, and bit the tip of my nose.

"It'sjust that I've never said it before,” | said. "So | wasworking up toit.”

"You gill haven't sad it, you know. Don't think | haven't noticed. We girls pick upon these things.”
"I loveyou, Ange Carveli," | sad.

"I loveyou too, Marcus Ydlow."

Wekissed and nuzzled and | started to breathe hard and so did she. That's when her mom knocked on
the door.

"Angela" shesad, "l think it'stime your friend went home, don't you?"

"Y es, mother," she said, and mimed swinging an axe. As| put my socks and shoes on, she muttered,
"They'll say, that Angela, she was such agood girl, who would have thought it, dl the time shewasin the
back yard, helping her mother out by sharpening that hatchet.”

| laughed. "Y ou don't know how easy you haveit. Thereis no way my folkswould leave usdonein my
bedroom until 11 o'clock.”

"11:45," she said, checking her clock.
"Crap!" | yelped and tied my shoes.

"Go," shesad, "run and befree! Look both ways before crossing the road! Writeif you get work! Don't
even stop for ahug! If you're not out of here by the count of ten, theré's going to be trouble, migter.
One. Two. Three."

| shut her up by leaping onto the bed, landing on her and kissing her until she stopped trying to count.
Satisfied with my victory, | pounded down the stairs, my Xbox under my arm.

Her mom was at the foot of the stairs. We'd only met a couple times. She looked like an older, taller
version of Ange -- Ange said her father was the short one -- with contacts instead of glasses. She
seemed to have tentatively classed me asagood guy, | and appreciated it.

"Good night, Mrs Carvelli," | said.

"Good night, Mr Ydlow," shesaid. It was one of our littlerituals, ever sncel'd caled her Mrs Carvelli
when wefirgt met.

| found mysdlf stlanding awkwardly by the door.

"Yes?' shesad.

"Um," | sad. "Thanksfor having meover."

"Y ou're dwayswelcomein our home, young man,” she said.

"And thanksfor Ange," | said finaly, hating how lameit sounded. But she amiled broadly and gave mea
brief hug.



"You're very welcome," she said.

The whole bus ride home, | thought over the press-conference, thought about Ange naked and writhing
with me on her bed, thought about her mother smiling and showing me the door.

My mom was waiting up for me. She asked me about the movie and | gave her the response I'd worked
out in advance, cribbing from the review it had gotten in the Bay Guardian.

Asl fell adeep, the press-conference came back. | wasredly proud of it. It had been so coal, to have all
these big-shot journos show up in the game, to have them listen to me and to have them lisen to dl the
people who believed in the same things as me. | dropped off with asmileon my lips.

#
| should have known better.
XNET LEADER: | COULD GET METAL ONTO AN AIRPLANE
DHSDOESN'T HAVE MY CONSENT TO GOVERN
XNET KIDS: USA OUT OF SAN FRANCISCO

Those were the good headlines. Everyone sent methe articlesto blog, but it wasthe last thing | wanted
to do.

I'd blown it, somehow. The press had come to my press-conference and concluded that we were
terrorists or terrorist dupes. The worst was the reporter on Fox News, who had apparently shown up
anyway, and who devoted aten-minute commentary to us, talking about our "crimina treason.” Her killer
line, repeated on every news-outlet | found, was:

"They say they don't have aname. I've got one for them. Let's call these spoiled children Cal-Quaeda.
They do the terrorists work on the home front. When -- not if, but when -- California gets attacked
again, these brats will be as much to blame as the House of Saud.”

Leaders of the anti-war movement denounced us as fringe elements. One guy went on TV to say that he
believed we had been fabricated by the DHS to discredit them.

The DHS had their own press-conference announcing that they would double the security in San
Francisco. They held up an arphid cloner they'd found somewhere and demondtrated it in action, using it
to stage a car-theft, and warned everyone to be on their dert for young people behaving suspicioudy,
especidly those whose hands were out of Sight.

They weren't kidding. | finished my Kerouac paper and started in on a paper about the Summer of Love,
the summer of 1967 when the anti-war movement and the hippies converged on San Francisco. The guys
who founded Ben and Jerry's -- old hippies themsalves -- had founded a hippie museum in the Haight,
and there were other archives and exhibits to see around town.

But it wasn't easy getting around. By the end of the week, | was getting frisked an average of four timesa
day. Cops checked my ID and questioned me about why | was out in the street, carefully eyebdling the
letter from Chavez saying that | was suspended.

| got lucky. No one arrested me. But the rest of the Xnet weren't o lucky. Every night the DHS
announced more arrests, "ringleaders' and "operatives' of Xnet, people | didn't know and had never
heard of, paraded on TV aong with the arphid sniffers and other devices that had been in their pockets.



They announced that the people were"naming names," compromising the "Xnet network” and that more
arrests were expected soon. The name "M 1k3y" was often heard.

Dad loved this. He and | watched the news together, him gloating, me shrinking away, quietly freaking
out. "Y ou should see the stuff they're going to use on these kids," Dad said. "I've seen it in action. They'll
get acouple of these kids and check out their friendslists on IM and the speed-dials on their phones,
look for names that come up over and over, look for patterns, bringing in morekids. They're going to
unravel them like an old swester.”

| canceled Ange's dinner at our place and started spending even moretime there. Ange'slittle sster Tina
garted to cal me "the house-guest,” asin "isthe house-guest egting dinner with metonight?' | liked Tina
All she cared about was going out and partying and meeting guys, but she was funny and utterly devoted
to Ange. One night as we were doing the dishes, she dried her hands and said, conversationadly, "You
know, you seem like anice guy, Marcus. My sister's just crazy about you and | like you too. But | have
to tell you something: if you break her heart, | will track you down and pull your scrotum over your head.
It'snot apretty sight.”

| assured her that | would sooner pull my own scrotum over my head than break Ange's heart and she
nodded. "So long as were clear on that.”

"Your sgerisanut,” | said aswelay on Ange's bed again, looking at Xnet blogs. That is pretty much al
we did: fool around and read Xnet.

"Did she use the scrotum line on you? | hate it when she doesthat. Shejust lovesthe word 'scrotum,’ you
know. It's nothing persond..”

| kissed her. We read some more.

"Ligtento this" she said. "Police project four to Sx hundred arrests thisweekend in what they say will be
the largest coordinated raid on Xnet dissdentsto date.”

| felt like throwing up.

"Weve got to stop this" | said. "Y ou know there are people who are doing more jamming to show that
they're not intimidated? |an't that just crazy?'

"I think it'sbrave," she said. "We can't let them scare us into submission.”

"What? No, Ange, no. We can't et hundreds of people goto jail. Y ou haven't been there. | have. It's
worse than you think. It'sworse than you can imagine.”

"I have apretty fertileimagination,” she said.

"Stop it, OK? Be serious for asecond. | won't do this. | won't send those peopletojail. If | do, I'm the
guy that Vanthinks| am."

"Marcus, I'm being serious. Y ou think that these people don't know they could gotojal? They beievein
the cause. Y ou bdieveinit too. Give them the credit to know what they're getting into. It's not up to you
to decide what risks they can or can't take."

"It'smy responsbility becauseif | tell them to stop, they'll stop.”

"| thought you weren't the leader?'



"I'm not, of courseI'm not. But | can't help it if they ook to mefor guidance. And so long asthey do, |
have aresponghbility to help them stay safe. Y ou seethat, right?”

"All I seeisyou getting ready to cut and run at the first sgn of trouble. | think you're afraid they're going
to figure out who you are. | think you're afraid for you."

"That'snot fair,” | said, sitting up, pulling away from her.
"Redly? Who's the guy who nearly had a heart attack when he thought that his secret identity was out?"
"That was different,” | said. "Thisisn't dout me. Y ou know it isn't. Why are you being like this?!

"Why are you likethis?' she said. "Why aren't you willing to be the guy who was brave enough to get all
this sarted?'
"Thisisn't brave, itssuicide."
"Cheagp teenage melodrama, M 1k3y."
"Dont cal methat!"
"What, 'M1k3y'? Why not, M1k3y?
| put my shoeson. | picked up my bag. | walked home.
#

> Why I'm not jamming

> | won't tell anyone else what to do, because I'm not anyone's leader, no matter what
Fox News thinks.

> But | am going to tell you what | plan on doing. If you think that's the right thing to do,
maybe you'll do it too.

> I'm not jamming. Not this week. Maybe not next. It's not because I'm scared. It's
because I'm smart enough to know that I'm better free than in prison. They figured out
how to stop our tactic, so we need to come up with a new tactic. | don't care what the
tactic is, but | want it to work. It's stupid to get arrested. It's only jamming if you get
away with it.

> There's another reason not to jam. If you get caught, they might use you to catch your
friends, and their friends, and their friends. They might bust your friends even if they're
not on Xnet, because the DHS is like a maddened bull and they don't exactly worry if
they've got the right guy.

> I'm not telling you what to do.

> But the DHS is dumb and we're smart. Jamming proves that they can't fight terrorism
because it proves that they can't even stop a bunch of kids. If you get caught, it
makes them look like they're smarter than us.

>THEY AREN'T SMARTER THAN US! We are smarter than them. Let's be smatrt.
Let's figure out how to jam them, no matter how many goons they put on the streets of
our city.

| posted it. | went to bed.

| missed Ange.



#

Angeand | didn't speak for the next four days, including the weekend, and then it was time to go back to
schoal. I'd dmost cdled her amillion times, written athousand unsent emailsand IMs.

Now | was back in Social Studies class, and Mrs Andersen greeted me with voluble, sarcastic courtesy,
asking me sweetly how my "holiday" had been. | sat down and mumbled nothing. | could hear Charles
nicker.

Shetaught us aclass on Manifest Destiny, the idea that the Americans were destined to take over the
wholeworld (or at least that's how she made it seem) and seemed to be trying to provoke meinto saying
something so she could throw me ouit.

| felt the eyes of the class on me, and it reminded me of M 1k3y and the people who looked up to him. |
was sick of being looked up to. | missed Ange.

| got through the rest of the day without anything making any kind of mark on me. | don't think | said
eight words.

Findly it was over and | hit the doors, heading for the gates and the stupid Mission and my pointless
house.

| was barely out the gate when someone crashed into me. He was ayoung homeless guy, maybe my age,
maybe alittle older. He wore along, greasy overcoat, a pair of baggy jeans, and rotting sneakers that
looked like they'd been through awood-chipper. Hislong hair hung over hisface, and he had a pubic
beard that straggled down histhroat into the collar of ano-color knit swegter.

| took thisal in aswe lay next to each other on the sidewalk, people passing us and giving usweird
looks. It seemed that held crashed into me while hurrying down Vaencia, bent over with the burden of a
gplit backpack that lay beside him on the pavement, covered in tight geometric doodlesin magic-marker.

He got to his knees and rocked back and forth, like he was drunk or had hit his head.
"Sorry buddy," he said. "Didn't seeyou. You hurt?'

| sat up too. Nothing felt hurt.

"Um. No, it'sOK."

He stood up and smiled. Histeeth were shockingly white and straight, like an ad for an orthodontic clinic.
He held his hand out to me and his grip was strong and firm.

"I'mredlly sorry." Hisvoice was aso clear and intelligent. I'd expected him to sound like the drunks who
talked to themsalves as they roamed the Mission late at night, but he sounded like a knowledgeable
bookstore clerk.

"It'sno problem,” | said.
He stuck out hishand again.
"Zeb," hesad.

"Marcus” | sad.

"A pleasure, Marcus," he said. "Hopeto run into you again sometime! "



Laughing, he picked up his backpack, turned on hished and hurried away.
#

| walked the rest of the way home in abemused fug. Mom was at the kitchen table and we had alittle
chat about nothing at al, the way we used to do, before everything changed.

| took the stairs up to my room and flopped down in my chair. For once, | didn't want to login to the
Xnet. I'd checked in that morning before school to discover that my note had created a gigantic
controversy among people who agreed with me and people who were righteoudy pissed that | was
telling them to back off from their beloved sport.

| had three thousand projects I'd been in the middle of when it had dl started. | was building apinhole
cameraout of legos, I'd been playing with agrid kite photography using an old digital camerawith a
trigger hacked out of slly putty that was stretched out at launch and dowly snapped back to its origina
shape, triggering the shutter at regular intervals. | had avacuum tube amp I'd been building into an
ancient, rusted, dented olive-ail tin that looked like an archaeologicd find -- once it was done, I'd
planned to build in adock for my phone and aset of 5.1 surround-sound speskers out of tuna-fish cans.

| looked over my workbench and finally picked up the pinhole camera. Methodically snapping legos
together was just about my speed.

| took off my watch and the chunky silver two-finger ring that showed a monkey and a ninja squaring off
to fight and dropped them into the little box | used for al the crap | load into my pockets and around my
neck before stepping out for the day: phone, wallet, keys, wifinder, change, batteries, retractable
cables... | dumped it dl out into the box, and found myself holding something | didn't remember putting in
therein thefirst place.

It was apiece of paper, grey and soft as flannel, furry at the edges where it had been torn away from
some larger piece of paper. It was covered in thetiniest, most careful handwriting I'd ever seen. |
unfolded it and held it up. The writing covered both sides, running down from the top |eft corner of one
sideto acrabbed signature at the bottom right corner of the other side.

The dgnature read, smply: ZEB.
| picked it up and started to read.

> Dear Marcus

> You don't know me but | know you. For the past three months, since the Bay Bridge
was blown up, | have been imprisoned on Treasure Island. | was in the yard on the
day you talked to that Asian girl and got tackled. You were brave. Good on you.

> | had a burst appendix the day afterward and ended up in the infirmary. In the next bed
was a guy named Darryl. We were both in recovery for a long time and by the time
we got well, we were too much of an embarrassment to them to let go.

> So they decided we must really be guilty. They questioned us every day. You've been
through their questioning, | know. Imagine it for months. Darryl and | ended up
cell-mates. We knew we were bugged, so we only talked about inconsequentialities.
But at night, when we were in our cots, we would softly tap out messages to each
other in Morse code (I knew my HAM radio days would come in useful sometime).

> At first, their questions to us were just the same crap as ever, who did it, how'd they
do it. But after a little while, they switched to asking us about the Xnet. Of course,
we'd never heard of it. That didn't stop them asking.



> Darryl told me that they brought him arphid cloners, Xboxes, all kinds of technology
and demanded that he tell them who used them, where they learned to mod them.
Darryl told me about your games and the things you learned.

> Especially: The DHS asked us about our friends. Who did we know? What were they
like? Did they have political feelings? Had they been in trouble at school? With the
law?

> We call the prison Gitmo-by-the-Bay. It's been a week since | got out and | don't think
that anyone knows that their sons and daughters are imprisoned in the middle of the
Bay. At night we could hear people laughing and partying on the mainland.

> | got out last week. | won't tell you how, in case this falls into the wrong hands. Maybe
others will take my route.

> Darryl told me how to find you and made me promise to tell you what | knew when |
got back. Now that I've done that I'm out of here like last year. One way or another, I'm
leaving this country. Screw America.

> Stay strong. They're scared of you. Kick them for me. Don't get caught.
> Zeb

There weretearsin my eyesas| finished the note. | had adisposable lighter somewhere on my desk that
| sometimes used to melt theinsulation off of wires, and | dug it out and held it to the note. | knew |
owed it to Zeb to destroy it and make sure no one else ever saw it, in case it might lead them back to
him, wherever hewas going.

| held the flame and the note, but | couldn't do it.
Darryl.

With al the crap with the Xnet and Ange and the DHS, I'd almost forgotten he existed. He'd become a
ghog,, like an old friend who'd moved away or gone on an exchange program. All that time, they'd been
guestioning him, demanding that he rat me out, explain the Xnet, the jammers. Hed been on Treasure
Idand, the abandoned military base that was halfway aong the demolished span of the Bay Bridge. Hed
been so close | could have swam to him.

| put the lighter down and re-read the note. By the time it was done, | was weeping, sobbing. It al came
back to me, the lady with the severe haircut and the questions she'd asked and the reek of pissand the
dtiffness of my pants asthe urine dried them into coarse canvas.

"Marcus?'

My door was gar and my mother was standing in it, watching me with aworried look. How long had she
been there?

| armed the tears away from my face and snorted up the snot. "Mom," | said. "Hi."
She cameinto my room and hugged me. "What isit? Do you need to talk?'
Thenotelay onthetable.

"Isthat from your girlfriend?severything dl right?'

Sheldd given mean out. | could just blameit al on problems with Ange and sheld leave my room and
leave me done. | opened my mouth to do just that, and then this came ouit:



"l wasinjall. After the bridge blew. | wasinjail for that wholetime."

The sobsthat came then didn't sound like my voice. They sounded like an animal noise, maybe adonkey
or somekind of big cat noisein the night. | sobbed so my throat burned and ached with it, o my chest
heaved.

Mom took mein her arms, the way she used to when | was alittle boy, and she stroked my hair, and she
murmured in my ear, and rocked me, and gradually, dowly, the sobs diss pated.

| took a deep breath and Mom got me a glass of water. | sat on the edge of my bed and she sat in my
desk chair and | told her everything.

Everything.
Well, most of it.
Chapter 16

This chapter is dedicated to San Francisco's Booksmith, ensconced in the storied Haight-Ashbury
neighborhood, just a few doors down from the Ben and Jerry's at the exact corner of Haight and
Ashbury. The Booksmith folks really know how to run an author event -- when | lived in San
Francisco, | used to go down all the time to hear incredible writers speak (William Gibson was
unforgettable). They also produce little baseball-card-style trading cards for each author -- | have
two from my own appearances there.

Booksmith: 1644 Haight S. San Francisco CA 94117 USA +1 415 863 8688

At first Mom looked shocked, then outraged, and finally she gave up dtogether and just let her jaw hang
open as| took her through the interrogation, pissing mysdf, the bag over my head, Darryl. | showed her
the note.

“Why -7

Inthat angle syllable, every recrimination I'd dedt mysdlf in the night, every moment that I'd lacked the
bravery to tell the world what it was redlly about, why | was redlly fighting, what had redly inspired the
Xnet.

| sucked in abreath.
"They told mel'd gotojail if | talked about it. Not just for afew days. Forever. | was-- | was scared.”
Mom sat with mefor along time, not saying anything. Then, "What about Darryl'sfather?"

She might aswell have stuck aknitting needlein my chest. Darryl's father. He must have assumed that
Darryl was dead, long dead.

And wasn't he? After the DHS has held you illegdly for three months, would they ever let you go?
But Zeb got out. Maybe Darryl would get out. Maybe me and the Xnet could help get Darryl out.
"l haven't told him," | said.

Now Momwas crying. Shedidn't cry easly. It was aBritish thing. It made her little hiccoughing sobs
much worse to hesar.



"Youwill tell him," she managed. "Y ou will."
"I will."
"Buit first we haveto tdl your father."
#

Dad no longer had any regular time when he came home. Between his consulting clients -- who had lots
of work now that the DHS was shopping for data-mining startups on the peninsula-- and the long
commute to Berkeley, he might get home any time between 6PM and midnight.

Tonight Mom caled him and told him he was coming home right now. He said something and she just
repeated it: right now.

When he got there, we had arranged oursalvesin the living room with the note between us on the coffee
table.

It was easier to tdll, the second time. The secret was getting lighter. | didn't embellish, | didn't hide
anything. | came clean.

I'd heard of coming clean before but 1'd never understood what it meant until | did it. Holding in the
secret had dirtied me, soiled my spirit. It had made me afraid and ashamed. It had made meinto al the
thingsthat Ange said | was.

Dad sat siff asaramrod the whole time, hisface carved of stone. When | handed him the note, heread it
twice and then set it down carefully.

He shook his head and stood up and headed for the front door.
"Where are you going?' Mom asked, alarmed.
"I need awadk," was al he managed to gasp, his voice bresking.

We stared awkwardly at each other, Mom and me, and waited for him to come home. | tried to imagine
what was going on in his head. Hed been such a different man after the bombingsand | knew from Mom
that what had changed him were the days of thinking | was dead. Hed cometo believe that the terrorists
had nearly killed his son and it had made him crazy.

Crazy enough to do whatever the DHS asked, to line up like agood little sheep and let them control him,
drivehim.

Now he knew that it was the DHS that had imprisoned me, the DHS that had taken San Francisco's
children hostage in Gitmo-by-the-Bay. It made perfect sense, now that | thought of it. Of courseit had
been Treasure I1dand where I'd been kept. Where else was aten-minute boat-ride from San Francisco?

When Dad came back, helooked angrier than he ever had in hislife.
"Y ou should have told me!" he roared.

Mom interposed herself between him and me. "Y ou're blaming the wrong person,” she said. "It wasn't
Marcuswho did the kidnapping and the intimidation.”

He shook his head and stamped. "'I'm not blaming Marcus. | know exactly who'sto blame. Me. Me and
the stupid DHS. Get your shoes on, grab your coats.”



"Where arewe going?'
"To see Darryl'sfather. Then we're going to Barbara Stratford's place.”
#

| knew the name Barbara Stratford from somewhere, but | couldn't remember where. | thought that
maybe she was an old friend of my parents, but | couldn't exactly place her.

Meantime, | was headed for Darryl'sfather's place. I'd never really felt comfortable around the old man,
who'd been aNavy radio operator and ran his household like atight ship. Hed taught Darryl Morse
code when hewas akid, which I'd always thought was cool. It was one of the ways | knew that | could
trust Zeb'sletter. But for every cool thing like Morse code, Darryl's father had some crazy military
discipline that seemed to be for its own sake, like inssting on hospital corners on the beds and shaving
twiceaday. It drove Darryl up thewall.

Darryl'smother hadn't liked it much ether, and had taken off back to her family in Minnesotawhen
Darryl wasten -- Darryl spent his summers and Christmases there.

| was sitting in the back of the car, and | could see the back of Dad's head as he drove. The musclesin
his neck were tense and kept jumping around as he ground hisjaws.

Mom kept her hand on hisarm, but no one was around to comfort me. If only | could call Ange. Or Jolu.
Or Van. Maybe | would when the day was done.

"He must have buried hissonin hismind," Dad said, as we whipped up through the hairpin curvesleading
up Twin Pesksto the little cottage that Darryl and his father shared. The fog was on Twin Peeks, the way
it often was a night in San Francisco, making the headlamps reflect back onis. Each time we swung
around acorner, | saw the valleys of the city laid out below us, bowls of twinkling lightsthat shifted in the
mist.

"Isthisthe one?"

"Yes" | sad. "Thisisit." | hadn't been to Darryl'sin months, but I'd spent enough time here over the
yearsto recognize it right off.

Thethree of us stood around the car for along moment, waiting to see who would go and ring the
doorbell. Tomy surprise, it was me.

| rang it and we dl waited in held-breath silence for aminute. | rang it again. Darryl'sfather's car wasin
the driveway, and we'd seen alight burning in the living room. | was abouit to ring athird time when the
door opened.

"Marcus?' Darryl'sfather wasn't anything like I remembered him. Unshaven, in ahousecoat and bare
fet, with long toenails and red eyes. HeEd gained weight, and a soft extra chin wobbled beneath the firm
military jaw. Histhin hair was wispy and disordered.

"Mr Glover," | said. My parents crowded into the door behind me.
"Hello, Ron,"” my mother said.
"Ron," my father sad.

"Y ou too? What'sgoing on?"



"Canwecomein?'
#

Hisliving room looked like one of those news-segments they show about abandoned kidswho spend a
month locked in before they're rescued by the neighbors: frozen meal boxes, empty beer cansand juice
bottles, moldy cereal bowls and piles of newspapers. There was areek of cat pissand litter crunched
underneath our feet. Even without the cat piss, the smell wasincredible, like a bus-gtation toilet.

The couch was made up with agrimy sheet and a couple of greasy pillows and the cushionshad a
dented, much-dept-upon |ook.

Weadl stood therefor along silent moment, embarrassment overwheming every other emotion. Darryl's
father looked like he wanted to die.

Sowly, he moved aside the sheets from the sofaand cleared the stacked, greasy food-trays off of a
couple of the chairs, carrying them into the kitchen, and, from the sound of it, tossing them on the floor.

We sat gingerly in the places held cleared, and then he came back and sat down too.

"I'm sorry,” he said vaguely. "1 don't redlly have any coffee to offer you. I'm having more groceries
ddivered tomorrow so I'm running low --"

"Ron," my father said. "Listen to us. We have something to tell you, and it's not going to be easy to hear."

Hesat like agtatue as| talked. He glanced down at the note, read it without seeming to understand it,
then read it again. He handed it back to me.

Hewastrembling.

"He's--"

"Darryl isdive" | sad. "Darryl isdive and being held prisoner on Treasure Idand.”

He stuffed hisfigt in his mouth and made a horrible groaning sound.

"Wehave afriend,” my father said. "She writesfor the Bay Guardian. An investigative reporter.”

That'swhere | knew the name from. The free weekly Guardian often lost its reportersto bigger daily
papers and the Internet, but Barbara Stratford had been there forever. | had adim memory of having
dinner with her when | wasakid.

"We're going there now," my mother said. "Will you come with us, Ron? Will you tell her Darryl's story?*

He put hisface in hishands and breathed deeply. Dad tried to put his hand on his shoulders, but Mr
Glover shook it off violently.

"I need to clean mysdf up,” he sad. "Give meaminute.”

Mr Glover came back downstairs a changed man. He'd shaved and gelled hishair back, and had put on
acrisp military dress uniform with arow of campaign ribbons on the breast. He stopped &t the foot of the
stairsand kind of gestured at it.

"I don't have much clean stuff that's presentable at the moment. And this seemed appropriate. Y ou know,
if shewanted to take pictures.”



He and Dad rode up front and | got in the back, behind him. Up close, he smelled alittle of beer, likeit
was coming through his pores.

#

It was midnight by the time werolled into Barbara Stratford's driveway. Shelived out of town, down in
Mountain View, and as we sped down the 101, none of us said aword. The high-tech buildings
aongside the highway streamed past us.

Thiswasadifferent Bay Areato theonel lived in, more like the suburban Americal sometimes saw on
TV. Lotsof freaways and subdivisions of identical houses, towns where there weren't any homeless
people pushing shopping carts down the sdewalk -- there weren't even sidewalks!

Mom had phoned Barbara Stratford while we were waiting for Mr Glover to come downgtairs. The
journdist had been deeping, but Mom had been so wound up she forgot to be dl British and
embarrassed about waking her up. Instead, she just told her, tensely, that she had something to talk
about and that it had to bein person.

When werolled up to Barbara Stratford's house, my first thought was of the Brady Bunch place -- alow
ranch house with abrick bafflein front of it and anesat, perfectly square lawn. Therewas akind of
abdtract tile pattern on the baffle, and an old-fashioned UHF TV antennarising from behind it. We
wandered around to the entrance and saw that there were lights on inside aready.

The writer opened the door before we had a chance to ring the bell. She was about my parents age, a
tall thin woman with a hawk-like nose and shrewd eyes with alot of laugh-lines. She was wearing a pair
of jeansthat were hip enough to be seen at one of the boutiques on Vaencia Street, and aloose Indian
cotton blouse that hung down to her thighs. She had smdll round glasses thet flashed in her hdlway light.

Sheamiled atight little smile at us.

"Y ou brought thewhole clan, | see," she said.

Mom nodded. "Y ou'll understand why in aminute," she said. Mr Glover stepped from behind Dad.
"And you cdled inthe Navy?'

"All in good time."

We were introduced one at atime to her. She had afirm handshake and long fingers.

Her place was furnished in Japanese minimalist style, just afew precisely proportioned, low pieces of
furniture, large clay pots of bamboo that brushed the ceiling, and what looked like alarge, rusted piece of
adiesd engine perched on top of a polished marble plinth. | decided | liked it. The floorswere old
wood, sanded and stained, but not filled, so you could see cracks and pits underneath the varnish. |
really liked that, especialy as| waked over it in my stocking fedt.

"] have coffeeon," she sad. "Who wants some?"
Weadl put up our hands. | glared defiantly at my parents.
"Right," shesad.

She disappeared into another room and came back a moment later bearing arough bamboo tray with a
half-gallon thermos jug and six cups of precise design but with rough, doppy decorations. | liked those



too.

"Now," she said, once she'd poured and served. "It's very good to see you all again. Marcus, | think the
last time | saw you, you were maybe seven yearsold. As| recall, you were very excited about your new
video games, which you showed me."

| didn't remember it at al, but that sounded like what I'd been into at seven. | guessed it was my Sega
Dreamcadt.

She produced atape-recorder and ayellow pad and a pen, and twirled the pen. "I'm hereto listen to
whatever you tell me, and | can promiseyou that I'll takeit al in confidence. But | can't promisethat I'll
do anything with it, or that it's going to get published.” Theway she said it made me redlize that my Mom
had called in apretty big favor getting thislady out of bed, friend or no friend. It must be kind of apainin
the assto be abig-shot investigative reporter. There were probably a million people who would have
liked her to take up her cause.

Mom nodded at me. Even though I'd told the tory threetimesthat night, | found myself tongue-tied. This
was different from telling my parents. Different from tdling Darryl'sfather. This-- thiswould Start anew
movein thegame.

| started dowly, and watched Barbara take notes. | drank awhole cup of coffee just explaining what
ARGing was and how | got out of schoal to play. Mom and Dad and Mr Glover dl listened intently to
this part. | poured myself another cup and drank it on the way to explaining how we weretaken in. By
the time I'd run through the whole story, 1'd drained the pot and | needed a pisslike arace-horse.

Her bathroom was just as stark as the living-room, with abrown, organic soap that smelled like clean
mud. | came back in and found the adults quietly watching me.

Mr Glover told his story next. He didn't have anything to say about what had happened, but he explained
that he was a veteran and that his son was agood kid. He talked about what it felt like to believe that his
son had died, about how his ex-wife had had a collapse when she found out and ended up in ahospital.
He cried alittle, unashamed, the tears streaming down his lined face and darkening the collar of his
dress-uniform.

When it was al done, Barbarawent into a different room and came back with abottle of Irish whiskey.
"It'saBushmills 15 year old rum-cask aged blend," she said, setting down four small cups. None for me,
"It hasn't been sold in ten years. | think thisis probably an appropriate timeto break it out.”

She poured them each asmall glass of the liquor, then raised hers and Sipped at it, draining half the glass.
The rest of the adults followed suit. They drank again, and finished the glasses. She poured them new
shots.

"All right," she said. "Hereéswhat | can tell you right now. | believe you. Not just because | know you,
Lillian. The story soundsright, and it tiesin with other rumors I've heard. But I'm not going to be ableto
just take your word for it. I'm going to have to investigate every aspect of this, and every element of your
livesand stories. | need to know if there's anything you're not telling me, anything that could be used to
discredit you after thiscomesto light. | need everything. It could take weeks before I'm ready to publish.

"Y ou aso need to think about your safety and this Darryl's safety. If he'sredly an 'un-person’ then
bringing pressure to bear on the DHS could cause them to move him somewhere much further away.
Think Syria. They could aso do something much worse" Shelet that hang intheair. | knew she meant
thet they might kill him.



"I'm going to take thisletter and scan it now. | want pictures of the two of you, now and later -- we can
send out a photographer, but | want to document this asthoroughly as | can tonight, too."

| went with her into her office to do the scan. I'd expected a stylish, low-powered computer that fit in
with her decor, but instead, her spare-bedroom/office was crammed with top-of-the-line PCs, big
flat-panel monitors, and a scanner big enough to lay awhole sheet of newsprint on. She wasfast with it
all, too. | noted with some approva that she was running ParanoidLinux. Thislady took her job serioudy.

The computers fans set up an effective white-noise shield, but even so, | closed the door and moved in
closeto her.

"Um, Barbara?'

"y e

"About what you said, about what might be used to discredit me?”

"y e

"What | tdll you, you can't be forced to tell anyone ese, right?'

"Intheory. Let meput it thisway. I've goneto jail twice rather than rat out asource.”

"OK, OK. Good. Wow. Jail. Wow. OK." | took adeep breath. "Y ou've heard of Xnet? Of M1k3y?'
"y e

"I'mM1k3y."

"Oh," she said. She worked the scanner and flipped the note over to get the reverse. She was scanning at
some unbelievable resolution, 10,000 dots per inch or higher, and on-screen it was like the output of an
€lectron-tunneling microscope.

"Wl that does put adifferent complexion on this.”
"Yeah," | said. " guessit does"

"Y our parents don't know."

"Nope. And | don't know if | want them to."

"That's something you're going to have to work out. | need to think about this. Can you come by my
office?I'd like to talk to you about what this means, exactly."

"Do you have an Xbox Universal?| could bring over aningdler.”

"Yes, I'm sure that can be arranged. When you come by, tell the receptionist that you're Mr Brown, to
see me. They know what that means. No note will be taken of you coming, and al the security camera
footage for the day will be automaticaly scrubbed and the cameras deactivated until you leave.”

"Wow," | said. "Youthink likel do."

She smiled and socked mein the shoulder. "Kiddo, I've been at this gamefor ahdl of along time. So
far, I've managed to spend more time free than behind bars. Paranoiais my friend."

#



| was like azombie the next day in school. I'd totaled about three hours of deep, and even three cups of
the Turk's caffeine mud failed to jump-start my brain. The problem with caffeineisthat it'stoo easy to get
acclimated to it, S0 you have to take higher and higher doses just to get above normal.

I'd spent the night thinking over what | had to do. It was like runnin though amaze of twisty little
passages, al dike, every one leading to the same dead end. When | went to Barbara, it would be over
for me. That was the outcome, no matter how | thought about it.

By the time the school day was over, al | wanted was to go home and crawl into bed. But | had an
gppointment a the Bay Guardian, down on the waterfront. | kept my eyes on my feet as| wobbled out
the gate, and as| turned into 24th Street, another pair of feet fell into step with me. | recognized the
shoes and stopped.

"Ange?
Shelooked like | felt. Sleep-deprived and raccoon-eyed, with sad bracketsin the corners of her mouth.
"Hi there," shesaid. " Surprise. | gave mysdf French Leave from schoal. | couldn't concentrate anyway."
"Um," | said.

"Shut up and give me ahug, youidiot."

| did. It felt good. Better than good. It felt like I'd amputated part of myself and it had been reattached.
"l loveyou, MarcusYdlow."

"l loveyou, AngdaCarvdli."

"OK," shesaid bregking it off. "I liked your post about why you're not jamming. | can respect it. What
have you done about finding away to jam them without getting caught?*

"I'm on my way to meet an investigative journalist who's going to publish astory about how | got sent to
jail, how | started Xnet, and how Darryl isbeingillegaly held by the DHS a a secret prison on Treasure
Idand.”

"Oh." Shelooked around for amoment. "Couldn't you think of anything, you know, ambitious?'
"Want to come?"
"l am coming, yes. And | would like you to explain thisin detail if you don't mind."

After dl there-tdlings, this one, told as we walked to Potrero Avenue and down to 15th Street, wasthe
easest. She held my hand and squeezed it often.

Wetook the stairs up to the Bay Guardian's officestwo a atime. My heart was pounding. | got to the
reception desk and told the bored girl behind it, "I'm here to see Barbara Stratford. My nameis Mr
Green."

"| think you mean Mr Brown?"
"Yeah," | said, and blushed. "Mr Brown."

She did something at her computer, then said, "Have aseat. Barbarawill be out in aminute. Can | get
you anything?'



"Coffee," we both said in unison. Another reason to love Ange: we were addicted to the same drug.

The receptionist -- a pretty latinawoman only afew years older than us, dressed in Gap stylesso old
they were actually kind of hipster-retro -- nodded and stepped out and came back with a couple of cups
bearing the newspaper's masthead.

We sipped in silence, watching visitors and reporters come and go. Finally, Barbara cameto get us. She
was wearing practically the same thing as the night before. It suited her. She quirked an eyebrow at me
when she saw that I'd brought adate.

"Hdlo," | sad. "Um, thisis--"

"MsBrown," Ange said, extending ahand. Oh, yeah, right, our identities were supposed to be a secret.
"I work with Mr Green." She elbowed melightly.

"Let'sgo then," Barbarasaid, and led us back to aboard-room with long glasswalswith their blinds
drawn shut. She set down atray of Whole Foods organic Oreo clones, adigital recorder, and another

yedlow pad.
"Do you want to record thistoo?' she asked.

Hadn't actualy thought of that. | could see why it would be useful if | wanted to dispute what Barbara
printed, though. Still, if I couldn't trust her to do right by me, | was doomed anyway.

"No, that's OK," | said.

"Right, let'sgo. Y oung lady, my nameis Barbara Stratford and I'm an investigative reporter. | gather you
know why I'm here, and I'm curiousto know why you're here."

"I work with Marcus on the Xnet," she said. "Do you need to know my name?"

"Not right now, | don't,” Barbarasaid. "Y ou can be anonymousif you'd like. Marcus, | asked you to tell
methis story because | need to know how it plays with the story you told me about your friend Darryl
and the note you showed me. | can see how it would be agood adjunct; | could pitch thisasthe origin of
the Xnet. They made an enemy they'll never forget,' that sort of thing. But to be honest, 1'd rather not
havetotdl that sory if | don't haveto.

"I'd rather have anice clean tale about the secret prison on our doorstep, without having to argue about
whether the prisonersthere are the sort of people likely to walk out the doors and establish an
underground movement bent on destabilizing the federa government. I'm sure you can understand that.”

| did. If the Xnet was part of the story, some people would say, see, they need to put guyslikethat injail
or they'll sart ariot.

"Thisisyour show," | said. "I think you need to tell the world about Darryl. When you do that, it'sgoing
to tell the DHS that I've gone public and they're going to go after me. Maybe they'll figure out then that
I'm involved with the Xnet. Maybe they'll connect meto M1k3y. | guesswhat I'm saying is, once you
publish about Darryl, it'sdl over for me no matter what. I've made my peace with that."

"As good be hanged for asheep asalamb,” she said. "Right. Wdll, that's settled. | want the two of you to
tell me everything you can about the founding and operation of the Xnet, and then | want a
demongtration. What do you use it for? Who e se usesit? How did it spread? Who wrote the software?

Everything."



"Thisll takeawhile” Angesad.

"I've got awhile," Barbarasaid. She drank some coffee and ate afake Oreo. "This could be the most
important story of the War on Terror. This could be the story that topples the government. When you
have agory likethis, you takeit very carefully.”

Chapter 17

This chapter is dedicated to Waterstone's, the national UK bookselling chain. Waterstone'sisa
chain of stores, but each one has the feel of a great independent store, with tons of personality,
great stock (especially audiobooks!), and knowledgeabl e staff.

Water stones

Sowetold her. | found it redly fun, actudly. Teaching people how to use technology is dways exciting.
It's so cool to watch people figure out how the technology around them can be used to make their lives
better. Ange was grest too -- we made an excellent team. We'd trade off explaining how it al worked.

Barbarawas pretty good at this stuff to begin with, of course.

It turned out that she'd covered the crypto wars, the period in the early nineties when civil liberties groups
like the Electronic Frontier Foundation fought for the right of Americansto use strong crypto. | dimly
knew about that period, but Barabaraexplained it in away that made me get goose-pimples.

It's unbelievable today, but there was atime when the government classed crypto as amunition and made
itillegd for anyoneto export or useit on nationa security grounds. Get that? We used to haveillega
math inthiscountry.

The Nationa Security Agency were the rea movers behind the ban. They had a crypto standard that
they said was strong enough for bankers and their customersto use, but not so strong that the mafia
would be able to keep its books secret from them. The standard, DES-56, was said to be practicaly
unbreakable. Then one of EFF's millionaire co-founders built a $250,000 DES-56 cracker that could
break the cipher in two hours.

Still the NSA argued that it should be able to keep American citizens from possessing secretsit couldn't
pry into. Then EFF dedlt its death-blow. In 1995, they represented a Berkeley mathematics grad student
caled Dan Berngtein in court. Bernstein had written a crypto tutorid that contained computer code that
could be used to make a cipher stronger than DES-56. Millions of times stronger. Asfar asthe NSA
was concerned, that made his article into awegpon, and therefore unpublishable.

Wéll, it may be hard to get ajudge to understand crypto and what it means, but it turned out that the
average Appeds Court judge isn't red enthusiastic about telling grad students what kind of articlesthey're
alowed to write. The crypto wars ended with avictory for the good guys when the 9th Circuit Appellate
Divison Court ruled that code was aform of expression protected under the First Amendment --
"Congress shal make no law abridging the freedom of speech.” If you've ever bought something on the
Internet, or sent a secret message, or checked your bank-baance, you used crypto that EFF legalized.
Good thing, too: the NSA just isn't that smart. Anything they know how to crack, you can be sure that
terrorists and mobsters can get around too.

Barbara had been one of the reporters who'd made her reputation from covering the issue. She'd cut her
teeth covering thetail end of the civil rights movement in San Francisco, and she recognized the Smilarity
between the fight for the Condtitution in the redl world and the fight in cyberspace.

So shegot it. | don't think I could have explained this stuff to my parents, but with Barbara it was easy.



She asked smart questions about our cryptographic protocols and security procedures, sometimes asking
stuff | didn't know the answer to -- sometimes pointing out potentia breaksin our procedure.

We plugged in the Xbox and got it online. There were four open WiF nodes visible from the board room
and | told it to change between them at random intervas. She got thistoo -- once you were actually
plugged into the Xnet, it was just like being on the Internet, only some stuff was alittle dower, and it was
al anonymous and unsniffable.

"So now what?' | said aswewound down. I'd talked mysdlf dry and | had aterrible acid fedling from the
coffee. Besides, Ange kept squeezing my hand under the table in away that made me want to break
away and find somewhere private to finish making up for our first fight.

"Now | do journalism. Y ou go away and | research all the things you've told me and try to confirm them
to the extent that | can. I'll let you see what I'm going to publish and I'll let you know when it's going to go
live. I'd prefer that you not talk about this with anyone else now, because | want the scoop and because

| want to make surethat | get the story before it goes all muddy from press speculation and DHS spin.

"I will haveto call the DHS for comment before | go to press, but I'll do that in away that protects you
to whatever extent possible. I'll also be sureto let you know before that happens.

"Onething | need to be clear on: thisisn't your story anymore. It'smine. Y ou were very generousto give
ittomeand I'll try to repay the gift, but you don't get the right to edit anything out, to changeiit, or to stop
me. Thisisnow in motion and it won't stop. Do you understand that?"

| hadn't thought about it in those terms but once she said it, it was obvious. It meant that | had launched
and | wouldn't be ableto recal the rocket. It was going to fal whereit was aimed, or it would go off
course, but it wasin the air and couldn't be changed now. Sometime in the near future, | would stop
being Marcus-- | would be a public figure. I'd be the guy who blew the whistle on the DHS.

I'd be a dead man walking.
| guess Ange was thinking along the same lines, becauise sheld gone a color between white and green.
"Let'sget out of here" shesaid.

#

Ange's mom and sister were out again, which made it easy to decide where we were going for the
evening. It was past supper time, but my parents had known that | was meeting with Barbaraand
wouldn't give meany grief if | came homelate.

When we got to Ange's, | had no urgeto plug in my Xbox. | had had dl the Xnet | could handle for one
day. All I could think about was Ange, Ange, Ange. Living without Ange. Knowing Ange was angry with
me. Ange never going to talk to me again. Ange never going to kissme again.

She'd been thinking the same. | could seeit in her eyes as we shut the door to her bedroom and looked
at each other. | was hungry for her, like you'd hunger for dinner after not eating for days. Like you'd thirst
for aglass of water after playing soccer for three hours straight.

Like none of that. It was more. It was something I'd never felt before. | wanted to eat her whole, devour
her.

Up until now, she'd been the sexua onein our relationship. 1'd et her set and control the pace. It was
amazingly erotic to have her grab me and take off my shirt, drag my faceto hers.



But tonight | couldn't hold back. I wouldn't hold back.

The door clicked shut and | reached for the hem of her t-shirt and yanked, barely giving her timeto lift
her armsas| pulled it over her head. | tore my own shirt over my head, listening to the cotton crackle as
the stitches came loose.

Her eyeswere shining, her mouth open, her breathing fast and shallow. Mine wastoo, my breath and my
heart and my blood dl roaring in my ears.

| took off the rest of our clotheswith equa zest, throwing them into the piles of dirty and clean laundry on
the floor. There were books and papers al over the bed and | swept them aside. We landed on the
unmade bedcl othes a second later, arms around one another, squeezing like we would pull ourselvesright
through one another. She moaned into my mouth and | made the sound back, and | felt her voice buzz in
my voca chords, afeding moreintimate than anything I'd ever felt before.

She broke away and reached for the bedstand. She yanked open the drawer and threw awhite
pharmacy bag on the bed before me. | looked insde. Condoms. Trojans. One dozen spermicidd. Still
sedled. | smiled at her and she smiled back and | opened the box.

#

I'd thought about what it would be likefor years. A hundred timesaday I'd imagined it. Some days, I'd
thought of practically nothing else.

It was nothing like | expected. Parts of it were better. Parts of it were lotsworse. While it was going on,
it felt like an eternity. Afterwards, it seemed to be over in the blink of an eye.

Afterwards, | felt the same. But | dso felt different. Something had changed between us.

It was weird. We were both shy aswe put our clothes on and puttered around the room, looking away,
not meeting each other's eyes. | wrapped the condom in akleenex from a box beside the bed and took it
into the bathroom and wound it with toilet paper and stuck it deep into the trash-can.

When | came back in, Ange was sitting up in bed and playing with her Xbox. | sat down carefully beside
her and took her hand. She turned to face me and smiled. We were both worn out, trembly.

"Thanks" | said.

Shedidn't say anything. Sheturned her face to me. She was grinning hugely, but fat tearswererolling
down her cheeks.

| hugged her and she grabbed tightly onto me. ™Y ou're agood man, Marcus Y alow," she whispered.
"Thank you."

| didn't know what to say, but | squeezed her back. Findly, we parted. She wasn't crying any more, but
shewasdill amiling.

She pointed a my Xbox, on the floor beside the bed. | took the hint. | picked it up and plugged it in and
loggedin.

Same old same old. Lots of email. The new posts on the blogs | read streamed in. Spam. God did | get a
lot of spam. My Swedish mailbox was repeatedly "joe-jobbed" -- used as the return address for spams
sent to hundreds of millions of Internet accounts, so that al the bounces and angry messages came back
to me. | didn't know who was behind it. Maybe the DHS trying to overwhelm my mailbox. Maybe it was



just people pranking. The Pirate Party had pretty good filters, though, and they gave anyone who wanted
it 500 gigabytes of email storage, so | wasn't likely to be drowned any time soon.

| filtered it dl out, hammering on the delete key. | had a separate mailbox for stuff that came in encrypted
to my public key, sncethat waslikely to be Xnet-related and possibly sensitive. Spammers hadn't
figured out that using public keyswould make their junk mail more plausible yet, so for now this worked
well.

There were a couple dozen encrypted messages from people in the web of trust. | skimmed them -- links
to videos and pics of new abuses from the DHS, horror stories about near-escapes, rants about stuff 1'd
blogged. Theusud.

Then | cameto onethat was only encrypted to my public key. That meant that no one else could read it,
but | had no ideawho had written it. It said it came from Masha, which could either beahandle or a
name-- | couldn't tell which.

> M1k3y
> You don't know me, but | know you.

> | was arrested the day that the bridge blew. They questioned me. They decided | was
innocent. They offered me a job: help them hunt down the terrorists who'd killed my
neighbors.

> It sounded like a good deal at the time. Little did | realize that my actual job would turn
out to be spying on kids who resented their city being turned into a police state.

> | infiltrated Xnet on the day it launched. | am in your web of trust. If | wanted to spill my
identity, | could send you email from an address you'd trust. Three addresses, actually.
I'm totally inside your network as only another 17-year-old can be. Some of the emalil
you've gotten has been carefully chosen misinformation from me and my handlers.

> They don't know who you are, but they're coming close. They continue to turn people, to
compromise them. They mine the social network sites and use threats to turn kids into
informants. There are hundreds of people working for the DHS on Xnet right now. |
have their names, handles and keys. Private and public.

> Within days of the Xnet launch, we went to work on exploiting ParanoidLinux. The
exploits so far have been small and insubstantial, but a break is inevitable. Once we
have a zero-day break, you're dead.

> | think it's safe to say that if my handlers knew that | was typing this, my ass would be
stuck in Gitmo-by-the-Bay until | was an old woman.

> Even if they don't break ParanoidLinux, there are poisoned ParanoidXbox distros
floating around. They don't match the checksums, but how many people look at the
checksums? Besides me and you? Plenty of kids are already dead, though they don't
know it.

> All that remains is for my handlers to figure out the best time to bust you to make the
biggest impact in the media. That time will be sooner, not later. Believe.

> You're probably wondering why I'm telling you this.
> | am too.

> Here's where | come from. | signed up to fight terrorists. Instead, I'm spying on
Americans who believe things that the DHS doesn't like. Not people who plan on
blowing up bridges, but protestors. | can't do it anymore.

> But neither can you, whether or not you know it. Like | say, it's only a matter of time until



you're in chains on Treasure Island. That's not if, that's when.

> So I'm through here. Down in Los Angeles, there are some people. They say they can
keep me safe if | want to get out.

> | want to get out.

> | will take you with me, if you want to come. Better to be a fighter than a martyr. If you
come with me, we can figure out how to win together. I'm as smart as you. Believe.

> What do you say?
> Here's my public key.
> Masha
#

When in trouble or in doubt, run in circles, scream and shout.

Ever hear that rhyme? It's not good advice, but at least it's easy to follow. | leapt off the bed and paced
back and forth. My heart thudded and my blood sang in a crud parody of theway I'd felt when we got
home. Thiswasn't sexua excitement, it wasraw terror.

"What?' Angesaid. "What?'

| pointed at the screen on my side of the bed. Sherolled over and grabbed my keyboard and scribed on
the touchpad with her fingertip. Sheread in silence.

| paced.

"Thishasto belies," shesad. "The DHS s playing games with your head."
| looked at her. Shewas biting her lip. Shedidn't look like she believed it.
"Youthink?'

"Sure. They can't beat you, S0 they're coming after you using Xnet."
"Yesh"

| sat back down on the bed. | was breathing fast again.

"Chill out," shesaid. "It'sjust head-games. Here."

She never took my keyboard from me before, but now there was anew intimacy between us. She hit
reply and typed,

> Nice try.
She was writing as M 1k3y now, too. We were together in away that was different from before.

"Go ahead and sign it. Well seewhat she says."

| didn't know if that was the best idea, but | didn't have any better ones. | signed it and encrypted it with
my private key and the public key Masha had provided.

Thereply wasingant.

> | thought you'd say something like that.



> Here's a hack you haven't thought of. | can anonymously tunnel video over DNS. Here
are some links to clips you might want to look at before you decide I'm full of it. These
people are all recording each other, all the time, as insurance against a back-stab.
It's pretty easy to snoop off them as they snoop on each other.

> Masha

Attached was source-code for alittle program that appeared to do exactly what Masha claimed: pull
video over the Domain Name Service protocol.

Let me back up amoment here and explain something. At the end of the day, every Internet protocol is
just asequence of text sent back and forth in a prescribed order. It'skind of like getting atruck and
putting acar in it, then putting amotorcycle in the car's trunk, then attaching abicycle to the back of the
motorcycle, then hanging apair of Rollerblades on the back of the bike. Except that then, if you want,
you can atach the truck to the Rollerblades.

For example, take Simple Mail Transport Protocol, or SMTP, which is used for sending email.
Here's a sample conversation between me and my mail server, sending a message to mysdlf:

> HELO littlebrother.com.se

250 mail.pirateparty.org.se Hello mail.pirateparty.org.se, pleased to meet you
> MAIL FROM:m1k3y@littlebrother.com.se

250 2.1.0 m1k3y@littlebrother.com.se... Sender ok

> RCPT TO:m1k3y@littlebrother.com.se

250 2.1.5 m1k3y@littlebrother.com.se... Recipient ok

> DATA

354 Enter mail, end with "." on a line by itself

> When in trouble or in doubt, run in circles, scream and shout
>,

250 2.0.0 K5SMW0xQ006174 Message accepted for delivery
QUIT

221 2.0.0 mail.pirateparty.org.se closing connection
Connection closed by foreign host.

This conversation's grammar was defined in 1982 by Jon Postel, one of the Internet's heroic forefathers,
who used to literdly run the most important servers on the net under his desk at the University of
Southern California, back in the paeolithic era

Now, imagine that you hooked up amail-server to an IM session. Y ou could send an IM to the server
that said "HEL O littlebrother.com.se" and it would reply with 250 mail.pirateparty.org.se Hello
mail.pirateparty.org.se, pleased to meet you." In other words, you could have the same conversation
over IM asyou do over SMTP. With the right tweaks, the whole mail-server business could take place
insde of achat. Or aweb-sesson. Or anything el se.

Thisiscaled "tunneling.” Y ou put the SMTPindde achat "tunnel.” Y ou could then put the chat back into
an SMTPtunnd if you wanted to be redly weird, tunneling the tunnd in another tunndl.

Infact, every Internet protocol is susceptible to this process. It's cool, because it meansthat if you're on
anetwork with only Web access, you can tunnd your mail over it. Y ou can tunne your favorite P2P over



it. Y ou can even tunnel Xnet -- whichitself isatunnd for dozens of protocols-- over it.

Domain Name Serviceis an interesting and ancient Internet protocol, dating back to 1983. It'sthe way
that your computer converts acomputer's name -- like pirateparty.org.se -- to the | P number that
computers actually useto talk to each other over the net, like 204.11.50.136. It generdly workslike
magic, even though it's got millions of moving parts -- every ISP runsa DNS server, as do most
governments and lots of private operators. These DNS boxes dl talk to each other dl the time, making
and filling requests to each other so no matter how obscure the nameis you feed to your computer, it will
be ableto turn it into anumber.

Before DNS, there wasthe HOST Sfile. Believeit or not, this was asingle document that listed the name
and address of every single computer connected to the Internet. Every computer had acopy of it. This
file was eventually too big to move around, so DNSwas invented, and ran on aserver that used to live
under Jon Postel's desk. If the cleaners knocked out the plug, the entire Internet lost its ability to find
itsdlf. Serioudy.

The thing about DNStoday isthat it's everywhere. Every network hasa DNS server living oniit, and dl
of those servers are configured to talk to each other and to random people al over the Internet.

What Masha had done was figure out away to tunnd avideo-streaming system over DNS. Shewas
breaking up the video into hillions of pieces and hiding each of them in anormal messageto aDNS
server. By running her code, | was ableto pull the video from al those DNS servers, dl over the
Internet, at incredible speed. It must have looked bizarre on the network histograms, like | waslooking
up the address of every computer in the world.

But it had two advantages | appreciated a once: | was able to get the video with blinding speed -- as
soon as| clicked thefirst link, | started to receive full-screen pictures, without any jitter or stuttering --
and | had no ideawhere it was hosted. It was totally anonymous.

At firgt | didn't even clock the content of the video. | wastotally floored by the cleverness of this hack.
Streaming video from DNS? That was so smart and weird, it was practicaly perverted.

Gradudly, what | was seeing beganto sink in.

It was aboard-room table in asmall room with amirror down onewadll. | knew that room. I'd sat in that
room, while Severe-Haircut woman had made me speak my password aoud. There were five
comfortable chairs around the table, each with acomfortable person, al in DHS uniform. | recognized
Magor Generd Graeme Sutherland, the DHS Bay Areacommander, dong with Severe Haircut. The
otherswere new to me. They dl watched a video screen at the end of the table, on which therewas an
infinitely more familiar face.

Kurt Rooney was known nationally asthe President's chief strategist, the man who returned the party for
itsthird term, and who was steaming towards afourth. They caled him "Ruthless' and I'd seen anews
report once about how tight arein he kept his saffers on, caling them, IMing them, watching their every
motion, controlling every step. Hewas old, with alined face and pale gray eyes and aflat nose with
broad, flared nogtrils and thin lips, aman who looked like he was smélling something bad dl the time.

He was the man on the screen. He was talking, and everyone else was focused on his screen, everyone
taking notes asfast asthey could type, trying to look smart.

"-- sgy that they're angry with authority, but we need to show the country that it'sterrorists, not the
government, that they need to blame. Do you understand me? The nation does not lovethat city. Asfar
asthey're concerned, it isa Sodom and Gomorrah of fags and athelstswho deservetorot in hell. The



only reason the country cares what they think in San Francisco isthat they had the good fortune to have
been blown to hell by some Idamic terrorigts.

"These Xnet children are getting to the point where they might start to be useful to us. The moreradical
they get, the more the rest of the nation understands that there are threats everywhere."

Hisaudiencefinished typing.

"We can control that, | think," Severe Haircut Lady said. " Our peoplein the Xnet have built up alot of

influence. The Manchurian Bloggers are running as many asfifty blogs each, flooding the chat channdls,
linking to each other, mosily just taking the party line set by this M 1k3y. But they've dready shown that
they can provoke radica action, even when M 1k3y is putting the brakes on.”

Magor General Sutherland nodded. "We have been planning to leave them underground until about a
month before the midterms.” | guessed that meant the mid-term elections, not my exams. "That's per the
origina plan. But it soundslike--"

"Weve got another plan for the midterms,” Rooney said. "Need-to-know, of course, but you should all
probably not plan on traveling for the month before. Cut the Xnet |0ose now, as soon as you can. So
long asthey're moderates, they're aliability. Keep themradica.”

Thevideo cut off.

Ange and | sat on the edge of the bed, looking at the screen. Ange reached out and started the video
again. We watched it. It was worse the second time.

| tossed the keyboard aside and got up.

"l am so sick of being scared,” | said. "Let'stake thisto Barbaraand have her publishit al. Putit al on
the net. Let them take me away. At least I'll know what's going to happen then. At least then I'll have a
litle certainty inmy life"

Ange grabbed me and hugged me, soothed me. "I know baby, | know. It'sal terrible. But you're
focusing on the bad stuff and ignoring the good stuff. Y ou've created a movement. Y ou've outflanked the
jerksin the White House, the crooks in DHS uniforms. Y ou've put yoursdlf in aposition where you could
be responsible for blowing the lid off of the entire rotten DHS thing.

"Sure they're out to get you. Course they are. Have you ever doubted it for amoment? | aways figured
they were. But Marcus, they don't know who you are. Think about that. All those people, money, guns
and spies, and you, a seventeen year old high school kid -- you're still beating them. They don't know
about Barbara. They don't know about Zeb. Y ou've jammed them in the streets of San Francisco and
humiliated them before the world. So sop moping, dl right?'Y ou're winning."

"They're coming for me, though. Y ou seethat. They're going to put mein jail forever. Not evenjail. I'll
just disappear, like Darryl. Maybe worse. Maybe Syria. Why leave mein San Francisco? I'm aliability
aslongasI'minthe USA."

She sat down on the bed with me.
"Yeah," shesad. "That."
"Tha."

"Well, you know what you have to do, right?"



"What?' Shelooked pointedly a my keyboard. | could see the tearsrolling down her cheeks. "No!
Y ou're out of your mind. Y ou think I'm going to run off with some nut off the Internet? Some spy?"

"Y ou got a better idea?'

| kicked apile of her laundry into the air. "Whatever. Fine. I'll talk to her some more.”
"Youtak to her,” Angesaid. "Youtdl her you and your girlfriend are getting out.”
What?"

"Shut up, dickhead. Y ou think you're in danger? I'min just as much danger, Marcus. It's called guilt by
association. When you go, | go." She had her jaw thrust out at amutinousangle. "You and | -- we're
together now. Y ou have to understand that."

We sat down on the bed together.

"Unlessyou don't want me," shesaid, finaly, inasmal voice.
"Y ou'rekidding me, right?*

"Do look likeI'm kidding?"

"Theres no way | would voluntarily go without you, Ange. | could never have asked you to come, but
I'm ecdtatic that you offered.”

She smiled and tossed me my keyboard.
"Email this Masha creature, Let's see what this chick can do for us."

| emailed her, encrypting the message, waiting for areply. Ange nuzzled mealittleand | kissed her and
we necked. Something about the danger and the pact to go together -- it made me forget the
awkwardness of having sex, made me fresking horny as hell.

We were haf naked again when Mashas email arrived.

> Two of you? Jesus, like it won't be hard enough already.

> | don't get to leave except to do field intelligence after a big Xnet hit. You get me? The
handlers watch my every move, but | go off the leash when something big happens with
Xnetters. | get sent into the field then.

> You do something big. | get sent to it. | get us both out. All three of us, if you insist.

> Make it fast, though. | can't send you a lot of email, understand? They watch me. They're
closing in on you. You don't have a lot of time. Weeks? Maybe just days.

> | need you to get me out. That's why I'm doing this, in case you're wondering. | can't
escape on my own. | need a big Xnet distraction. That's your department. Don't fail me,
M1k3y, or we're both dead. Your girlie too.

> Masha

My phone rang, making us both jump. 1t was my mom wanting to know when | was coming home. | told
her | was on my way. She didn't mention Barbara. We'd agreed that we wouldn't talk about any of this
stuff on the phone. That was my dad'sidea. He could be as paranoid as me.

"l havetogo,” | said.



"Our parentswill be--"

"I know," | said. "'l saw what happened to my parents when they thought | was dead. Knowing that I'm a
fugitive isn't going to be much better. But they'd rather | be afugitive than aprisoner. That'swhat | think.
Anyway, once we disgppear, Barbara can publish without worrying about getting usinto trouble.”

We kissed at the door of her room. Not one of the hot, doppy numbers we usudly did when parting
ways. A sweet kissthistime. A dow kiss. A goodbyekind of kiss.

#

BART rides are introspective. When the train rocks back and forth and you try not to make eye contact
with the other riders and you try not to read the ads for plagtic surgery, bail bondsmen and AIDStesting,
when you try to ignore the graffiti and not look too closdly at the Stuff in the carpeting. That's when your
mind startsto redlly churn and churn.

Y ou rock back and forth and your mind goes over dl the things you've overlooked, plays back al the
movies of your life where you're no hero, where you're achump or a sucker.

Y our brain comes up with theorieslike thisone:

If the DHS wanted to catch M1k3y, what better way than to lure him into the open, panic himinto
leading some kind of big, public Xnet event? Wouldn't that be worth the chance of a
compromising video leaking?

Y our brain comes up with stuff like that even when the train ride only laststwo or three stops. When you
get off, and you start moving, the blood gets running and sometimes your brain helps you out again.

Sometimes your brain gives you solutionsin addition to problems.
Chapter 18

This chapter is dedicated to Vancouver's multilingual Sophia Books, a diverse and exciting store
filled with the best of the strange and exciting pop culture worlds of many lands. Sophia was
around the corner from my hotel when | went to Van to give a talk at Smon Fraser University,
and the Sophia folks emailed me in advance to ask me to drop in and sign their stock while | was
in the neighborhood. When | got there, | discovered a treasure-trove of never-before-seen works
in adizzying array of languages, from graphic novels to thick academic treatises, presided over by
good-natured (even sapstick) staff who so palpably enjoyed their jobs that it spread to every
customer who stepped through the door.

Sophia Books: 450 West Hastings ., Vancouver, BC Canada V6B1L1 +1 604 684 0484

There was atime when my favorite thing in the world was putting on a cape and hanging out in hotels,
pretending to be an invisible vampire whom everyone sared at.

It's complicated, and not nearly asweird asit sounds. The Live Action Role Playing scene combinesthe
best aspects of D& D with drama club with going to sci-fi cons.

| understand that this might not make it sound as gppedling to you asit wasto mewhen | was 14.

The best games were the ones at the Scout Camps out of town: a hundred teenagers, boys and girls,
fighting the Friday night traffic, swapping stories, playing handheld games, showing off for hours. Then
debarking to stand in the grass before agroup of older men and women in bad-ass, home-made armor,



dented and scarred, like armor must have been in the old days, not likeit's portrayed in the movies, but
like asoldier's uniform after amonth in the bush.

These people were nomindly paid to run the games, but you didn't get the job unless you were the kind
of person who'd do it for free. They'd have aready divided usinto teams based on the questionnaires
weld filled in beforehand, and we'd get our team assignments then, like being called up for baseball
Sdes.

Then you'd get your briefing packages. These were like the briefings the spies get in the movies: heré's
your identity, heré's your mission, here's the secrets you know about the group.

From there, it wastimefor dinner: roaring fires, meet popping on spits, tofu sizzling on skillets (it's
northern Cdifornia, avegetarian option isnot optiond), and astyle of eating and drinking that can only be
described as quaffing.

Already, the keen kids would be getting into character. My first game, | wasawizard. | had abag of
beanbags that represented spells -- when | threw one, | would shout the name of the spell | was casting
-- fireball, magic missle, cone of light -- and the player or "mongter” | threw it at would kel over if |
connected. Or not -- sometimeswe had to call in aref to mediate, but for the most part, we were all
pretty good about playing fair. No one liked adice lawyer.

By bedtime, we weredl in character. At 14, | wasn't super-sure what awizard was supposed to sound
like, but | could take my cuesfrom the movies and novels. | spoke in dow, measured tones, keeping my
face composed in asuitably mystica expression, and thinking mystical thoughts.

The mission was complicated, retrieving asacred relic that had been stolen by an ogre who was bent on
subjugating the people of theland to hiswill. It didn't really matter awholelot. What mattered wasthat |
had a private mission, to capture acertain kind of imp to serve asmy familiar, and that | had a secret
nemesis, another player on the team who had taken part in araid that killed my family when | was aboy,
aplayer who didn't know that I'd come back, bent on revenge. Somewhere, of course, there was
another player with asmilar grudge against me, so that even as | was enjoying the camaraderie of the
team, I'd dways have to keep an eye open for aknifein the back, poison in the food.

For the next two days, we played it out. There were parts of the weekend that were like hide-and-seek,
somethat werelike wilderness surviva exercises, some that were like solving crossword puzzles. The
game-masters had done a gresat job. And you redly got to be friends with the other people on the
mission. Darryl wasthetarget of my first murder, and | put my back into it, even though hewas my pd.
Nice guy. Shame I'd haveto kill him.

| firebaled him as he was seeking out treasure after we wiped out aband of orcs, playing
rock-papers-scissors with each orc to determine who would prevail in combat. Thisisalot more exciting
than it sounds.

It was like summer camp for drama geeks. Wetaked until late at night in tents, looked at the sars,
jumped in the river when we got hot, dapped awvay mosguitos. Became best friends, or lifelong enemies.

| don't know why Charles's parents sent him LARPing. He wasn't the kind of kid who redlly enjoyed that
kind of thing. He was more the pulling-wings-off-flies type. Oh, maybe not. But he just was not into being
in costume in the woods. He spent the whole time mooching around, sneering at everyone and
everything, trying to convince usdl that we weren't having the good timewe dl felt like we were having.

Y ou've no doubt found that kind of person before, the kind of person who is compelled to ensure that
everyone else hasarotten time.



The other thing about Charles was that he couldn't get the hang of smulated combat. Once you start
running around the woods and playing these e aborate, semi-military games, it's easy to get totally
adrenalized to the point where you're ready to tear out someone's throat. Thisisnot agood stateto bein
when you're carrying a prop sword, club, pike or other utensil. Thisiswhy no oneisever alowed to hit
anyone, under any circumstances, in these games. Instead, when you get close enough to someone to
fight, you play aquick couple rounds of rock-paper-scissors, with modifiers based on your experience,
armaments, and condition. The referees mediate disputes. It's quite civilized, and alittleweird. You go
running after someone through the woods, catch up with him, bare your teeth, and st down to play alittle
roshambo. But it works -- and it keeps everything safe and fun.

Charles couldn't redlly get the hang of this. | think he was perfectly capable of understanding thet therule
was no contact, but he was smultaneoudy capable of deciding that the rule didn't matter, and that he
wasn't going to abide by it. The refs caled him on it abunch of times over the weekend, and he kept on
promising to stick by it, and kept on going back. He was one of the bigger kids there dready, and he
wasfond of "accidentaly" tackling you at the end of achase. Not fun when you get tackled into the
rocky forest floor.

| had just mightily smote Darryl in alittle clearing where held been treasure-hunting, and we were having
alittlelaugh over my extreme sneakiness. He was going to go monstering -- killed players could switch to
playing monsters, which meant that the longer the game wore on, the more monsters there were coming
after you, meaning that everyone got to keep on playing and the game's battles just got more and more

epic.

That was when Charles came out of the woods behind me and tackled me, throwing me to the ground so
hard that | couldn't bresthe for amoment. "Gotchal" he yelled. | only knew him dightly before this, and
I'd never thought much of him, but now | wasready for murder. | climbed dowly to my feet and looked
a him, his chest heaving, grinning. "Y ou're so dead,” hesaid. "I totaly got you.”

| smiled and something felt wrong and sorein my face. | touched my upper lip. It was bloody. My nose
was bleeding and my lip was split, cut on aroot I'd face-planted into when he tackled me.

| wiped the blood on my pants-leg and smiled. | madelike | thought that it wasdl infun. | laughed alittle.
| moved towards him.

Charleswasn't fooled. He was dready backing away, trying to fade into the woods. Darryl moved to
flank him. | took the other flank. Abruptly, he turned and ran. Darryl'sfoot hooked his ankle and sent him
orawling. Werushed him, just in timeto hear aref'swhistle.

Theref hadn't seen Charlesfoul me, but he/d seen Charless play that weekend. He sent Charles back to
the camp entrance and told him he was out of the game. Charles complained mightily, but to our
satisfaction, the ref wasn't having any of it. Once Charles had gone, he gave us both alecture, too, telling
usthat our retaliation was no more justified than Charless attack.

It was OK. That night, once the games had ended, we dl got hot showersin the scout dorms. Darryl and
| stole Charless clothes and towel. Wetied them in knots and dropped them in the urinal. A lot of the
boys were happy to contribute to the effort of soaking them. Charles had been very enthusiastic about his
tackles.

| wish | could have watched him when he got out of his shower and discovered his clothes. It'sahard
decision: do you run naked across the camp, or pick apart the tight, piss-soaked knotsin your clothes
and then put them on?

He chose nudity. | probably would have chosen the same. We lined up aong the route from the showers



to the shed where the packs were stored and applauded him. | was at the front of the line, leading the
applause.

#

The Scout Camp weekends only came three or four times ayear, which left Darryl and me -- and lots of
other LARPers-- with aserious LARP deficiency in our lives.

Luckily, there were the Wretched Daylight gamesin the city hotels. Wretched Daylight isanother LARP,
rival vampire clans and vampire hunters, and it's got its own quirky rules. Players get cardsto help them
resolve combat skirmishes, so each skirmish involves playing alittle hand of astrategic card game.
Vampires can become invisible by cloaking themsdlves, crossing their arms over their chests, and al the
other players have to pretend they don't see them, continuing on with their conversations about their plans
and so on. Thetruetest of agood player iswhether you're honest enough to go on spilling your secretsin
front of an "invisble' riva without acting as though he wasin the room.

There were a couple of big Wretched Daylight games every month. The organizers of the gameshad a
good relationship with the city's hotel s and they let it be known that they'd take ten unbooked rooms on
Friday night and fill them with playerswho'd run around the hotel, playing low-key Wretched Daylight in
the corridors, around the pool, and so on, eating at the hotel restaurant and paying for the hotel WiF.
They'd close the booking on Friday afternoon, email us, and we'd go straight from school to whichever
hotel it was, bringing our knapsacks, deeping six or eight to aroom for the weekend, living on junk-food,
playing until three AM. It was good, safe fun that our parents could get behind.

The organizers were awell-known literacy charity that ran kids writing workshops, dramaworkshops
and so on. They had been running the games for ten years without incident. Everything was drictly
booze- and drug-free, to keep the organizers from getting busted on some kind of corruption of minors
rap. Wed draw between ten and a hundred players, depending on the weekend, and for the cost of a
couple movies, you could have two and a half days worth of solid fun.

One day, though, they lucked into ablock of rooms at the Monaco, a hotedl in the Tenderloin that catered
to arty older tourigts, the kind of place where every room came with agoldfish bowl, where the [obby
wasfull of beautiful old peoplein fine clothes, showing off their plastic surgery results.

Normally, the mundanes -- our word for non-players -- just ignored us, figuring that we were skylarking
kids. But that weekend there happened to be an editor for an Italian travel magazine staying, and he took
an interest in things. He cornered me as| skulked in the lobby, hoping to spot the clan-master of my
rivals and swoop in on him and draw hisblood. | was standing againgt the wall with my armsfolded over
my chest, being invisible, when he came up to me and asked me, in accented English, what me and my
friends were doing in the hotel that weekend?

| tried to brush him off, but he wouldn't be put off. So | figured I'd just make something up and held go
avay.

| didn't imaginethat he'd print it. | redly didn't imagine that it would get picked up by the American press.
"We're here because our prince has died, and so we've had to comein search of anew ruler.”
"A prince?'

"Yes" | said, getting into it. "We're the Old People. We came to Americain the 16th Century and have
had our own royd family in the wilds of Pennsylvaniaever snce. Welive smply in the woods. We don't
use modern technology. But the prince was the last of the line and he died last week. Someterrible



wasting disease took him. The young men of my clan haveleft to find the descendants of his great-uncle,
who went away to join the modern peoplein the time of my grandfather. Heis said to have multiplied,
and wewill find thelast of his bloodline and bring them back to their rightful home."

| reed alot of fantasy novels. Thiskind of thing came easily to me.

"We found awoman who knew of these descendants. She told us one was staying in this hotel, and
we've cometo find him. But we've been tracked here by ariva clan who would keep us from bringing
home our prince, to keep usweak and easy to dominate. Thusit isvital we keep to ourselves. We do
not talk to the New People when we can help it. Talking to you now causes me greet discomfort.”

He was watching me shrewdly. | had uncrossed my arms, which meant that | was now "visble' toriva
vampires, one of whom had been dowly snesking up on us. At the last moment, | turned and saw her,
arms spread, hissing at us, vamping it up in high style.

| threw my armswide and hissed back at her, then pelted through the lobby, hopping over aleather sofa
and deking around a potted plant, making her chase me. I'd scouted an escape route down through the
gtairwell to the basement health-club and | took it, shaking her off.

| didn't see him again that weekend, but | did relate the story to some of my fellow LARPers, who
embroidered the tale and found lots of opportunitiesto tell it over the weekend.

The Italian magazine had a staffer who'd done her master's degree on Amish anti-technology communities
inrura Pennsylvania, and she thought we sounded awfully interesting. Based on the notes and taped
interviews of her boss from histrip to San Francisco, she wrote afascinating, heart-wrenching article
about these weird, juvenile cultists who were crisscrossng Americain search of their "prince.” Hell,

people will print anything these days.

But the thing was, stories like that get picked up and republished. First it was Itdian bloggers, then afew
American bloggers. People across the country reported "sightings' of the Old People, though whether
they were making it up, or whether others were playing the same game, | didn't know.

It worked itsway up the mediafood-chain dl the way to the New York Times, who, unfortunatdly, have
an unhealthy appetite for fact-checking. The reporter they put on the story eventudly tracked it down to
the Monaco Hotel, who put them in touch with the LARP organizers, who laughingly spilled the whole
gory.

Wéll, at that point, LARPiIng got alot less cool. We became known as the nation's foremost hoaxers, as
welrd, pathologica liars. The presswho we'd inadvertently tricked into covering the story of the Old
People were now interested in redeeming themsalves by reporting on how unbelievably weird we
LARPerswere, and that was when Charles et everyonein school know that Darryl and | were the
biggest LARPing weeniesin the city.

That was not agood season. Some of the gang didn't mind, but we did. The teasing was merciless.
Charlesledit. I'd find plastic fangsin my bag, and kids| passed in the hal would go "bleh, bleh” likea
cartoon vampire, or they'd talk with fake Transylvanian accents when | was around.

We switched to ARGIng pretty soon afterwards. It was more fun in someways, and it was alot less
weird. Every now and again, though, | missed my cape and those weekendsin the hotel.

#

The opposite of esprit d'escalier isthe way that life's embarrassments come back to haunt us even after



they'relong past. | could remember every stupid thing I'd ever said or done, recall them with
picture-perfect clarity. Any time | wasfeding low, I'd naturaly start to remember other times | felt that
way, a hit-parade of humiliations coming one after another to my mind.

As| tried to concentrate on Masha and my impending doom, the Old People incident kept coming back
to haunt me. Thered been asimilar, sck, sinking doomed fedling then, as more and more press outlets
picked up the story, asthe likelihood of someone figuring out that it had been me who'd sprung the story
on the stupid Itaian editor in the designer jeans with crooked seams, the starched collarless shirt, and the
oversized metd-rimmed glasses.

Therés an dternative to dwelling on your mistakes. Y ou can learn from them.

It'sagood theory, anyway. Maybe the reason your subconscious dredges up al these miserable ghostsis
that they need to get closure before they can rest peacefully in humiliation afterlife. My subconscious kept
vigiting me with ghostsin the hopes that | would do something to let them rest in peace.

All theway home, | turned over this memory and the thought of what | would do about "Masha," in case
shewas playing me. | needed some insurance.

And by thetime | reached my house -- to be swept up into melancholy hugs from Mom and Dad -- |
hadit.

#

Thetrick wasto timethis so that it happened fast enough that the DHS couldn't prepare for it, but with a
long enough lead time that the Xnet would have timeto turn out in force.

Thetrick wasto stage this so that there were too many present to arrest usdl, but to put it somewhere
that the press could see it and the grownups, so the DHS wouldn't just gas us again.

Thetrick was to come up with something with the media friendliness of the levitation of the Pentagon.
Thetrick wasto to stage something that we could raly around, like 3,000 Berkeley students refusing to
let one of their number be taken away in apolice van.

Thetrick wasto put the press there, ready to say what the police did, the way they had in 1968 in
Chicago.

It was going to be sometrick.

| cut out of school an hour early the next day, using my customary techniques for getting out, not caring if
it would trigger some kind of new DHS checker that would result in my parents getting anote.

Oneway or another, my parents last problem after tomorrow would be whether | wasin trouble at
school.

| met Ange at her place. She'd had to cut out of school even earlier, but shed just made abig deal out of
her cramps and pretended she was going to kedl over and they sent her home.

We gtarted to spread the word on Xnet. We sent it in email to trusted friends, and IMmed it to our
buddy lists. We roamed the decks and towns of Clockwork Plunder and told our team-mates. Giving
everyone enough information to get them to show up but not so much asto tip our hand to the DHS was
tricky, but | thought | had just the right balance:

> VAMPMOB TOMORROW



> If you're a goth, dress to impress. If you're not a goth, find a goth and borrow some
clothes. Think vampire.

> The game starts at 8:00AM sharp. SHARP. Be there and ready to be divided into
teams. The game lasts 30 minutes, so you'll have plenty of time to get to school
afterward.

> Location will be revealed tomorrow. Email your public key to
m1k3y@littlebrother.pirateparty.org.se and check your messages at 7AM for the
update. If that's too early for you, stay up all night. That's what we're going to do.

> This is the most fun you will have all year, guaranteed.
> Believe.
> M1k3y

Then | sent a short message to Masha.

> Tomorrow
> M1k3y
A minute later, she emailed back:

> | thought so. VampMob, huh? You work fast. Wear a red hat. Travel light.
#

What do you bring along when you go fugitive?1'd carried enough heavy packs around enough scout
campsto know that every ounce you add cutsinto your shoulders with al the crushing force of gravity
with every step you take -- it's not just one ounce, it's one ounce that you carry for amillion steps. It'sa
ton.

"Right," Ange said. "Smart. And you never take more than three days worth of clothes, either. You can
rinse stuff out in the sink. Better to have a spot on your t-shirt than a suitcase that's too big and heavy to
stash under a plane-seat.”

Sheld pulled out abalistic nylon courier bag that went across her chest, between her breasts --
something that made me get alittle swesaty -- and dung diagonally across her back. It was roomy inside,
and she'd st it down on the bed. Now she was piling clothes next to it.

"| figure that three t-shirts, apair of pants, apair of shorts, three changes of underwear, three pairs of
socks and asweater will doiit.”

She dumped out her gym bag and picked out her toiletries. "I'll have to remember to stick my toothbrush
intomorrow morning before | head down to Civic Center."

Watching her pack wasimpressive. Shewas ruthless about it al. It was also freaky -- it made meredize
that the next day, | was going to go away. Maybe for along time. Maybe forever.

"Do | bring my Xbox?" she asked. "I've got aton of stuff on the hard-drive, notes and sketches and
email. | wouldn't want it to fall into the wrong hands."

"It'sal encrypted,” | said. "That's standard with ParanoidXbox. But leave the Xbox behind, ther€ll be
plenty of themin LA. Just create a Pirate Party account and email an image of your hard-drive to
yoursdlf. I'm going to do the same when | get home."

She did so, and queued up the emall. It was going to take a couple hoursfor all the data to squeeze



through her neighbor's WiFi network and wing itsway to Sweden.

Then she closed the flap on the bag and tightened the compression straps. She had something the size of
asoccer-bal dung over her back now, and | stared admiringly at it. She could walk down the street with
that under her shoulder and no one would ook twice -- she looked like she was on her way to schoal.

"One morething," she said, and went to her bedside table and took out the condoms. She took the strips
of rubbers out of the box and opened the bag and stuck them inside, then gave me adap on the ass.

"Now what?' | said.
"Now we go to your place and do your stuff. It'stime | met your parents, no?"

She left the bag amid the piles of clothes and junk al over the floor. She was ready to turn her back on
all of it, walk away, just to be with me. Just to support the cause. It made mefed brave, too.

#

Mom was aready home when | got there. She had her laptop open on the kitchen table and was
answering email whiletalking into a headset connected to it, hel ping some poor Y orkshireman and his
family acdimateto livingin Louisana

| came through the door and Ange followed, grinning like mad, but holding my hand so tight | could fedl
the bones grinding together. | didn't know what she was so worried about. It wasn't like she was going to
end up spending alot of time hanging around with my parents after this, even if it went badly.

Mom hung up on the Y orkshireman when we got in.
"Hello, Marcus," she said, giving me akiss on the cheek. "And who isthis?’
"Mom, meet Ange. Ange, thisismy Mom, Lillian." Mom stood up and gave Ange a hug.

"It's very good to meet you, darling,” she said, looking her over from top to bottom. Ange looked pretty
acceptable, | think. She dressed well, and low-key, and you could tell how smart shewas just by looking
a her.

"A pleasureto meet you, MrsYalow," she said. She sounded very confident and sdalf-assured. Much
better than | had when I'd met her mom.

"It'sLillian, love" shesaid. Shewastaking in every detail. "Are you staying for dinner?'
"I'd lovethat," shesaid.

"Do you eat meat?' Mom's pretty acclimated to living in Cdifornia.

"| eat anything that doesn't eat mefirdt," she said.

"She'sa hot-sauce junkie,” | said. ™Y ou could serve her old tires and sheld eat 'em if she could smother
theminsdsa”

Ange socked me gently in the shoulder.
"l wasgoing to order Thai," Mom said. "I'll add a couple of their five-chili dishesto the order.”

Ange thanked her politely and Mom bustled around the kitchen, getting us glasses of juice and a plate of



biscuits and asking threetimes if we wanted any tea | squirmed alittle.
"Thanks, Mom," | said. "We're going to go upstairsfor awhile."

Mom's eyes narrowed for asecond, then she smiled again. " Of course,” she said. "Y our father will be
homein an hour, well eat then.”

| had my vampire stuff al stashed in the back of my closet. | let Ange sort through it while | went through
my clothes. | wasonly going asfar asLA. They had storesthere, dl the clothing | could need. | just
needed to get together three or four favorite tees and afavorite pair of jeans, atube of deodorant, aroll
of dentd floss.

"Money!" | said.

"Yeah," shesaid. "l was going to clean out my bank account on theway home at an ATM. I've got
maybe five hundred saved up.”

"Reglly?"

"What am | going to spend it on?" she said. "Ever sincethe Xnet, | haven't had to even pay any service
charges.”

"| think I've got three hundred or s0."
"Well, there you go. Grab it on the way to Civic Center in the morning.”

| had a big book-bag I used when | was hauling lots of gear around town. It was less conspicuous than
my camping pack. Ange went through my piles mercilesdy and culled them down to her favorites.

Once it was packed and under my bed, we both sat down.
"We're going to have to get up redly early tomorrow,” she said.
"Yeah, big day."

The plan was to get messages out with abunch of fake VampM ob locations tomorrow, sending people
out to secluded spots within afew minutes walk of Civic Center. Wed cut out a spray-paint stencil that
just ssid VAMPMOB CIVIC CENTER -> -> that | we would spray-paint at those spots around 5SAM.
That would keep the DHS from locking down the Civic Center before we got there. | had the mailbot
ready to send out the messagesat 7AM -- I'd just leave my Xbox running when | went out.

"How long. . ." Shetrailed off.

"That's what 1've been wondering, too,” | said. "It could be along time, | suppose. But who knows? With
Barbaras article coming out --" I'd queued an emall to her for the next morning, too -- "and dl, maybe
welll be heroesin two weeks."

"Maybe," she said and sighed.

| put my arm around her. Her shoulders were shaking.

"I'mterrified,” | said. "'l think that it would be crazy not to beterrified.”
"Yeah," shesad. "Yesh."



Mom called usto dinner. Dad shook Ange's hand. He looked unshaved and worried, the way he had
sincewed goneto see Barbara, but on meeting Ange, alittle of the old Dad came back. She kissed him
on the cheek and heingsted that she call him Drew.

Dinner was actually reglly good. Theice broke when Ange took out her hot-sauce mister and treated her
plate, and explained about Scoville units. Dad tried aforkful of her food and went regling into the kitchen
to drink agallon of milk. Believeit or not, Mom il tried it after that and gave every impression of loving
it. Mom, it turned out, was an undiscovered spicy food prodigy, anatural.

Before she left, Ange pressed the hot-sauce mister on Mom. "I have a spare at home," she said. I'd
watched her pack it in her backpack. "Y ou seem like the kind of woman who should have one of these."

Chapter 19

This chapter is dedicated to the MIT Press Bookshop, a store I've visited on every singletrip to
Boston over the past ten years. MIT, of course, is one of the legendary origin nodes for global
nerd culture, and the campus bookstore lives up to the incredible expectations | had when | first
set foot in it. In addition to the wonderful titles published by the MIT press, the bookshop is a tour
through the most exciting high-tech publications in the world, from hacker zines like 2600 to fat
academic anthologies on video-game design. Thisis one of those stores where | have to ask them
to ship my purchases home because they don't fit in my suitcase.

MIT Press Bookstore: Building E38, 77 Massachusetts Ave., Cambridge, MA USA 02139-4307 +1
617 253 5249

Herésthe email that went out at 7AM the next day, while Ange and | were spray-painting VAMP-MOB
CIVIC CENTER -> -> at dtrategic |locations around town.

> RULES FOR VAMPMOB

> You are part of a clan of daylight vampires. You've discovered the secret of surviving
the terrible light of the sun. The secret was cannibalism: the blood of another vampire
can give you the strength to walk among the living.

> You need to bite as many other vampires as you can in order to stay in the game. If one
minute goes by without a bite, you're out. Once you're out, turn your shirt around
backwards and go referee -- watch two or three vamps to see if they're getting their
bites in.

> To bite another vamp, you have to say "Bite!" five times before they do. So you run up
to a vamp, make eye-contact, and shout "bite bite bite bite bite!" and if you get it out
before she does, you live and she crumbles to dust.

> You and the other vamps you meet at your rendezvous are a team. They are your clan.
You derive no nourishment from their blood.

> You can "go invisible" by standing still and folding your arms over your chest. You can't
bite invisible vamps, and they can't bite you.

> This game is played on the honor system. The point is to have fun and get your vamp
on, not to win.

> There is an end-game that will be passed by word of mouth as winners begin to
emerge. The game-masters will start a whisper campaign among the players when the
time comes. Spread the whisper as quickly as you can and watch for the sign.

> M1k3y
> bite bite bite bite bite!



Wed hoped that a hundred people would be willing to play VampMob. We'd sent out about two
hundred invites each. But when | sat bolt upright at 4AM and grabbed my Xbox, there were 400 replies
there. Four hundred.

| fed the addresses to the bot and stole out of the house. | descended the Stairs, listening to my father
snore and my mom rolling over in their bed. | locked the door behind me.

At 4:15 AM, Potrero Hill was as quiet as the countryside. There were some distant traffic rumbles, and
once, acar crawled past me. | stopped a an ATM and drew out $320 in twenties, rolled them up and
put a rubber-band around them, and stuck the roll in azip-up pocket low on the thigh of my vampire

pants.

| was wearing my cape again, and aruffled shirt, and tuxedo pants that had been modded to have enough
pocketsto carry al my little bits and pieces. | had on pointed boots with silver-skull buckles, and I'd
teased my hair into ablack dandelion clock around my head. Ange was bringing the white makeup and
had promised to do my eyeliner and black nail-polish. Why the hell not? When was the next time | was
going to get to play dressup like this?

Ange met mein front of her house. She had her backpack on too, and fishnet tights, aruffled gothic lolita
maid's dress, white face-paint, elaborate kabuki eye-makeup, and her fingers and throat dripped with
glver jewdry.

"You look great!" we said to each other in unison, then laughed quietly and stole off through the Streets,
Spray-paint cansin our pockets.

#

As| surveyed Civic Center, | thought about what it would ook like once 400 VampM obbers converged
onit. I expected them in ten minutes, out front of City Hal. Already the big plaza teemed with commuters
who nesatly sidestepped the homel ess people begging there.

I've dways hated Civic Center. It's a collection of huge wedding-cake buildings: court houses, museums,
and civic buildingslike City Hall. The sdewalks are wide, the buildings are white. In the tourist guidesto
San Francisco, they manage to photograph it so that it looks like Epcot Center, futuristic and austere.

But on the ground, it's grimy and gross. Homeless people deep on dl the benches. The didtrict isempty
by 6PM except for drunks and druggies, because with only one kind of building there, theres no legit
reason for people to hang around after the sun goes down. It's more like amall than aneighborhood, and
the only businesses there are bail-bondsmen and liquor stores, placesthat cater to the families of crooks
ontrid and the bumswho makeit their nighttime home.

| redly cameto understand dl of thiswhen | read an interview with an amazing old urban planner, a
woman called Jane Jacobs who wasthe first person to redly nail why it waswrong to dice citiesup with
freeways, stick al the poor peoplein housing projects, and use zoning laws to tightly control who got to
do what where.

Jacobs explained that redl cities are organic and they have alot of variety -- rich and poor, white and
brown, Anglo and Mex, retail and resdential and evenindustrial. A neighborhood likethat has dl kinds
of people passing through it at al hours of the day or night, o you get businessesthat cater to every
need, you get people around al the time, acting like eyes on the street.

Y ou've encountered this before. Y ou go walking around some older part of some city and you find that
itsfull of the coolest looking stores, guysin suits and people in fashion-rags, upscale restaurants and



funky cafes, alittle movie theater maybe, houses with elaborate paint-jobs. Sure, there might be a
Starbucks too, but there's a so a neat-looking fruit market and a florist who appears to be three hundred
yearsold as she snips carefully at the flowersin her windows. It's the opposite of aplanned space, like a
mall. It fedslike awild garden or even awoods: likeit grew.

Y ou couldn't get any further from that than Civic Center. | read an interview with Jacobs where she
talked about the great old neighborhood they knocked down to build it. It had been just that kind of
neighborhood, the kind of place that happened without permission or rhyme or reason.

Jacobs said that she predicted that within afew years, Civic Center would be one of the worst
neighborhoods in the city, a ghost-town at night, a place that sustained athin crop of weedy booze shops
and flea-pit motels. In the interview, she didn't seem very glad to have been vindicated; she sounded like
shewas talking about a dead friend when she described what Civic Center had become.

Now it was rush hour and Civic Center was as busy at it could be. The Civic Center BART aso serves
asthemagjor station for Muni trolley lines, and if you need to switch from one to another, that's where you
doit. At BAM, there were thousands of people coming up the gairs, going down the sairs, getting into
and out of taxis and on and off buses. They got squeezed by DHS checkpoints by the different civic
buildings, and routed around aggressive panhandlers. They al smelled like their shampoos and colognes,
fresh out of the shower and armored in their work suits, swinging laptop bags and briefcases. At 8AM,
Civic Center was business centrdl.

And here came the vamps. A couple dozen coming down Van Ness, a couple dozen coming up Market.
More coming from the other side of Market. More coming up from Van Ness. They dipped around the
sde of the buildings, wearing the white face-paint and the black eydiner, black clothes, leather jackets,
huge scompy boots. Fishnet fingerless gloves.

They began tofill up the plaza. A few of the business people gave them passing glances and then |ooked
away, not wanting to let these weirdos into their personal redlities as they thought about whatever crap
they were about to wade through for another eight hours. The vamps milled around, not sure when the
game was on. They pooled together inlarge groups, like an ail spill in reverse, dl thisblack gatheringin
one place. A lot of them sported old-timey hats, bowlers and toppers. Many of the girlswerein full-on
elegant gothic lolitamaid costumes with huge platforms.

| tried to estimate the numbers. 200. Then, five minutes later, it was 300. 400. They were ill streaming
in. The vamps had brought friends.

Someone grabbed my ass. | spun around and saw Ange, laughing so hard she had to hold her thighs,
bent double.

"Look at them al, man, look at them al!" she gasped. The square was twice as crowded asit had been a
few minutes ago. | had no idea how many X netters there were, but easily 1000 of them had just showed
up to my little party. Chrigt.

The DHS and SFPD cops were starting to mill around, talking into their radios and clustering together. |
heard afar-away sren.

"All right," | said, shaking Ange by thearm. "All right, let's go."

We both dipped off into the crowd and as soon as we encountered our first vamp, we both said, loudly,
"Bite bite bite bite bite!" My victim was a stunned -- but cute -- girl with spider-webs drawn on her
hands and smudged mascara running down her cheeks. She said, "Crap," and moved away,
acknowledging that I'd gotten her.



Thecall of "bite bite bite bite bite" had scrambled the other nearby vamps. Some of them were attacking
each other, others were moving for cover, hiding out. | had my victim for the minute, so | skulked away,
using mundanesfor cover. All around me, the cry of "bite bite bite bite bitel" and shouts and laughs and
CUrses.

The sound spread like a virus through the crowd. All the vamps knew the game was on now, and the
ones who were clustered together were dropping like flies. They laughed and cussed and moved away,
clueing the still-in vamps that the game was on. And more vamps were arriving by the second.

8:16. It wastime to bag another vamp. | crouched low and moved through the legs of the straights as
they headed for the BART gtairs. They jerked back with surprise and swerved to avoid me. | had my
eyeslaser-locked on a set of black platform boots with stedl dragons over the toes, and so | wasn't
expecting it when | came face to face with another vamp, aguy of about 15 or 16, hair gelled straight
back and wearing a PV C Marilyn Manson jacket draped with necklaces of fake tusks carved with
intricate symbols.

"Bite bite bite--" he began, when one of the mundanes tripped over him and they both went sprawling. |
legpt over to him and shouted "bite bite bite bite bite!" before he could untangle himself again.

More vampswere arriving. The suitswere redly freaking out. The game overflowed the sdewak and
moved into Van Ness, spreading up toward Market Street. Drivers honked, the trolleys made angry
dings. | heard more sirens, but now traffic was snarled in every direction.

It was freaking glorious.
BITEBITEBITEBITEBITE!

The sound came from al around me. There were so many vamps there, playing so furioudy, it waslikea
roar. | risked standing up and looking around and found that | was right in the middle of agiant crowd of
vampsthat went asfar as| could seein every direction.

BITEBITEBITEBITEBITE!

Thiswas even better than the concert in Dolores Park. That had been angry and rockin', but thiswas --
well, it wasjust fun. It waslike going back to the playground, to the epic games of tag we'd play on
lunch breaks when the sun was out, hundreds of people chasing each other around. The adults and the
carsjust made it more fun, more funny.

That'swhat it was: it was funny. Wewere dl laughing now.

But the cops were really mobilizing now. | heard helicopters. Any second now, it would be over. Time
for the endgame.

| grabbed avamp.

"Endgame: when the cops order us to disperse, pretend you've been gassed. Passit on. What did | just
sy?'

The vamp was agirl, tiny, so short | thought she wasredly young, but she must have been 17 or 18 from
her face and the smile. "Oh, that'swicked," she said.

"What did | say?"
"Endgame: when the cops order usto disperse, pretend you've been gassed. Passit on. What did | just



sy?'
"Right," | said. "Passit on."
She melted into the crowd. | grabbed another vamp. | passed it on. He went off to passit on.

Somewherein the crowd, | knew Ange was doing thistoo. Somewhere in the crowd, there might be
infiltrators, fake Xnetters, but what could they do with this knowledge? It's not like the cops had a
choice. They were going to order usto disperse. That was guaranteed.

| had to get to Ange. The plan was to meet at the Founder's Statue in the Plaza, but reaching it was going
to be hard. The crowd wasn't moving anymore, it was surging, like the mob had in the way down to the
BART gation on the day the bombs went off. | struggled to make my way through it just asthe PA
underneath the helicopter switched on.

"THISISTHE DEPARTMENT OF HOMELAND SECURITY. YOU ARE ORDERED TO
DISPERSE IMMEDIATELY ."

Around me, hundreds of vampsfell to the ground, clutching their throats, clawing &t their eyes, gasping
for breath. It was easy to fake being gassed, wed dl had plenty of time to study the footage of the
partiersin Mission Dolores Park going down under the pepper-spray clouds.

"DISPERSE IMMEDIATELY ."

| fell to the ground, protecting my pack, reaching around to the red baseball hat folded into the waistband
of my pants. | jammed it on my head and then grabbed my throat and made horrendous retching noises.

The only ones gill standing were the mundanes, the sdlarymen who'd been just trying to get to their jobs.
| looked around asbest as| could at them as | choked and gasped.

"THISISTHE DEPARTMENT OF HOMELAND SECURITY. YOU ARE ORDERED TO
DISPERSE IMMEDIATELY . DISPERSE IMMEDIATELY." The voice of god made my bowels ache.
| fltitin my molarsand in my femursand my spine.

The sdlarymen were scared. They were moving asfast asthey could, but in no particular direction. The
helicopters seemed to be directly overhead no matter where you stood. The cops were wading into the
crowd now, and they'd put on their helmets. Some had shields. Some had gas masks. | gasped harder.

Then the salarymen were running. | probably would have run too. | watched aguy whip a $500 jacket
off and wrap it around his face before heading south toward Mission, only to trip up and go sprawling.
His curses joined the choking sounds.

Thiswasn't supposed to happen -- the choking was just supposed to freak people out and get them
confused, not panic them into a stampede.

There were screams now, screams | recognized all too well from the night in the park. That wasthe
sound of people who were scared spitless, running into each other asthey tried like hell to get away.

And thenthear-rad srens began.

| hadn't heard that sound since the bombs went off, but | would never forget it. It diced through me and
went sraight into my bals, turning my legsinto jelly on the way. It made me want to run avay in apanic.
| got to my feet, red cap on my head, thinking of only one thing: Ange. Ange and the Founders Statue.



Everyonewas on their feet now, running in al directions, screaming. | pushed people out of my way,
holding onto my pack and my hat, heading for Founders Statue. Masha was |ooking for me, | was
looking for Ange. Ange was out there.

| pushed and cursed. Elbowed someone. Someone came down on my foot so hard | felt something go
crunch and | shoved him so he went down. Hetried to get up and someone stepped on him. | shoved
and pushed.

Then | reached out my arm to shove someone el se and strong hands grabbed my wrist and my elbow in
one fluid motion and brought my arm back around behind my back. It felt like my shoulder was about to
wrench out of its socket, and | instantly doubled over, hallering, asound that was barely audible over the
din of the crowd, the thrum of the choppers, thewall of the sirens.

| was brought back upright by the strong hands behind me, which steered me like a marionette. The hold
was S0 perfect | couldn't even think of squirming. I couldn't think of the noise or the helicopter or Ange.
All I could think of was moving the way that the person who had me wanted me to move. | was brought
around so that | was face-to-face with the person.

It was agirl whose face was sharp and rodent-like, half-hidden by agiant pair of sunglasses. Over the
sunglasses, amop of bright pink hair, spiked out in al directions.

"You!" | said. | knew her. She'd taken a picture of me and threatened to rat me out to truant watch. That
had been five minutes before the d arms started. She'd been the one, ruthless and cunning. We'd both run
from that spot in the Tenderloin as the klaxon sounded behind us, and we'd both been picked up by the
cops. I'd been hostile and they'd decided that | was an enemy.

She -- Masha -- becametheir dly.

"Hello, M1k3y," she hissed in my ear, close asalover. A shiver went up my back. Shelet go of my arm
and | shook it out.

"Chrig," | said. "You!"
"Yes, me" shesad. "The gasis gonnacome down in about two minutes. Let's haul ass.”
"Ange-- my girlfriend -- is by the Founders Statue.”

Mashalooked over the crowd. "No chance,” she said. "Wetry to makeit there, we're doomed. The gas
iscoming down in two minutes, in case you missed it thefirg time."

| stopped moving. "I don't go without Ange,” | said.
She shrugged. " Suit yourself," she shouted in my ear. Y our funerd.”

She began to push through the crowd, moving away, north, toward downtown. | continued to push for
the Founders Statue. A second later, my arm was back in the terrible lock and | was being swung
around and propelled forward.

"Y ou know too much, jerk-off,"” she said. "Y ou've seen my face. Y ou're coming with me."

| screamed &t her, struggled till it felt like my arm would break, but she was pushing me forward. My
sore foot was agony with every step, my shoulder fdt likeit would break.

With her using me as a battering ram, we made good progress through the crowd. The whine of the



helicopters changed and she gave me a harder push. "RUN!" sheydlled. "Here comesthe gas!”

The crowd noise changed, too. The choking sounds and scream sounds got much, much louder. I'd
heard that pitch of sound before. We were back in the park. The gas was raining down. | held my breath
and ran.

We cleared the crowd and she let go of my arm. | shook it out. | limped asfast as| could up the
sdewalk as the crowd thinned and thinned. We were heading towards a group of DHS cops with riot
shields and helmets and masks. Aswe drew near them, they moved to block us, but Mashaheld up a
badge and they melted away like she was Obi Wan Kenaobi, saying "These aren't the droids you're
looking for."

"Y ou goddamned bitch," | said as we sped up Market Street. "We have to go back for Ange.”

She pursed her lips and shook her head. "l fed for you, buddy. | haven't seen my boyfriend in months.
He probably thinks I'm dead. Fortunes of war. We go back for your Ange, we're dead. If we push on,
we have a chance. So long as we have a chance, she has achance. Those kids aren't dl going to Gitmo.
They'll probably take afew hundred in for questioning and send the rest home."

We were moving up Market Street now, past the strip joints where the little encampments of bums and
junkies sat, stinking like open toilets. Masha guided meto alittle acove in the shut door of one of the
gtrip places. She stripped off her jacket and turned it inside out -- the lining was a muted stripe pattern,
and with the jacket's seams reversed, it hung differently. She produced awool hat from her pocket and
pulled it over her hair, letting it form ajaunty, off-center peak. Then she took out some make-up remover
wipes and went to work on her face and fingernails. In aminute, she was adifferent woman.

"Wardrobe change,” she said. "Now you. L ose the shoes, lose the jacket, lose the hat.” | could see her
point. The copswould be looking very carefully a anyone who looked like they'd been a part of the
VampMob. | ditched the hat entirely -- I'd never liked ball caps. Then | jammed the jacket into my pack
and got out along-deeved tee with a picture of Rosa Luxembourg on it and pulled it over my black tee. |
let Mashawipe my makeup off and clean my nailsand aminute later, | was clean.

"Switch off your phone," shesaid. ™Y ou carrying any arphids?’

| had my student card, my ATM card, my Fast Pass. They al went into asilvered bag she held out,
which | recognized as aradio-proof Faraday pouch. But as she put them in her pocket, | redized I'd just
turned my 1D over to her. If she was on the other side...

The magnitude of what had just happened began to snk in. Inmy mind, I'd pictured having Ange with me
at this point. Ange would makeit two against one. Ange would help me seeiif there was something amiss.
If Mashawasn't dl she said shewas.

"Put these pebblesin your shoes before you put them on --"
"It'sOK. | sprained my foot. No gait recognition program will spot me now."

She nodded once, one pro to another, and dung her pack. | picked up mine and we moved. Thetotal
time for the changeover wasless than a minute. We looked and walked like two different people.

Shelooked at her watch and shook her head. "Come on," she said. "We have to make our rendezvous.
Dont think of running, either. Y ou've got two choices now. Me, or jail. They'll be andlyzing the footage
from that mob for days, but once they're done, every facein it will go in a database. Our departure will
be noted. We are both wanted criminas now."



#

? Shegot usoff Market Street on the next block, swinging back into the Tenderloin. | knew this
neighborhood. This was where we'd gone hunting for an open WiF access-point back on the day,
playing Hargjuku Fun Madness.

"Wherearewegoing?' | said.
"We're about to catch aride," she said. "Shut up and let me concentrate.”

We moved fast, and swesat streamed down my face from under my hair, coursed down my back and did
down the crack of my assand my thighs. My foot was really hurting and | was seeing the streets of San
Francisco race by, maybefor the last time, ever.

It didn't help that we were ploughing straight uphill, moving for the zone where the seedy Tenderloin gives
waly to the nosebleed red-estate values of Nob Hill. My breath came in ragged gasps. She moved us
mostly up narrow aleys, using the big streets just to get from one dley to the next.

We were just stepping into one such dley, Sabin Place, when someonefell in behind usand said, "Freeze
right there" It wasfull of evil mirth. We stopped and turned around.

At the mouth of the aley stood Charles, wearing a hdfhearted VampMob ouitfit of black t-shirt and jeans
and whiteface-paint. "Hello, Marcus" he said. "Y ou going somewhere?' He smiled ahuge, wet grin.
"Who'syour girlfriend?’

"What do you want, Charles?’

"W, I've been hanging out on that traitorous Xnet ever since | spotted you giving out DV Ds at schoal.
When | heard about your VampMob, | thought 1'd go along and hang around the edges, just to seeif you
showed up and what you did. Y ou know what | saw?"'

| said nothing. He had his phonein hishand, pointed at us. Recording. Maybe ready to did 911. Besde
me, Masha had gone still as aboard.

"l saw you leading the damned thing. And | recorded it, Marcus. So now I'm going to call the copsand
we're going to wait right here for them. And then you're going to go to pound-you-in-the-ass prison, for a

long, long time."
Masha stepped forward.
"Stop right there, chickie," hesaid. "'l saw you get him away. | saw it al --"

She took another step forward and snatched the phone out of his hand, reaching behind her with her
other hand and bringing it out holding awallet open.

"DHS, dick-head," she said. "I'm DHS. I've been running this twerp back to his mastersto see where he
went. | was doing that. Now you've blown it. We have aname for that. We call it 'Obstruction of
National Security.' Y ou're about to hear that phrase alot more often.”

Charlestook astep backward, his hands held up in front of him. He'd gone even paer under his makeup.
"What?No! | mean -- | didn't know! | wastrying to help!"

"Thelast thing we need isabunch of high school Junior G-men 'helping’ buddy. Y ou cantdl it to the
judge.”



He moved back again, but Mashawas fast. She grabbed hiswrist and twisted him into the same judo
hold she'd had me in back at Civic Center. Her hand dipped back to her pockets and came out holding a
gtrip of plastic, ahandcuff strip, which she quickly wound around hiswrigts.

That wasthelast thing | saw as| took off running.
#

| madeit asfar asthe other end of the aley before she caught up with me, tackling me from behind and
sending me sprawling. | couldn't move very fast, not with my hurt foot and the weight of my pack. | went
down in ahard face-plant and skidded, grinding my cheek into the grimy asphat.

"Jesus," shesaid. "You're agoddamned idiot. You didn't believe that, did you?"
My heart thudded in my chest. She was on top of me and dowly she let me up.
"Do | need to cuff you, Marcus?'
| got to my feet. | hurt dl over. | wanted to die.
"Comeon," shesad. "It'snot far now."

#

'It' turned out to be amoving van on aNob Hill sde-street, a sixteen-whedler the size of one of the
ubiquitous DHS trucks that il turned up on San Francisco's street corners, bristling with antennas.

Thisone, though, said "Three Guysand a Truck Moving" on the Side, and the three guys were very much
in evidence, trekking in and out of atall gpartment building with a green awning. They were carrying
crated furniture, neetly Iabeled boxes, loading them one at atime onto the truck and carefully packing
them there.

She waked us around the block once, gpparently unsatisfied with something, then, on the next pass, she
made eye-contact with the man who was watching the van, an older black guy with akidney-belt and
heavy gloves. He had akind face and he smiled at us as she led us quickly, casudly up the truck's three
gairsand into its depth. "Under the big table," he said. "Weleft you some space there."

The truck was more than haf full, but there was anarrow corridor around a huge table with aquilted
blanket thrown over it and bubble-wrap wound around its legs.

Masha pulled me under the table. It was stuffy and still and dusty under there, and | suppressed a sneeze
as we scrunched in among the boxes. The space was so tight that we were on top of each other. | didn't
think that Ange would havefit in there,

"Bitch," | said, looking at Masha

"Shut up. Y ou should be licking my boots thanking me. Y ou would have ended up injail in aweek, two
tops. Not Gitmo-by-the-Bay. Syria, maybe. | think that's where they sent the onesthey really wanted to

disappear.”

| put my head on my knees and tried to breathe deeply.

"Why would you do something so stupid as declaring war on the DHS anyway?*
| told her. | told her about being busted and | told her about Darryl.



She patted her pockets and came up with a phone. 1t was Charless. "Wrong phone.” She came up with
another phone. Sheturned it on and the glow from its screen filled our little fort. After fiddling for a
second, she showed it to me.

It was the picture she'd snapped of us, just before the bombs blew. 1t was the picture of Jolu and Van
and me and --

Darryl.

| was holding in my hand proof that Darryl had been with us minutes before wed al goneinto DHS
custody. Proof that he'd been dive and well and in our company.

"You need to give me acopy of this" | said. "I need it."

"Whenwegetto LA," she said, snatching the phone back. "Once you've been briefed on how to be a
fugitive without getting both our asses caught and shipped to Syria. | don't want you getting rescue ideas
about thisguy. He's safe enough where heis -- for now.”

| thought about trying to take it from her by force, but she'd adready demonstrated her physical skill. She
must have been a black-belt or something.

We sat therein the dark, listening to the three guysload the truck with box after box, tying things down,
grunting with the effort of it. | tried to deep, but couldn't. Masha had no such problem. She snored.

Therewas 4till light shining through the narrow, obstructed corridor thet led to the fresh air outside. |
gared at it, through the gloom, and thought of Ange.

My Ange. Her hair brushing her shoulders as she turned her head from side to side, laughing a something
I'd done. Her face when I'd seen her lagt, faling down in the crowd at VampMob. All those people at
VampMob, like the people in the park, down and writhing, the DHS moving in with truncheons. The
ones who disappeared.

Darryl. Stuck on Treasure Idand, his side stitched up, taken out of his cdll for endless rounds of
guestioning about the terrorists.

Darry'sfather, ruined and boozy, unshaven. Washed up and in hisuniform, "for the photos." Weeping
likealittle boy.

My own father, and the way that he had been changed by my disappearance to Treasure Idand. Hed
been just as broken as Darryl'sfather, but in hisown way. And hisface, when | told him where I'd been.

That waswhen | knew that | couldn't run.
That waswhen | knew that | had to stay and fight.
#

Masha's breathing was deep and regular, but when | reached with glacia downessinto her pocket for
her phone, she snuffled alittle and shifted. | froze and didn't even breathe for afull two minutes, counting
one hippopotami, two hippopotami.

Sowly, her breath degpened again. | tugged the phone free of her jacket-pocket one millimeter a atime,
my fingers and arm trembling with the effort of moving so dowly.

Then | had it, alittle candy-bar shaped thing.



| turned to head for the light, when | had aflash of memory: Charles, holding out his phone, waggling it at
us, taunting us. It had been a candy-bar-shaped phone, silver, plastered in the logos of adozen
companiesthat had subsidized the cost of the handset through the phone company. It was the kind of
phone where you had to listen to acommercia every timeyou made acall.

It was too dim to see the phone clearly in thetruck, but | could fed it. Were those company decasonits
sdes? Yes? Yes. | had just stolen Charles's phone from Masha

| turned back around dowly, dowly, and dowly, dowly, dowly, | reached back into her pocket. Her
phone was bigger and bulkier, with a better camera and who knew what €l se?

I'd been through this once before -- that made it alittle eesier. Millimeter by millimeter again, | teased it
free of her pocket, stopping twice when she snuffled and twitched.

| had the phone free of her pocket and | was beginning to back away when her hand shot out, fast asa
snake, and grabbed my wrist, hard, fingertips grinding away at the small, tender bones below my hand.

| gasped and stared into Masha's wide-open, staring eyes.

"Youaresuchanidiot," she said, conversationally, taking the phone from me, punching at its keypad with
her other hand. "How did you plan on unlocking thisagain?"

| swallowed. | felt bones grind against each other in my wrist. | bit my lip to keep from crying out.

She continued to punch away with her other hand. "Isthiswhat you thought you'd get away with?' She
showed methe picture of al of us, Darryl and Jolu, Van and me. "This picture?’

| didn't say anything. My wrist fdlt like it would shatter.

"Maybe| should just deleteit, take temptation out of your way." Her free hand moved some more. Her
phone asked her if shewas sure and she had to look at it to find the right button.

That'swhen | moved. | had Charless phonein my other hand till, and | brought it down on her crushing
hand as hard as | could, banging my knuckles on the table overhead. | hit her hand so hard the phone
shattered and she yeped and her hand went dack. | was still moving, reaching for her other hand, for her
now-unlocked phone with her thumb still poised over the OK key. Her fingers spasmed on the empty air
as| snatched the phone out of her hand.

| moved down the narrow corridor on hands and knees, heading for thelight. | felt her hands dap at my
feet and anklestwice, and | had to shove aside some of the boxesthat had walled usin like aPharaoh in
atomb. A few of them fell down behind me, and | heard Masha grunt again.

Theralling truck door was open acrack and | dovefor it, dithering out under it. The steps had been
removed and | found mysdlf hanging over theroad, diding headfirst into it, clanging my head off the
blacktop with athump that rang my earslike agong. | scrambled to my feet, holding the bumper, and
desperately dragged down on the door-handle, damming it shut. Masha screamed insde -- | must have
caught her fingertips. | felt like throwing up, but | didntt.

| padlocked the truck instead.
Chapter 20

This chapter is dedicated to The Tattered Cover, Denver's legendary independent bookstore. |
happened upon The Tattered Cover quite by accident: Alice and | had just landed in Denver,



coming in from London, and it was early and cold and we needed coffee. We drove in aimless
rental-car circles, and that's when | spotted it, the Tattered Cover's sign. Something about it
tingled in my hindbrain -- | knew 1'd heard of this place. We pulled in (got a coffee) and stepped
into the store -- a wonderland of dark wood, homey reading nooks, and miles and miles of
bookshel ves.

The Tattered Cover 1628 16th ., Denver, CO USA 80202 +1 303 436 1070

None of the three guys were around a the moment, so | took off. My head hurt so much | thought | must
be bleeding, but my hands came away dry. My twisted ankle had frozen up in the truck so that | ran like
abroken marionette, and | stopped only once, to cancel the photo-deletion on Mashas phone. | turned
off itsradio -- both to save battery and to keep it from being used to track me -- and set the deep timer
to two hours, the longest setting available. | tried to set it to not require a password to wake from deep,
but that required apassword itsdlf. | was just going to haveto tap the keypad at |east once every two
hours until 1 could figure out how to get the photo off of the phone. | would need a charger, then.

| didn't have aplan. | needed one. | needed to sit down, to get online -- to figure out what | was going to
do next. | was sick of letting other people do my planning for me. | didn't want to be acting because of
what Mashadid, or because of the DHS, or because of my dad. Or because of Ange? Wdll, maybeI'd
act because of Ange. That would bejust fine, in fact.

I'd just been dipping downhill, taking aleyswhen | could, merging with the Tenderloin crowds. | didn't
have any destination in mind. Every few minutes, | put my hand in my pocket and nudged one of the keys
on Masha's phone to keep it from going adeep. It made an awkward bulge, unfolded there in my jacket.

| stopped and leaned againgt a building. My ankle waskilling me. Wherewas |, anyway?

O'Farrdl, at Hyde Street. In front of adodgy "Asian Massage Parlor." My traitorous feet had taken me
right back to the beginning -- taken me back to where the photo on Masha's phone had been taken,
seconds before the Bay Bridge blew, before my life changed forever.

| wanted to sit down on the sidewak and bawl, but that wouldn't solve my problems. | had to call
Barbara Stratford, tell her what had happened. Show her the photo of Darryl.

What was | thinking? | had to show her the video, the one that Masha had sent me -- the one where the
President's Chief of Staff gloated at the attacks on San Francisco and admitted that he knew when and
where the next attacks would happen and that he wouldn't stop them because they'd help his man get
re-elected.

That was a plan, then: get in touch with Barbara, give her the documents, and get them into print. The
VampMob had to have redly freaked people out, made them think that we really were abunch of
terrorists. Of course, when 1'd been planning it, | had been thinking of how good adistraction it would
be, not how it would look to some NASCAR Dad in Nebraska

I'd call Barbara, and I'd do it smart, from a payphone, putting my hood up so that theinevitable CCTV
wouldn't get a photo of me. | dug aquarter out of my pocket and polished it on my shirt-tail, getting the
fingerprints off it.

| headed downhill, down and down to the BART gtation and the payphonesthere. | madeit to the
trolley-car stop when | spotted the cover of the week's Bay Guardian, stacked in ahigh pilenext to a
homeless black guy who smiled at me. "Go ahead and read the cover, it'sfree-- it'll cost you fifty cents
to look ingde, though.”



The headline was st in the biggest type I'd seen since 9/11:

INSIDE GITMO-BY-THE-BAY

Beneathit, in dightly smaler type:

"How the DHS has kept our children and friends in secret prisons on our doorstep.
"By Barbara Stratford, Specid to the Bay Guardian”

The newspaper sdller shook hishead. "Can you believe that?' he said. "Right herein San Francisco.
Man, the government sucks.”

Theoreticdly, the Guardian was free, but this guy appeared to have cornered the local market for copies
of it. | had aquarter in my hand. | dropped it into his cup and fished for another one. | didn't bother
polishing the fingerprints off of it thistime.

"We'retold that the world changed forever when the Bay Bridge was blown up by parties unknown.
Thousands of our friends and neighbors died on that day. Almost none of them have been recovered;
their remains are presumed to be resting in the city's harbor.

"But an extraordinary story told to this reporter by ayoung man who was arrested by the DHS minutes
after the explosion suggests that our own government hasillegaly held many of those thought dead on
Treasure Idand, which had been evacuated and declared off-limitsto civilians shortly after the
bombing..."

| sat down on abench -- the same bench, | noted with a prickly hair-up-the-neck fegling, wherewed
rested Darryl after escgping from the BART station -- and read the article al the way through. It took a
huge effort not to burgt into tears right there. Barbara had found some photos of me and Darryl goofing
around together and they ran alongside the text. The photos were maybe ayear old, but | looked so
much younger inthem, likel was 10 or 11. I'd done alot of growing up in the past couple months.

The piece was beautifully written. | kept feeling outraged on behalf of the poor kids she waswriting
about, then remembering that she was writing about me. Zeb's note was there, his crabbed handwriting
reproduced in large, a half-sheet of the newspaper. Barbara had dug up more info on other kidswho
were missing and presumed dead, along list, and asked how many had been stuck there on theidand,
just afew milesfrom their parents doorsteps.

| dug another quarter out of my pocket, then changed my mind. What was the chance that Barbaras
phone wasn't tapped? There was no way | was going to be ableto call her now, not directly. | needed
some intermediary to get in touch with her and get her to meet me somewhere south. So much for plans.

What | redly, redly needed wasthe Xnet.

How the hell was | going to get online? My phone's wifinder was blinking like crazy -- there was wireless
al around me, but | didn't have an Xbox and a TV and a ParanoidXbox DV D to boot from. WiFi, WiFi
everywhere...

That'swhen | spotted them. Two kids, about my age, moving among the crowd at the top of the Sairs
down into the BART.

What caught my eye was the way they were moving, kind of clumsy, nudging up againgt the commuters
and the tourists. Each had ahand in his pocket, and whenever they met one another's eye, they
snickered. They couldn't have been more obviousjammers, but the crowd was obliviousto them. Being



down in that neighborhood, you expect to be dodging homeless people and crazies, so you don't make
eye contact, don't look around &t all if you can helpit.

| sdled up to one. He seemed redlly young, but he couldn't have been any younger than me.
"Hey," | said. "Hey, can you guys come over here for asecond?’
He pretended not to hear me. He looked right through me, the way you would a homeless person.

"Comeon," | said. "l don't have alot of time." | grabbed his shoulder and hissed in hisear. "The cops are
after me. I'm from Xnet."

He looked scared now, like he wanted to run away, and hisfriend was moving toward us. "I'm serious,” |
sad. "Just hear me out.”

Hisfriend came over. Hewastdler, and beefy -- like Darryl. "Hey," he said. " Something wrong?'
Hisfriend whispered in his ear. The two of them looked like they were going to bolt.

| grabbed my copy of the Bay Guardian from under my arm and rattled it in front of them. "Just turnto
page 5, OK?"

They did. They looked at the headline. The photo. Me.

"Oh, dude," thefirst one said. "We are so not worthy." He grinned a me like crazy, and the beefier one
dapped me on the back.

"No way --" hesaid. "You'reM --"
| put ahand over his mouth. "Come over here, OK?'

| brought them back to my bench. | noticed that there was something old and brown staining the
sdewak undernesth it. Darryl's blood? It made my skin pucker up. We sat down.

"I'mMarcus," | said, swalowing hard as| gave my rea name to these two who aready knew meas
M1k3y. | was blowing my cover, but the Bay Guardian had aready made the connection for me.

"Nate," thesmall onesaid. "Liam," the bigger one said. "Dude, it is such an honor to meet you. You're
likeour dl-time hero--"

"Don't say that,” | said. "Don't say that. Y ou two are like aflashing advertisement that says, 'l am
jamming, please put my assin Gitmo-by-the-Bay. Y ou couldn't be more obvious."

Liam looked like he might cry.

"Don't worry, you didn't get busted. I'll give you sometips, later.” He brightened up again. What was
becoming weirdly clear wasthat these two redlly did idolize M 1k3y, and that they'd do anything | said.
They were grinning like idiots. It made me uncomfortable, sick to my stomach.

"Listen, | need to get on Xnet, now, without going home or anywhere near home. Do you two live near
here?'

"l do,” Nate said. "Up at the top of California Street. It'sabit of awalk -- steep hills" I'd just walked all
the way down them. Masha was somewhere up there. But gtill, it was better than | had any right to

expect.



"Let'sgo,” | said.
#

Nate loaned me his baseba | hat and traded jackets with me. | didn't have to worry about
gait-recognition, not with my ankle throbbing theway it was-- | limped like an extrain a cowboy movie.

Nate lived in ahuge four-bedroom apartment at the top of Nob Hill. The building had adoorman, ina
red overcoat with gold brocade, and he touched his cap and called Nate, "Mr Nate" and welcomed us
al there. The place was spotless and smdled of furniture polish. | tried not to gawp at what must have
been acouple million bucks worth of condo.

"My dad," he explained. "He was an investment banker. Lots of lifeinsurance. He died when | was 14
andwegot it al. They'd been divorced for years, but heleft my mom as beneficiary.”

From the floor-to-ceiling window, you could see a stunning view of the other sde of Nob Hill, al the way
down to Fisherman's Wharf, to the ugly stub of the Bay Bridge, the crowd of cranes and trucks. Through
the migt, | could just make out Treasure Idand. Looking down al that way, it gave me acrazy urgeto
jump.

| got onlinewith his Xbox and ahuge plasma screen in the living room. He showed me how many open
WiFi networks were visble from his high vantage point -- twenty, thirty of them. Thiswasagood spot to
be an Xnetter.

Therewas alot of email in my M1k3y account. 20,000 new messages since Ange and | had left her
place that morning. Lots of it was from the press, asking for followup interviews, but mogt of it wasfrom
the Xnetters, people who'd seen the Guardian story and wanted to tell me that they'd do anything to
help me, anything | needed.

That did it. Tears started to roll down my cheeks.

Nate and Liam exchanged glances. | tried to stop, but it was no good. | was sobbing now. Nate went to
an oak book-case on one wdl and swung abar out of one of its shelves, reveaing gleaming rows of
bottles. He poured me ashot of something golden brown and brought it to me.

"Rare lrishwhiskey," hesad. "Mom'sfavorite.”

It tasted likefire, like gold. | Spped at it, trying not to choke. | didn't redly like hard liquor, but thiswas
different. | took several deep breaths.

"Thanks, Nate," | said. He looked like I'd just pinned ameda on him. Hewas agood kid.

"All right," | said, and picked up the keyboard. The two boyswatched in fascination as | paged through
my mail on the gigantic screen.

What | waslooking for, first and foremost, was email from Ange. There was a chance that she'd just
gotten away. There was always that chance.

| was an idiot to even hope. There was nothing from her. | started going through the mail asfast as|
could, picking apart the press requests, the fan mail, the hate mail, the spam...

And that'swhen | found it: aletter from Zeb.

"It wasn't nice to wake up this morning and find the letter that | thought you would destroy in the pages of



the newspaper. Not nice at al. Made mefed -- hunted.

"But I've come to understand why you did it. | don't know if | can approve of your tactics, but it's easy to
see that your motives were sound.

"If you're reading this, that means that there's agood chance you've gone underground. It's not easy. I've
been learning that. 1've been learning alot more.

"I can help you. | should do that for you. Y ou're doing what you can for me. (Even if you're not doing it
with my permisson.)

"Reply if you get this, if you're on the run and done. Or reply if you'rein custody, being run by our friends
on Gitmo, looking for away to make the pain stop. If they've got you, you'll do what they tell you. |
know that. I'll take that risk.

"For you, M1k3y."

"Wooooah," Liam breathed. "Duuuuude.” | wanted to smack him. | turned to say something awful and
cutting to him, but he was staring a me with eyes as big as saucers, looking like he wanted to drop to his
knees and worship me.

"Canl just say," Natesaid, "can | just say that it isthe biggest honor of my entirelifeto help you? Can |
just say that?"

| was blushing now. There was nothing for it. These two weretotally star-struck, even though | wasn't
any kind of gtar, not in my ownmind at lesst.

"Canyou guys--" | swdlowed. "Can | have some privacy here?'
They dunk out of the room like bad puppiesand | fdt like atool. | typed fast.

"l got away, Zeb. And I'm on therun. | need al the help | can get. | want to end thisnow." |
remembered to take Mashas phone out of my pocket and tickle it to keep it from going to deep.

They let me use the shower, gave me achange of clothes, anew backpack with half their earthquake kit
init -- energy bars, medicine, hot and cold packs, and an old deeping-bag. They even dipped aspare
Xbox Universal aready |oaded with ParanoidXbox on it into there. That was anice touch. | had to draw
thelineat aflaregun.

| kept on checking my email to seeif Zeb had replied. | answered the fan mall. | answered the mail from
the press. | deleted the hate mail. | was haf-expecting to see something from Masha, but chances were
shewas hafway to LA by now, her fingers hurt, and in no position to type. | tickled her phone again.

They encouraged meto take anap and for abrief, shameful moment, | got al paranoid like maybe these
guyswerethinking of turning mein once | was adegp. Which wasidiotic -- they could have turned mein
just aseasily when | was awake. | just couldn't compute the fact that they thought so much of me. | had
known, intdlectualy, that there were people who would follow M 1k3y. I'd met some of those people
that morning, shouting BITE BITE BITE and vamping it up a Civic Center. But these two were more
personal. They werejust nice, goofy guys, they coulda been any of my friends back in the days before
the Xnet, just two palswho paled around having teenage adventures. They'd volunteered tojoin an
army, my army. | had aresponsibility to them. Left to themsdlves, they'd get caught, it was only amatter
of time. They weretoo trugting.

"Guys, listen to mefor asecond. | have something serious | need to talk to you about.”



They dmost stood at attention. 1t would have been funny if it wasn't so scary.

"Here'sthe thing. Now that you've helped me, it'sredlly dangerous. If you get caught, I'll get caught.
They'll get anything you know out of you --" | held up my hand to forestal their protests. "No, stop. You
haven't been through it. Everyonetaks. Everyone bresks. If you're ever caught, you tell them everything,
right away, asfast asyou can, as much asyou can. They'll get it al eventudly anyway. That's how they
work.

"But you won't get caught, and heréswhy: you're not jammers anymore. Y ou are retired from active
duty. Yourea--" | fished in my memory for vocabulary words culled from spy thrillers-- "yourea
deeper cell. Stand down. Go back to being normal kids. One way or another, I'm going to break this
thing, break it wide open, end it. Or it will get me, finally, do mein. If you don't hear from mewithin 72
hours, assume that they got me. Do whatever you want then. But for the next three days -- and forever, if
| do what I'm trying to do -- stand down. Will you promise me that?'

They promised with al solemnity. | let them talk meinto napping, but made them swear to rouse me once
an hour. I'd have to tickle Masha's phone and | wanted to know as soon as Zeb got back in touch with
me

#

Therendezvouswas on aBART car, which made me nervous. They'refull of cameras. But Zeb knew
what he was doing. He had me meet himin the last car of acertain train departing from Powell Street
Station, at atime when that car wasfilled with the press of bodies. He sdled up to mein the crowd, and
the good commuters of San Francisco cleared a space for him, the hollow that ways surrounds
homeless people.

"Niceto seeyou again," he muttered, facing into the doorway. Looking into the dark glass, | could see
that there was no one close enough to eavesdrop -- not without some kind of high-efficiency micrig, and
if they knew enough to show up here with one of those, we were dead anyway.

"You too, brother,” | said. "I'm -- I'm sorry, you know?"

"Shut up. Don't be sorry. Y ou were braver than | am. Are you ready to go underground now? Ready to
disappear?’

"About that."

"y e

"That'snot the plan.”

"Oh," hesad.

"Listen, OK?1 have -- | have pictures, video. Stuff that redly proves something." | reached into my
pocket and tickled Masha's phone. I'd bought a charger for it in Union Square on the way down, and
had stopped and plugged it in at a cafe for long enough to get the battery up to four out of five bars. "I
need to get it to Barbara Stratford, the woman from the Guardian. But they're going to be watching her
-- watching to seeif | show up.”

"Y ou don't think that they'll be watching for me, too? If your plan involves me going within amile of that
woman's home or office --"

"I want you to get Van to come and meet me. Did Darryl ever tdll you about Van? The girl --"



"Hetold me. Yes, hetold me. Y ou don't think they'll be watching her? All of you who were arrested?”

"I think they will. I don't think they'll be watching her ashard. And Van hastotaly clean hands. She never
cooperated with any of my --" | swalowed. "With my projects. So they might be alittle more relaxed
about her. If she callsthe Bay Guardian to make an gppointment to explain why I'm just full of crap,
maybethey'll et her keep it."

He stared at the door for along time.
"Y ou know what happens when they catch usagain.” It wasn't aquestion.
| nodded.

"Areyou sure? Some of the people that were on Treasure Idand with us got taken away in helicopters.
They got taken offshore. There are countries where America can outsource its torture. Countries where
you will rot forever. Countries where you wish they would just get it over with, have you dig atrench and
then shoot you in the back of the head asyou stand over it."

| swallowed and nodded.

"Isit worth the risk? We can go underground for along, long time here. Someday we might get our
country back. We can wait it out.”

| shook my head. "Y ou can't get anything done by doing nothing. It'sour country. They'vetaken it from
us. Theterroristswho attack us are still free -- but we're not. | can't go underground for ayear, ten
years, my wholelife, waiting for freedom to be handed to me. Freedom is something you have to take for
yoursdlf."

#

That afternoon, Van left school as usud, stting in the back of the buswith atight knot of her friends,
laughing and joking the way she aways did. The other riders on the bus took specia note of her, shewas
50 loud, and besides, she was wearing that stupid, giant floppy hat, something that looked like a piece out
of aschool play about Renai ssance sword fighters. At one point they al huddled together, then turned
away to look out the back of the bus, pointing and giggling. The girl who wore the hat now was the same
height as Van, and from behind, it could be her.

No one paid any atention to the mousy little Asan girl who got off afew stops beforethe BART. She
was dressed in aplain old school uniform, and looking down shyly as she stepped off. Besides, at that
moment, the loud Korean girl let out awhoop and her friends followed aong, laughing so loudly that even
the bus driver dowed down, twisted in his seat and gave them adirty look.

Van hurried away down the street with her head down, her hair tied back and dropped down the collar
of her out-of-style bubble jacket. She had dipped liftsinto her shoes that made her two wobbly,
awkward inchestaller, and had taken her contacts out and put on her |east-favored glasses, with huge
lenses that took up hdf her face. Although I'd been waiting in the bus-shelter for her and knew when to
expect her, | hardly recognized her. | got up and walked aong behind her, acrossthe stret, trailing by
haf ablock.

The people who passed me looked away as quickly as possible. | looked like ahomelesskid, with a
grubby cardboard sign, street-grimy overcoat, huge, overstuffed knapsack with duct-tape over itsrips.
No onewantsto look at astreet-kid, because if you meet his eye, he might ask you for some spare
change. I'd walked around Oakland all afternoon and the only person who'd spoken to mewas a



Jehovah's Witness and a Scientologist, both trying to convert me. It felt gross, like being hit on by a
pervert.

Van followed the directions I'd written down carefully. Zeb had passed them to her the same way held
given me the note outside school -- bumping into her as she waited for the bus, gpologizing profusdly. I'd
written the note plainly and smply, just laying it out for her: | know you don't approve. | understand. But
thisisit, thisisthe most important favor I've ever asked of you. Please. Please.

She'd come. | knew she would. We had alot of history, Van and I. She didn't like what had happened to
the world, either. Besides, an evil, chuckling voice in my head had pointed out, she was under suspicion
now that Barbara's article was out.

Wewalked like that for six or seven blocks, looking at who was near us, what cars went past. Zeb told
me about five-person trails, where five different undercoverstraded off duties following you, making it
nearly impossible to spot them. Y ou had to go somewhere totally desolate, where anyone at al would
stand out like a sore thumb.

The overpassfor the 880 was just afew blocks from the Colissum BART gation, and even with dl the
circling Van did, it didn't take long to reach it. The noise from overhead was nearly deafening. No one
elsewasaround, not that | could tell. I'd visited the Site before | suggested it to Van in the note, taking
careto check for places where someone could hide. There weren't any.

Once she stopped at the appointed place, | moved quickly to catch up to her. She blinked owlishly at me
from behind her glasses.

"Marcus," she breathed, and tears swam in her eyes. | found that | was crying too. I'd make aredly
rotten fugitive. Too sentimental.

She hugged me so hard | couldn't breathe. | hugged her back even harder.
Then shekissed me.

Not on the cheek, not like asister. Full on thelips, ahot, wet, steamy kissthat seemed to go on forever.
| was so overcome with emotion --

No, that'sbull. I knew exactly what | was doing. | kissed her back.

Then | stopped and pulled away, nearly shoved her avay. "Van," | gasped.

"Oops,” shesaid.

"Van," | said again.

"Sorry," shesad. "l --"

Something occurred to me just then, something | guess| should have seen along, long time before.
"You like me, don't you?'

She nodded miserably. "For years," she said.

Oh, God. Darryl, dl these years, so in love with her, and the whole time she was |ooking at me, secretly
wanting me. And then | ended up with Ange. Ange said that shed dways fought with Van. And | was
running around, getting into so much trouble.



"Van," | sad."Van, I'm so sorry.”

"Forget it," shesaid, looking away. "I know it can't be. | just wanted to do that once, just in case | never
--" She bit down on the words.

"Van, | need you to do something for me. Something important. | need you to meet with the journdist
from the Bay Guardian, Barbara Stratford, the one who wrote the article. | need you to give her
something.” | explained about Masha's phone, told her about the video that Masha had sent me.

"What good will thisdo, Marcus? What's the point?"

"Van, you wereright, a least partly. We can't fix the world by putting other people at risk. | need to
solve the problem by telling what | know. | should have done that from the start. Should have walked
sraight out of their custody and to Darryl's father's house and told him what | knew. Now, though, | have
evidence. This stuff -- it could change theworld. Thisismy last hope. The only hope for getting Darryl
out, for getting alifethat | don't spend underground, hiding from the cops. And you're the only person |
can trust to do this™"

“Why me?”

"You'rekidding, right? Look at how well you handled getting here. You'reapro. You'rethe best at this
of any of us. You'retheonly onel cantrust. That'swhy you."

"Why not your friend Angie?' She said the name without any inflection at dl, like it wasablock of
cement.

| looked down. "I thought you knew. They arrested her. She'sin Gitmo -- on Treasure Idand. She's
been there for daysnow." | had been trying not to think about this, not to think about what might be
happening to her. Now | couldn't stop mysalf and | started to sob. | felt apain in my stomach, like I'd
been kicked, and | pushed my handsinto my middie to hold mysdlf in. | folded there, and the next thing |
knew, | was on my sidein the rubble under the freeway, holding mysdlf and crying.

Van kndlt down by my side. "Give me the phone," she said, her voice an angry hiss. | fished it out of my
pocket and passed it to her.

Embarrassed, | stopped crying and sat up. | knew that snot was running down my face. Van was giving
me alook of purerevulson. Y ou need to keep it from going to deep,” | said. "I have acharger here.” |
rummaged in my pack. | hadn't dept adl the way through the night since | acquired it. | set the phone's
aarm to go off every 90 minutes and wake me up so that | could keep it from going to deep. "Don't fold
it shut, either.”

"And the video?"

"That's harder," | said. "'l emailed acopy to mysdlf, but | can't get onto the Xnet anymore." Inapinch, |
could have gone back to Nate and Liam and used their Xbox again, but | didn't want to risk it. "L ook,
I'm going to give you my login and password for the Pirate Party's mail-server. Y ou'll haveto use Tor to
accessit -- Homeland Security is bound to be scanning for people logging into p-party mail."

"Your login and password," she said, looking alittle surprised.
"| trust you, Van. | know | can trust you."

She shook her head. ™Y ou never give out your passwords, Marcus.”



"l don't think it matters anymore. Either you succeed or | -- or it'sthe end of Marcus Yalow. Maybe I'll
get anew identity, but | don't think so. | think they'll catch me. | guess|'ve known dl aong that they'd
catch me, some day.”

She looked at me, furious now. "What awaste. What wasit al for, anyway?"

Of dl the things she could have said, nothing could have hurt me more. It was like another kick inthe
somach. What awaste, al of it, futile. Darryl and Ange, gone. | might never see my family again. And
gtill, Homeland Security had my city and my country caught in amassive, irrational shrieking fresk-out
where anything could be done in the name of stopping terrorism.

Van looked like she was waiting for me to say something, but | had nothing to say to that. She left me
there.

#

Zeb had apizzafor mewhen | got back "home" -- to the tent under afreaway overpassin the Misson
that he'd staked out for the night. He had a pup tent, military surplus, stenciled with SAN FRANCISCO
LOCAL HOMELESS COORDINATING BOARD.

The pizzawas a Dominos, cold and clabbered, but ddliciousfor dl that. Y ou like pineapple on your
pizze?'

Zeb smiled condescendingly at me. "Freegans can't be choosy," he said.
"Freegans?’

"Like vegans, but we only eet free food."

"Freefood?"

He grinned again. "Y ou know -- free food. From the free food store?’
"You golethis?'

"No, dummy. It'sfrom the other store. Thelittle one out behind the store? Made of blue steel ? Kind of
funky smdling?'

"Y ou got this out of the garbage?"

He flung his head back and cackled. "Y esindeedy. Y ou should see your face. Dudg, it's OK. It'snot like
it wasrotten. It was fresh -- just ascrewed up order. They threw it out in the box. They sprinklerat
poison over everything a closing-time, but if you get there quick, you're OK. Y ou should see what
grocery storesthrow out! Wait until breakfast. I'm going to make you afruit sdlad you won't believe. As
soon as one strawberry in the box goes alittle green and fuzzy, the whole thing is out --"

| tuned him out. The pizzawasfine. It wasn't asif Sitting in the dumpster would infect it or something. If it
was gross, that was only because it came from Domino's -- the worst pizzain town. I'd never liked their
food, and I'd given it up atogether when | found out that they bankrolled a bunch of ultra-crazy
politicians who thought that globa warming and evolution were satanic plots.

It was hard to shake the fedling of grossness, though.

But there was another way to look at it. Zeb had showed me a secret, something | hadn't anticipated:
there was awhole hidden world out there, away of getting by without participating in the system.



"Freegans, huh?"

"Y ogurt, too," he said, nodding vigoroudly. "For the fruit salad. They throw it out the day after the
best-before date, but it'snot asif it goes green at midnight. It'syogurt, | mean, it'sbasicaly just rotten
milk to beginwith."

| swallowed. The pizzatasted funny. Rat poison. Spoiled yogurt. Furry strawberries. Thiswould take
some getting used to.

| ate another bite. Actualy, Domino's pizza sucked alittle lesswhen you got it for free.

Liam's degping bag was warm and welcoming after along, emotionaly exhausting day. VVan would have
made contact with Barbara by now. She'd have the video and the picture. 1'd call her in the morning and
find out what she thought | should do next. I'd have to come in once she published, to back it al up.

| thought about that as | closed my eyes, thought about what it would be like to turn mysdlf in, the
camerasdl rolling, following theinfamous M 1k3y into one of those big, columnated buildingsin Civic
Center.

The sound of the cars screaming by overhead turned into akind of ocean sound as| drifted away. There
were other tents nearby, homeless people. I'd met afew of them that afternoon, before it got dark and
we dl retreated to huddle near our own tents. They were dl al older than me, rough looking and gruff.
None of them looked crazy or violent, though. Just like people who'd had bad luck, or made bad
decisions, or both.

| must have falen adeep, because | don't remember anything else until abright light was shined into my
face, so bright it was blinding.

"That'shim," said avoice behind thelight.

"Bag him," said another voice, one l'd heard before, one I'd heard over and over again in my dreams,
lecturing to me, demanding my passwords. Severe-haircut-woman.

The bag went over my head quickly and was cinched so tight at the throat that | choked and threw up my
freegan pizza. As| spasmed and choked, hard hands bound my wrists, then my ankles. | wasrolled onto
adgretcher and hoisted, then carried into avehicle, up acouple of clanging metal steps. They dropped me
into a padded floor. Therewas no sound at al in the back of the vehicle once they closed the doors. The
padding deadened everything except my own choking.

"Well, hello again,” shesaid. | felt the van rock as she crawled in with me. | was still choking, trying to
gasp in abreath. VVomit filled my mouth and trickled down my windpipe.

"Wewont let you die," she said. "If you stop breathing, well make sure you start again. So don't worry
about it."

| choked harder. | Sipped at air. Some was getting through. Deep, wracking coughs shook my chest and
back, didodging some more of the puke. More breath.

"See?' she said. "Not so bad. Welcome home, M1k3y. Weve got somewhere very specid to take you.”

| relaxed onto my back, feding the van rock. The smdll of used pizzawas overwhelming at firgt, but as
with al strong stimuli, my brain gradualy grew accusomed to it, filtered it out until it wasjust afaint
aroma. The rocking of the van was dmost comforting.



That'swhen it happened. Anincredible, deep calm that swept over me like | was lying on the beach and
the ocean had swept in and lifted me as gently as aparent, held me doft and swept me out onto awarm
seaunder awarm sun. After everything that had happened, | was caught, but it didn't matter. | had gotten
the information to Barbara. | had organized the Xnet. | had won. And if | hadn't won, | had done
everything | could have done. Morethan | ever thought | could do. | took amenta inventory as| rode,
thinking of everything that | had accomplished, that we had accomplished. The city, the country, the
world wasfull of people who wouldn't live the way DHS wanted usto live. Wed fight forever. They
couldntjal usdl.

| Sghed and smiled.
Sheld been talking al dong, | redlized. 1'd been so far into my happy place that she'd just gone away.

"-- smart kid like you. Y ou'd think that you'd know better than to mess with us. We've had an eye on
you since the day you walked out. We would have caught you even if you hadn't gone crying to your
lesho journdist traitor. | just don't get it -- we had an understanding, you and me..."

Werumbled over ameta plate, the van's shocks rocking, and then the rocking changed. We were on
water. Heading to Treasure Idand. Hey, Ange was there. Darryl, too. Maybe.

#

The hood didn't come off until | wasinmy cell. They didn't bother with the cuffsat my wrists and ankles,
just rolled me off the stretcher and onto thefloor. It was dark, but by the moonlight from the Single, tiny,
high window, | could see that the mattress had been taken off the cot. The room contained me, atoilet, a
bed-frame, and asink, and nothing else.

| closed my eyesand let the ocean lift me. | floated away. Somewhere, far below me, was my body. |
could tell what would happen next. | was being left to pissmysdf. Again. | knew what that waslike. I'd
pissed mysdf before. It smelled bad. It itched. It was humiliating, like being a baby.

But I'd survivedit.

| laughed. The sound was weird, and it drew me back into my body, back to the present. | laughed and
laughed. I'd had the worst that they could throw at me, and I'd survived it, and I'd beaten them, beaten
them for months, showed them up as chumps and despots. I'd won.

| let my bladder cut loose. It was sore and full anyway, and no time like the present.
The ocean swept me away.
#

When morning came, two efficient, impersona guards cut the bindings off of my wristssand ankles. | il
couldn't walk -- when | stood, my legs gave way like a stringless marionette's. Too much timein one
position. The guards pulled my arms over their shoulders and haf-dragged/half-carried me down the
familiar corridor. The bar codes on the doors were curling up and dangling now, attacked by the st air.

| got anidea. "Angel" | ydled. "Darryl!" | yelled. My guards yanked me adong faster, clearly disturbed
but not sure what to do about it. "Guys, it'sme, Marcus! Stay free!"

Behind one of the doors, someone sobbed. Someone e se cried out in what sounded like Arabic. Then it
was cacophony, athousand different shouting voices.



They brought me to anew room. It was an old shower-room, with the shower-heads still present in the
mouldtiles.

"Hello, M1k3y," Severe Haircut said. "Y ou seem to have had an eventful morning." Shewrinkled her
nose pointedly.

"l pissed mysdlf,” | said, cheerfully. "You should try it."

"Maybe we should give you abath, then," she said. She nodded, and my guards carried me to another
dretcher. Thisone had restraining straps running its length. They dropped me onto it and it wasice-cold
and soaked through. Before | knew it, they had the straps across my shoulders, hipsand ankles. A
minute later, three more straps were tied down. A man's hands grabbed the railings by my head and
released some catches, and amoment later | wastilted down, my head below my feet.

"Let's sart with something smple,” she said. | craned my head to see her. She had turned to a desk with
an Xbox on it, connected to an expensgive-looking flat-pand TV. "I'd like you to tell me your login and
password for your Pirate Party email, please?"

| closed my eyes and | et the ocean carry me off the beach.

"Do you know what waterboarding is, M1k3y?' Her voicereled mein. "Y ou get strapped down like
this, and we pour water over your head, up your nose and down your mouth. Y ou can't suppress the gag
reflex. They call it asmulated execution, and from what | can tell from thisSde of theroom, that'safair
assessment. Y ou won't be ableto fight the feding that you're dying."

| tried to go away. I'd heard of waterboarding. Thiswasit, red torture. And thiswas just the beginning.

| couldn't go away. The ocean didn't sweep in and lift me. There was atightnessin my chest, my eyelids
fluttered. | could fed clammy pisson my legs and clammy sweet in my hair. My skin itched from the
dried puke.

She swam into view above me. "Let's start with the login,” she said.
| closed my eyes, squeezed them shut.

"Givehimadrink," shesad.

| heard people moving. | took a deep breath and held it.

The water started asatrickle, aladleful of water gently poured over my chin, my lips. Up my upturned
nostrils. It went back into my throat, starting to choke me, but | wouldn't cough, wouldn't gasp and suck
itintomy lungs. | held onto my breath and squeezed my eyes harder.

There was a commotion from outside the room, a sound of chaotic boots stamping, angry, outraged
shouts. The dipper was emptied into my face.

| heard her mutter something to someone in the room, then to me she said, "Just thelogin, Marcus. It'sa
smplerequest. What could | do with your login, anyway?'

Thistime, it was abucket of water, al at once, aflood that didn't stop, it must have been gigantic. |
couldn't help it. | gasped and aspirated the water into my lungs, coughed and took more water in. | knew
they wouldn't kill me, but | couldn't convince my body of that. In every fiber of my being, | knew | was
going to die. | couldn't even cry -- the water was still pouring over me.



Then it stopped. | coughed and coughed and coughed, but at the angle | was at, the water | coughed up
dribbled back into my nose and burned down my sinuses.

The coughs were so deep they hurt, hurt my ribsand my hipsas| twisted against them. | hated how my
body was betraying me, how my mind couldn't control my body, but there was nothing for it.

Findly, the coughing subsided enough for me to take in what was going on around me. People were
shouting and it sounded like someone was scuffling, wrestling. | opened my eyes and blinked into the
bright light, then craned my neck; till coughing alittle.

The room had alot more peoplein it than it had had when we started. Most of them seemed to be
wearing body armor, helmets, and smoked-plastic visors. They were shouting & the Treasure Idand
guards, who were shouting back, necks corded with veins.

"Stand down!™ one of the body-armors said. " Stand down and put your handsin the air. Y ou are under
ares!"

Severe haircut woman was talking on her phone. One of the body armors noticed her and he moved
swiftly to her and batted her phone avay with agloved hand. Everyonefédl slent asit sailed through the
ar in an arc that spanned the small room, clattering to the ground in a shower of parts.

The silence broke and the body-armors moved into the room. Two grabbed each of my torturers. |
amost managed a amile at the look on Severe Haircut's face when two men grabbed her by the
shoulders, turned her around, and yanked a set of plastic handcuffs around her wrists.

One of the body-armors moved forward from the doorway. He had avideo cameraon his shoulder, a
seriousrig with blinding white light. He got the whole room, circling me twice while he got me. | found
mysdlf staying perfectly iill, asthough | was Sitting for aportrait.

It wasridiculous.
"Do you think you could get me off of thisthing?' | managed to get it dl out with only alittle choking.

Two more body armors moved up to me, one awoman, and began to unstrap me. They flipped their
visors up and smiled a me. They had red crosses on their shoulders and helmets.

Beneath the red crosses was another inggniac CHP. CdliforniaHighway Patrol. They were State
Troopers.

| started to ask what they were doing there, and that's when | saw Barbara Stratford. She'd evidently
been held back in the corridor, but now she came in pushing and shoving. "Thereyou are," she sad,
knedling beside me and grabbing mein the longest, hardest hug of my life.

That'swhen | knew it -- Guantanamo by the Bay wasin the hands of its enemies. | was saved.
Chapter 21

This chapter is dedicated to Pages Books in Toronto, Canada. Long a fixture on the bleedingly
trendy Queen Street West strip, Pages is located over the road from CityTV and just a few doors
down from the old Bakka store where | worked. We at Bakka loved having Pages down the street
from us: what we were to science fiction, they were to everything else: hand-picked material
representing the stuff you'd never find elsewhere, the stuff you didn't know you were looking for
until you saw it there. Pages also has one of the best news-stands I've ever seen, row on row of
incredible magazines and zines from all over the world.
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They left me and Barbaraaonein the room then, and | used the working shower head to rinse off -- |
was suddenly embarrassed to be covered in piss and barf. When | finished, Barbarawas in tears.

"Y our parents--" she began.

| felt like I might throw up again. God, my poor folks. What they must have gone through.
"Arethey here?'

"No," shesaid. "It'scomplicated,” she said.

"What?"

"Youredill under arrest, Marcus. Everyone hereis. They can't just sweep in and throw open the doors.
Everyone hereisgoing to have to be processed through the crimind justice system. It could take, well, it
could take months."

"I'm going to have to stay herefor months?'

She grabbed my hands. "No, | think we're going to be able to get you arraigned and released on ball
pretty fast. But pretty fast isareative term. | wouldn't expect anything to happen today. And it's not
going to be like those people had it. It will be humane. There will bered food. No interrogations. Visits
fromyour family.

"Just because the DHSisout, it doesn't mean that you get to just walk out of here. What's happened
hereisthat were getting rid of the bizarro-world version of the justice system they'd ingtituted and
replacing it with the old system. The system with judges, open tridlsand lawyers.

"So we can try to get you transferred to ajuvie facility on the mainland, but Marcus, those places can be
redlly rough. Redly, redly rough. This might be the best place for you until we get you bailed out.”

Bailed out. Of course. | wasacrimina -- | hadn't been charged yet, but there were bound to be plenty of
chargesthey could think of. It was practicaly illegal just to think impure thoughts about the government.

She gave my hands another squeeze. "1t sucks, but thisis how it hasto be. The point is, it's over. The
Governor has thrown the DHS out of the State, dismantled every checkpoint. The Attorney Genera has
issued warrantsfor any law-enforcement officersinvolved in 'stressinterrogations and secret
imprisonments. They'll gotojall, Marcus, and it's because of what you did."

| was numb. | heard the words, but they hardly made sense. Somehow, it was over, but it wasn't over.

"Look," shesaid. "We probably have an hour or two before thisal settles down, before they come back
and put you away again. What do you want to do? Walk on the beach? Get a meal ? These people had
an incredible staff room -- weraided it on the way in. Gourmet dl theway."

At last aquestion | could answer. "l want to find Ange. | want to find Darryl.”
#

| tried to use acomputer | found to look up their cell-numbers, but it wanted a password, so we were
reduced to walking the corridors, calling out their names. Behind the cell-doors, prisoners screamed
back at us, or cried, or begged usto let them go. They didn't understand what had just happened,
couldn't see their former guards being herded onto the docksin plastic handcuffs, taken away by



Cdiforniastate SWAT teams.
"Ange!" | cdled over thedin, "Ange Carvdli! Darryl Glover! ItsMarcud”

Wed walked the whole length of the cdll-block and they hadn't answered. | fdt like crying. They'd been
shipped oversess -- they werein Syriaor worse. I'd never seethem again.

| sat down and leaned against the corridor wall and put my facein my hands. | saw Severe Haircut
Woman'sface, saw her smirk as she asked me for my login. She had done this. Shewould gotojail for
it, but that wasn't enough. | thought that when | saw her again, | might kill her. She deservediit.

"Comeon," Barbarasaid, "Come on, Marcus. Don't give up. There's more around here, come on.”

Shewasright. All the doorswe'd passed in the cellblock were old, rusting things that dated back to
when the base wasfirgt built. But at the very end of the corridor, sagging open, was anew high-security
door asthick asadictionary. We pulled it open and ventured into the dark corridor within.

There were four more cell-doors here, doors without bar codes. Each had asmall eectronic keypad
mounted onit.

"Darryl?' | said. "Ange?"

"Marcus?'

It was Ange, caling out from behind the furthest door. Ange, my Ange, my angel.
"Angel" | cried. "It'sme, itsme”

"Oh God, Marcus," she choked out, and then it was &l sobs.

| pounded on the other doors. "Darryl! Darryl, are you here?"

"I'm here." Thevoice wasvery small, and very hoarse. "I'm here. I'm very, very sorry. Please. I'm very
sorry."

He sounded... broken. Shattered.

"Itsme, D," | said, leaning on hisdoor. "It's Marcus. It's over -- they arrested the guards. They kicked
the Department of Homeland Security out. We're getting trials, open trials. And we get to testify against
them.”

"I'm sorry," hesaid. "Please, I'm so sorry.”

The Cdlifornia patrolmen came to the door then. They still had their camerarolling. "Ms Stratford?' one
said. He had hisfaceplate up and he looked like any other cop, not like my savior. Like someone come
to lock me up.

"Captain Sanchez," she said. "Weve located two of the prisoners of interest here. I'd like to see them
released and ingpect them for mysaif.”

"Maam, we don't have access codes for those doorsyet," he said.

She held up her hand. "That wasn't the arrangement. | was to have complete accessto thisfacility. That
came direct from the Governor, sir. We aren't budging until you open these cells." Her face was perfectly
smooth, without asingle hint of give or flex. She meant it.



The Captain looked like he needed deep. He grimaced. "I'll seewhat | can do," he said.
#

They did manage to open the cdlls, findly, about haf an hour later. It took threetries, but they eventually
got the right codes entered, matching them to the arphids on the ID badges they'd taken off the guards
they'd arrested.

They got into Ange's cell first. She was dressed in ahospita gown, open at the back, and her cell was
even more bare than mine had been -- just padding al over, no sink or bed, no light. She emerged
blinking into the corridor and the police camerawas on her, its bright lightsin her face. Barbara stepped
protectively between usand it. Ange stepped tentatively out of her cell, shuffling alittle. Therewas
something wrong with her eyes, with her face. She was crying, but that wasn' it.

"They drugged me," she said. "When | wouldn't stop screaming for alawyer."

That'swhen | hugged her. She sagged against me, but she squeezed back, too. She smelled stale and
swesty, and | smelled no better. | never wanted to let go.

That's when they opened Darryl's cell.

He had shredded his paper hospital gown. He was curled up, naked, in the back of the cell, shielding
himsdf from the cameraand our stares. | ranto him.

"D," | whispered in hisear. "D, it'sme. It's Marcus. It's over. The guards have been arrested. Were
going to get bail, we're going home."

He trembled and squeezed hiseyes shut. "I'm sorry," he whispered, and turned hisface away.

They took me away then, a cop in body-armor and Barbara, took me back to my cell and locked the
door, and that's where | spent the night.

#

| don't remember much about the trip to the courthouse. They had me chained to five other prisoners, all
of whom had been infor alot longer than me. One only spoke Arabic -- he was an old man, and he
trembled. The otherswere al young. | was the only white one. Once we had been gathered on the deck
of theferry, | saw that nearly everyone on Treasure |dand had been one shade of brown or another.

| had only been inddefor one night, but it wastoo long. There was alight drizzle coming down, normaly
the sort of thing that would make me hunch my shoulders and ook down, but today | joined everyone
elsein craning my head back at theinfinite gray sky, reveling in the stinging wet aswe raced acrossthe
bay to the ferry-docks.

They took us away in buses. The shackles made climbing into the buses awkward, and it took along
time for everyoneto load. No one cared. When we weren't struggling to solve the geometry problem of
six people, one chain, narrow bus-aide, we were just looking around at the city around us, up the hill at
the buildings.

All I could think of wasfinding Darryl and Ange, but neither werein evidence. It was abig crowd and
we weren't allowed to move fredly through it. The state troopers who handled us were gentle enough, but
they were till big, armored and armed. | kept thinking | saw Darryl in the crowd, but it was always
someone e se with that same beaten, hunched look that held had in his cell. He wasn't the only broken
one.



At the courthouse, they marched usinto interview roomsin our shackle group. An ACLU lawyer took
our information and asked us afew questions -- when she got to me, she smiled and greeted me by name
-- and then led usinto the courtroom before the judge. He wore an actua robe, and seemed to beaina
good mood.

The ded seemed to be that anyone who had afamily member to post bail could go free, and everyone
else got sent to prison. The ACLU lawyer did alot of talking to the judge, asking for afew more hours
while the prisoners families were rounded up and brought to the court-house. The judge was pretty good
about it, but when | redlized that some of these people had been locked up since the bridge blew, taken
for dead by their families, without trial, subjected to interrogation, isolation, torture -- | wanted to just
break the chains myself and set everyone free.

When | was brought before the judge, he looked down at me and took off his glasses. He looked tired.
The ACLU lawyer looked tired. The bailiffslooked tired. Behind me, | could hear a sudden buzz of
conversation as my name was called by the bailiff. The judge rapped his gavel once, without looking
away from me. He scrubbed at his eyes.

"Mr Ydlow," hesad, "the prosecution hasidentified you as aflight risk. | think they have apoint. Y ou
certainly have more, shal we say, history, than the other people here. | am tempted to hold you over for
trial, no matter how much bail your parents are prepared to post.”

My lawyer started to say something, but the judge silenced her with alook. He scrubbed at his eyes.
"Do you have anything to say?'

"I had the chanceto run,” | said. "Last week. Someone offered to take me away, get me out of town,
help me build anew identity. Instead | stole her phone, escaped from our truck, and ran away. | turned
over her phone -- which had evidence about my friend, Darryl Glover, onit -- to ajourndist and hid out
here, intown."

"Y ou stole aphone?’

"| decided that | couldn't run. That | had to face justice -- that my freedom wasn't worth anything if | was
awanted man, or if the city was till under the DHS. If my friends were still locked up. That freedom for
me wasn't asimportant as a free country.”

"But you did sted aphone.”
| nodded. "I did. | plan on giving it back; if | ever find the young woman in question.”

"Well, thank you for that speech, Mr Yalow. Y ou are avery well spoken young man." He glared &t the
prosecutor. " Some would say avery brave man, too. There was a certain video on the newsthis
morning. It suggested that you had some | egitimate reason to evade the authorities. In light of that, and of
your little speech here, | will grant bail, but | will dso ask the prosecutor to add a charge of
Misdemeanor Petty Theft to the count, as regards the matter of the phone. For this, | expect another
$50,000in bail."

He banged hisgavel again, and my lawyer gave my hand a squeeze.

He looked down at me again and re-seated his glasses. He had dandruff, there on the shoulders of his
robe. A little more rained down as his glasses touched hiswiry, curly hair.

"Y ou can go how, young man. Stay out of trouble.”



#

| turned to go and someone tackled me. It was Dad. He literdly lifted me off my feet, hugging me so hard
my ribs cresked. He hugged me the way | remembered him hugging me when | was alittle boy, when
held spin me around and around in hilarious, vomitous games of airplane that ended with him tossng me
inthe air and catching me and squeezing me like that, so hard it dmost hurt.

A st of softer hands pried me gently out of hisarms. Mom. She held me at arm'slength for amoment,
searching my face for something, not saying anything, tears streaming down her face. She smiled and it
turned into a sob and then she was holding me too, and Dad's arm encircled us both.

When they let go, | managed to findly say something. "Darryl?
"Hisfather met me somewhere dse. He'sin the hospital.”
"When can| seehim?'

"It'sour next stop,” Dad said. Hewas grim. "He doesn't --" He stopped. "They say hell be OK," he said.
His voice was choked.

"How about Ange?'
"Her mother took her home. She wanted to wait here for you, but..."

| understood. | felt full of understanding now, for how al the families of al the people who'd been locked
away must fed. The courtroom wasfull of tears and hugs, and even the bailiffs couldn't stop it.

"Let'sgo see Darryl," | said. "And let me borrow your phone?’

| called Ange on the way to the hospital where they were keeping Darryl -- San Francisco Generdl, just
down the street from us -- and arranged to see her after dinner. She talked in ahurried whisper. Her
mom wasn't sure whether to punish her or not, but Ange didn't want to tempt fate.

There were two state troopersin the corridor where Darryl was being held. They were holding off a
legion of reporters who stood on tiptoe to see around them and get pictures. The flashes popped in our
eyeslike strobes, and | shook my head to clear it. My parents had brought me clean clothesand I'd
changed in the back seat, but | ill felt gross, even after scrubbing mysdlf in the court-house bathrooms.

Some of the reporters called my name. Oh yeah, that's right, | was famous now. The state troopers gave
me alook, too -- elther they'd recognized my face or my name when the reporters called it out.

Darryl'sfather met us at the door of his hospital room, speaking in awhisper too low for the reportersto
hear. Hewasin civvies, the jeans and sweeter | normaly thought of him wearing, but he had his service
ribbons pinned to his breast.

"He'sdeeping,” he said. "He woke up alittle while ago and he started crying. He couldn't stop. They
gave him something to help him deep.”

Heled usin, and there was Darryl, his hair clean and combed, degping with his mouth open. Therewas
white stuff at the corners of his mouth. He had a semi-private room, and in the other bed there was an
older Arab-looking guy, in his40s. | redlized it was the guy I'd been chained to on the way off of
Treasure I1dand. We exchanged embarrassed waves.

Then | turned back to Darryl. | took his hand. His nails had been chewed to the quick. Hed been a



nail-biter when hewas akid, but he'd kicked the habit when we got to high school. | think Van talked
him out of it, telling him how grossit wasfor him to have hisfingersin hismouth dl thetime,

| heard my parents and Darryl's dad take a step away, drawing the curtains around us. | put my face
down next to hison the pillow. He had a straggly, patchy beard that reminded me of Zeb.

"Hey, D," | said. "You madeit. Youregoing to be OK."

Hesnored alittle. | dmost said, "I loveyou," aphrase I'd only said to one non-family-member ever, a
phrase that was weird to say to another guy. In the end, | just gave his hand another squeeze. Poor
Darryl.

Epilogue

This chapter is dedicated to Hudson Booksellers, the booksellers that arein practically every
airport in the USA. Most of the Hudson stands have just a few titles (though those are often
surprisingly diverse), but the big ones, like the one in the AA terminal at Chicago's O'Hare, are as
good as any neighborhood store. It takes something special to bring a personal touch to an
airport, and Hudson's has saved my mind on more than one long Chicago layover.

Hudson Booksdllers

Barbara caled me at the office on July 4th weekend. | wasn't the only one who'd come into work on the
holiday weekend, but | was the only one whose excuse was that my day-rel ease program wouldn't et me
leave town.

In the end, they convicted me of stedling Masha's phone. Can you believe that? The prosecution had
done aded with my lawyer to drop dl chargesrelated to "Electronic terrorism” and “inciting riots’ in
exchange for my pleading guilty to the misdemeanor petty theft charge. | got three monthsina
day-release program with a haf-way house for juvenile defendersin the Mission. | dept a the hafway
house, sharing adorm with abunch of actua criminds, gang kids and druggie kids, a couple of red nuts.
During the day, | was"freg" to go out and work a my "job."

"Marcus, they'reletting her go,” she said.
"Who?'

"Johnstone, Carrie Johnstone," she said. "The closed military tribuna cleared her of any wrongdoing. The
fileisseded. She's being returned to active duty. They're sending her to Irag.”

Carrie Johnstone was Severe Haircut Woman's name. It came out in the preliminary hearings at the
Cdlifornia Superior Court, but that was just about al that came out. She wouldn't say aword about who
shetook ordersfrom, what she'd done, who had been imprisoned and why. She just sat, perfectly silent,
day after day, in the courthouse.

The Feds, meanwhile, had blustered and shouted about the Governor's "unilaterd, illegd™ shut-down of
the Treasure Idand facility, and the Mayor's eviction of fed copsfrom San Francisco. A lot of those cops
had ended up in gtate prisons, dong with the guards from Gitmo-by-the-Bay.

Then, one day, there was no statement from the White House, nothing from the state capitol. And the
next day, there was adry, tense press-conference held jointly on the steps of the Governor's mansion,
where the head of the DHS and the governor announced their "understanding.”

The DHSwould hold a closed, military tribund to investigate "possible errorsin judgment” committed



after the attack on the Bay Bridge. Thetribuna would use every tool at its disposal to ensure that crimina
actswere properly punished. In return, control over DHS operationsin Californiawould go through the
State Senate, which would have the power to shut down, inspect, or re-prioritize all homeland security in
the sate.

The roar of the reporters had been deafening and Barbara had gotten the first question in. *Mr Governor,
with al due respect: we have incontrovertible video evidence that Marcus Y dlow, acitizen of this state,
native born, was subjected to asmulated execution by DHS officers, apparently acting on ordersfrom
the White House. Isthe State redlly willing to abandon any pretense of justice for its citizensin the face of
illegd, barbaric torture?' Her voice trembled, but didn't crack.

The Governor spread his hands. "The military tribunalswill accomplish justice. If Mr Ydlow -- or any
other person who has cause to fault the Department of Homeland Security -- wants further justice, heis,
of course, entitled to sue for such damages as may be owing to him from the federa government.”

That'swhat | was doing. Over twenty thousand civil lawsuits werefiled against the DHS in the week after
the Governor's announcement. Mine was being handled by the ACLU, and they'd filed motionsto get at
the results of the closed military tribunds. So far, the courts were pretty sympathetic to this.

But | hadn't expected this.
"She got off totally Scot-free?’

"The press release doesn't say much. "After athorough examination of the eventsin San Francisco and in
the specia anti-terror detention center on Treasure Idand, it isthe finding of thistribunal that Ms
Johnstone's actions do not warrant further discipline.’ There'sthat word, 'further’ -- like they've dready
punished her."

| snorted. I'd dreamed of Carrie Johnstone nearly every night since | was released from
Gitmo-by-the-Bay. I'd seen her face looming over mine, tht little snarly smile as she told the man to give
mea"drink."

"Marcus--" Barbarasaid, but | cut her off.

"It'sfine. It'sfine. I'm going to do avideo about this. Get it out over the weekend. Mondays are big days
for vird video. Everyonell be coming back from the holiday weekend, looking for something funny to
forward around school or the office."

| saw ashrink twice aweek as part of my deal at the halfway house. Once I'd gotten over seeing that as
some kind of punishment, it had been good. HeEd hel ped me focus on doing congtructive thingswhen |
was upset, instead of |etting it eat me up. The videos helped.

"l haveto go," | said, swallowing hard to keep the emotion out of my voice,
"Take care of yoursdlf, Marcus," Barbarasaid.

Ange hugged me from behind as | hung up the phone. "I just read about it online," she said. Sheread a
million newsfeeds, pulling them with aheadline reader that sucked up stories asfast asthey ended up on
the wire. Shewas our officia blogger, and shewas good &t it, snipping out the interesting stories and
throwing them online like ashort order cook turning around breskfast orders.

| turned around in her arms so that | was hugging her from in front. Truth be told, we hadn't gotten alot
of work donethat day. | wasn't alowed to be out of the halfway house after dinner time, and she couldn't
visit methere. We saw each other around the office, but there were usudly alot of other people around,



which kind of put acrimp in our cuddling. Being donein the office for aday was too much temptation. It
was hot and sultry, too, which meant we were both in tank-tops and shorts, alot of skin-to-skin contact
as we worked next to each other.

"I'm going to make avideo," | said. "'l want to release it today."
"Good," shesaid. "Let'sdoit.”

Ange read the press-release. | did alittle monologue, synched over that famous footage of me on the
water-board, eyes wild in the harsh light of the camera, tears streaming down my face, hair matted and
flecked with barf.

"Thisisme. | am on awaterboard. | am being tortured in asmulated execution. The torture is supervised
by awoman called Carrie Johnstone. She works for the government. Y ou might remember her from this
video."

| cut in the video of Johnstone and Kurt Rooney. "That's Johnstone and Secretary of State Kurt Rooney,
the president's chief drategist.”

"The nation does not love that city. As far asthey're concerned, it is a Sodom and Gomorrah of
fags and atheists who deserveto rot in hell. The only reason the country cares what they think in
San Francisco is that they had the good fortune to have been blown to hell by some Islamic
terrorists.”

"He'stalking about the city where live. At last count, 4,215 of my neighbors were killed on the day he's
talking about. But some of them may not have been killed. Some of them disappeared into the same
prison where | was tortured. Some mothers and fathers, children and lovers, brothers and siters will
never seether loved ones again -- because they were secretly imprisoned in anillegd jail right herein the
San Francisco Bay. They were shipped overseas. The records were meticulous, but Carrie Johnstone
has the encryption keys." | cut back to Carrie Johnstone, the footage of her Sitting at the board table with

Rooney, laughing.

| cut in the footage of Johnstone being arrested. "When they arrested her, | thought wed get justice. All
the people she broke and disappeared. But the president --" | cut to atill of him laughing and playing
golf on one of hismany holidays"-- and his Chief Strategist --" now adtill of Rooney shaking handswith
an infamousterrorist leader who used to be on "our Sde" "'-- intervened. They sent her to a secret military
tribuna and now that tribuna has cleared her. Somehow, they saw nothing wrong with al of this"

| cut in a photomontage of the hundreds of shots of prisonersin their cellsthat Barbara had published on
the Bay Guardian's Site the day we were released. "We elected these people. We pay their salaries.
They're supposed to be on our side. They're supposed to defend our freedoms. But these people--" a
series of shots of Johnstone and the others who'd been sent to the tribunal "-- betrayed our trust. The
election isfour monthsaway. That'salot of time. Enough for you to go out and find five of your
neighbors -- five people who've given up on voting because their choice is'none of the above!

"Tak to your neighbors. Make them promise to vote. Make them promise to take the country back from
the torturers and thugs. The people who laughed a my friends asthey lay fresh in their graves a the
bottom of the harbor. Make them promise to talk to their neighbors.

"Mogt of us choose none of the above. It's not working. Y ou have to choose -- choose freedom.

"My nameisMarcus Y alow. | wastortured by my country, but | still loveit here. I'm seventeen years
old. I want to grow up in afree country. | want to live in afree country.”



| faded out to the logo of the website. Ange had built it, with help from Jolu, who got us dl the free
hosting we could ever need on Pigspleen.

The office was an interesting place. Technically we were called Codition of VVotersfor aFree America,
but everyone called usthe Xnetters. The organization -- a charitable nonprofit -- had been co-founded
by Barbaraand some of her lawyer friendsright after the liberation of Treasure Idand. The funding was
kicked off by some tech millionaireswho couldn't believe that abunch of hacker kids had kicked the
DHS's ass. Sometimes, they'd ask usto go down the peninsulato Sand Hill Road, where all the venture
capitaistswere, and give alittle presentation on Xnet technology. There were about a zillion startups who
were trying to make abuck on the Xnet.

Whatever -- | didn't have to have anything to do with it, and | got adesk and an office with a storefront,
right there on Vaencia Street, where we gave away ParanoidXbox CDs and held workshops on building
better WiFi antennas. A surprising number of average people dropped in to make persona donations,
both of hardware (you can run ParanoidLinux on just about anything, not just Xbox Universals) and cash
money. They loved us.

The big plan wasto launch our own ARG in September, just intime for the dection, and to redly tieit in
with signing up voters and getting them to the polls. Only 42 percent of Americans showed up &t the polls
for thelast election -- nonvoters had ahuge mgjority. | kept trying to get Darryl and Van to one of our
planning sessions, but they kept on declining. They were spending alot of time together, and Van inssted
that it wastotally nonromantic. Darryl wouldn't talk to me much at al, though he sent melong emails
about just about everything that wasn't about Van or terrorism or prison.

Ange squeezed my hand. "God, | hate that woman," she said.

| nodded. "Just one more rotten thing this country'sdoneto Irag,” | said. "If they sent her to my town, I'd
probably become aterrorist.”

"Y ou did become aterrorist when they sent her to your town."
"Sol did," | said.
"Areyou going to Ms Gavez's hearing on Monday?"

"Totdly." I'd introduced Ange to Ms Galvez a couple weeks before, when my old teacher invited me
over for dinner. The teacher's union had gotten a hearing for her before the board of the Unified School
Didtrict to argue for getting her old job back. They said that Fred Benson was coming out of (early)
retirement to testify against her. | waslooking forward to seeing her again.

"Do you want to go get aburrito?"
"Totdly."
"L et me get my hot-sauce,” she said.

| checked my email one moretime-- my PirateParty email, which gtill got adribble of messagesfrom old
Xnetters who hadn't found my Codlition of Voters address yet.

The latest message was from athrowaway email address from one of the new Brazilian anonymizers.
> Found her, thanks. Y ou didn't tell me she was so h4wt.

"Who's that from?"



| laughed. "Zeb," | said. "Remember Zeb? | gave him Mashas email address. | figured, if they're both
underground, might aswell introduce them to one another.”

"Hethinks Mashais cute?"

"Givethe guy abreak, he's clearly had his mind warped by circumstances.”
"And you?'

"Me?"

"Y eah -- was your mind warped by circumstances?’

| held Ange out at arm's length and looked her up and down and up and down. | held her cheeks and
stared through her thick-framed glassesinto her big, mischievoustilted eyes. | ran my fingersthrough her
hair.

"Ange, I've never thought more clearly in my wholelife.

Shekissed methen, and | kissed her back, and it was some time before we went out for that burrito.
Afterword by Bruce Schneier

I'm a security technologist. My job is making people secure.

| think about security systems and how to break them. Then, how to make them more secure. Computer
Security systems. Surveillance systems. Airplane security systems and voting machines and RFID chips
and everything e<e.

Cory invited meinto the last few pages of his book because he wanted meto tell you that security isfun.
It'sincredibly fun. It's cat and mouse, who can outsmart whom, hunter versus hunted fun. | think it'sthe
most fun job you can possibly have. If you thought it was fun to read about Marcus outsmarting the
gait-recognition cameras with rocksin his shoes, think of how much more fun it would beif you werethe
first person in the world to think of that.

Working in security means knowing alot about technology. It might mean knowing about computers and
networks, or cameras and how they work, or the chemistry of bomb detection. But really, security isa
mindset. It'saway of thinking. Marcusisagrest example of that way of thinking. He's lways looking for
ways asecurity system fails. I'll bet he couldn't walk into astore without figuring out away to shoplift.
Not that hed do it -- there's a difference between knowing how to defeat a security system and actualy
defeating it -- but he'd know he could.

It's how security people think. We're constantly looking at security systems and how to get around them;
wecant hepit.

Thiskind of thinking isimportant no matter what side of security you're on. If you've been hired to build a
shoplift-proof store, you'd better know how to shoplift. If you're designing a camerasystem that detects
individua gaits, you'd better plan for people putting rocksin their shoes. Because if you don't, you're not
going to design anything good.

So when you're wandering through your day, take amoment to look at the security systems around you.
Look at the camerasin the stores you shop at. (Do they prevent crime, or just move it next door?) See
how arestaurant operates. (If you pay after you eat, why don't more peoplejust leave without paying?)
Pay attention at airport security. (How could you get awesgpon onto an airplane?) Watch what the teller



doesa abank. (Bank security is designed to prevent tellersfrom stedling just as much asit isto prevent
you from steding.) Stare a an anthill. (Insects are dl about security.) Read the Congtitution, and notice all
the ways it provides people with security against government. Look at traffic lights and door locks and all
the security systems on televison and in the movies. Figure out how they work, what threats they protect
againgt and what threats they don't, how they fail, and how they can be exploited.

Spend enough time doing this, and you'll find yoursdlf thinking differently about theworld. Y ou'll sart
noticing that many of the security systems out there don't actudly do what they claim to, and that much of
our nationd security isawaste of money. Y ou'll understand privacy as essentia to security, not in
opposition. You'll stop worrying about things other people worry about, and start worrying about things
other people don't even think about.

Sometimes you'll notice something about security that no one has ever thought about before. And maybe
you'll figure out anew way to break a security system.

It was only afew years ago that someone invented phishing.

I'm frequently amazed how easy it isto break some pretty big-name security systems. There are alot of
reasons for this, but the big oneisthat it'simpossible to prove that something is secure. All you candois
try to break it. -- if you fail, you know that it's secure enough to keep you out, but what about someone
who's smarter than you? Anyone can design a security system so strong he himself can't break it.

Think about that for asecond, because it's not obvious. No oneis qudified to analyze their own security
designs, because the designer and the andyzer will be the same person, with the same limits. Someone
else hasto andyze the security, because it has to be secure againgt things the designers didn't think of.

Thismeansthat al of us haveto anayze the security that other people design. And surprisingly often, one
of usbreaksit. Marcuss exploits aren't far-fetched; that kind of thing happens dl the time. Go onto the
net and look up Obump keyO or OBic pen Kryptonite lockO; you'll find acouple of redly interesting
stories about seemingly strong security defeated by pretty basic technology.

And when that happens, be sure to publish it on the Internet somewhere. Secrecy and security aren't the
same, even though it may seem that way. Only bad security relies on secrecy; good security works even
if dl thedetailsof it are public.

And publishing vulnerabilities forces security designersto design better security, and makes usal better
consumers of security. If you buy a Kryptonite bike lock and it can be defeated with aBic pen, you're
not getting very good security for your money. And, likewise, if abunch of smart kids can defegt the
DHSs antiterrorist technologies, then it's not going to do avery good job against red terrorigts.

Trading privacy for security is stupid enough; not getting any actua security inthe bargainis even
supider.

So close the book and go. Theworld isfull of security systems. Hack one of them.
Bruce Schneler
Afterword by Andrew " bunni€' Huang, Xbox Hacker

Hackers are explorers, digital pioneers. It'sin ahacker's nature to question conventions and be tempted
by intricate problems. Any complex system is sport for ahacker; aside effect of thisisthe hacker's
naturd affinity for problemsinvolving security. Society isalarge and complex system, and is certainly not
off limitsto alittle hacking. Asaresult, hackers are often stereotyped asiconoclasts and socid mifits,



people who defy socia normsfor the sake of defiance. When | hacked the Xbox in 2002 whileat MIT, |
wasn't doing it to rebel or to cause harm; | wasjust following anatural impulse, the same impulse that
leadsto fixing a broken iPod or exploring the roofs and tunnelsat MIT.

Unfortunately, the combination of not complying with socid norms and knowing “threatening” thingslike
how to read the arphid on your credit card or how to pick locks causes some peopleto fear hackers.
However, the motivations of ahacker aretypicaly assmpleas*l’m an engineer because | liketo design
things.” People often ask me, “Why did you hack the Xbox security sysem?” And my answer issmple:
Fird, | ownthethingsthat | buy. If someone cantell mewhat | can and can’t run on my hardware, then |
don’'t own it. Second, becauseit' sthere. It'sa system of sufficient complexity to make good sport. It
was agreet diverson from the late nights working on my PhD.

| was lucky. Thefact that | was agraduate student at MIT when | hacked the Xbox legitimized the
activity in the eyes of theright people. However, the right to hack shouldn’t only be extended to
academics. | got my start on hacking when | wasjust aboy in elementary school, taking apart every
electronic gppliance | could get my hands on, much to my parents' chagrin. My reading collection
included books on model rocketry, artillery, nuclear weaponry and explosives manufacture -- books that
| borrowed from my schoal library (1 think the Cold War influenced the reading sdection in public
schoals). | dso played with my fair share of ad-hoc fireworks and roamed the open construction sites of
houses being raised in my Midwestern neighborhood. While not the wisest of thingsto do, these were
important experiencesin my coming of ageand | grew up to be afree thinker because of the socia
tolerance and trust of my community.

Current events have not been so kind to aspiring hackers. Little Brother shows how we can get from
where we are today to aworld where socid tolerance for new and different thoughts dies altogether. A
recent event highlights exactly how close we areto crossng the lineinto theworld of Little Brother. | had
the fortune of reading an early draft of Little Brother back in November 2006. Fast forward two months
to the end of January 2007, when Boston police found suspected explosive devices and shut down the
city for aday. These devicesturned out to be nothing more than circuit boards with flashing LEDs,
promoting a show for the Cartoon Network. The artists who placed this urban graffiti weretakenin as
suspected terrorists and ultimately charged with felony; the network producers had to shell out a$2
million settlement, and the head of the Cartoon Network resigned over thefalout.

Have the terrorists aready won? Have we given in to fear, such that artists, hobbyists, hackers,
iconoclasts, or perhaps an unassuming group of kids playing Hargjuku Fun Madness, could be so trivialy
implicated asterrorists?

Thereisaterm for this dysfunction--it is called an autoimmune disease, where an organism's defense
system goesinto overdrive so much that it failsto recognizeitsdf and atacksits own cells. Ultimatdly, the
organism sdlf-destructs. Right now, Americais on the verge of going into angphylactic shock over itsown
freedoms, and we need to inoculate ourselves againgt this. Technology isno curefor this paranoig; in

fact, it may enhance the parancia it turns usinto prisoners of our own device. Coercing millions of people
to strip off their outer garments and walk barefoot through metal detectors every day isno solution either.
It only servesto remind the population every day that they have areason to be afraid, whilein practice
providing only aflimsy barrier to adetermined adversary.

Thetruth isthat we can't count on someone else to make usfed free, and M 1k3y won't come and save
usthe day our freedoms arelost to paranoia. That's because M1k3y isin you and in me--Little Brother is
areminder that no matter how unpredictable the future may be, we don't win freedom through security
systems, cryptography, interrogations and spot searches. We win freedom by having the courage and the
conviction to live every day freely and to act as afree society, no matter how great the threats are on the



horizon.
Be like M 1k3y: step out the door and dare to be free.
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A lot of webgtes chronicle the fight for cyberliberties, but few go at it with the verve of Sashdot, "News
for Nerds, Stuff That Matters' (dashdot.org).

And of course, you have to visit Wikipedia, the collaborative, net-authored encyclopediathat anyone
can edit, with more than 1,000,000 entriesin English alone. Wikipedia covers hacking and counterculture
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of every Wikipedia page to see how the current version of the truth was arrived it, get an appreciation for
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The best fictiona account of the history of crypto is, hands-down, Nea Stephenson’s Cryptonomicon
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gripping war-novel that you won't be able to put down.
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Motherf ers. Abbie Hoffman's classic book on ripping off the system, " Stedl This Book," isback in
print (Four Walls Eight Windows, 2002) and it's also online as a collaborative wiki for people who want
to try to update it (stedlthiswiki.nineSpages.com).

Hoffman's autobiography, "Soon to BeaMgor Maotion Picture” (dso in print from Four Walls Eight
Windows) isone of my favorite memairs ever, eveniif it ishighly fictionaized. Hoffman was an incredible
doryteller and had great activist ingtincts. If you want to know how heredly lived hislife, though, try
Larry Soman's”Sted This Dream” (Doubleday, 1998).

More counterculture fun: Jack Kerouac's "On the Road" can be had in practicaly any used bookstore for
abuck or two. Allan Ginsberg's"HOWL" isonlinein many places, and you can hear himread it if you
search for the MP3 at archive.org. For bonus points, track down the album "Tenderness Junction” by the
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best novel ever published on how societies go wrong. | read thisbook when | was 12 and have read it
30 or 40 times Since, and every time, | get something new out of it. Orwell was a master of storytelling
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masterpiece, "Alan Mendd sohn: The Boy From Mars' (presently in print as part of the omnibus "5
Novels" Farrar, Straus and Giroux, 1997) isa book that every geek needsto read. If you've ever felt
like an outcast for being too smart or weird, READ THIS BOOK. It changed my life.

On amore contemporary front, there's Scott Westerfeld's " So Y esterday” (Razorbill, 2004), which
follows the adventures of cool hunters and counterculture jammers. Scott and hiswife Justine Larbaestier
were my partia inspiration to write abook for young adults -- as was Kathe Koja. Thanks, guys.

Acknowledgments
This book owes atremendous debt to many writers, friends, mentors, and heroeswho made it possible.

For the hackers and cypherpunks. Bunnie Huang, Seth Schoen, Ed Felten, Alex Halderman, Gweeds,
Natdie Jeremijenko, Emmanud Goldgtein, Aaron Swartz

For the heroes: Mitch Kapor, John Gilmore, John Perry Barlow, Larry Lessig, Shari Stedle, Cindy Cohn,
Fred von Lohmann, Jamie Boyle, George Orwell, Abbie Hoffman, Joe Trippi, Bruce Schneier, Ross
Dowson, Harry Kopyto, Tim O'Reilly

For the writers: Bruce Sterling, Kathe Koja, Scott Westerfeld, Justine Larbalestier, Pat Y ork, Annaee
Newitz, Dan Gillmor, Daniel Pinkwater, Kevin Pouden, Wendy Grossman, Jay Lake, Ben Rosenbaum

For the friends: Fiona Romeo, Quinn Norton, Danny O'Brien, Jon Gilbert, danah boyd, Zak Hanna,
Emily Hurson, Grad Conn, John Henson, Amanda Foubister, Xeni Jardin, Mark Frauenfelder, David
Pescovitz, John Battelle, Karl Levesque, Kate Miles, Neil and Tara-Lee Doctorow, Ragl Dornfest, Ken
Snider

For the mentors: Judy Merril, Roz and Gord Doctorow, Harriet Wolff, Jm Kelly, Damon Knight, Scott
Eddmen



Thank you dl for giving me the toolsto think and write about these idess.
Creative Commons

Creative Commons Legd Code
Attribution-NonCommercia-ShareAlike 3.0 Unported

CREATIVE COMMONS CORPORATION ISNOT A LAW FIRM AND DOES NOT PROVIDE
LEGAL SERVICES. DISTRIBUTION OF THISLICENSE DOESNOT CREATE AN
ATTORNEY-CLIENT RELATIONSHIP. CREATIVE COMMONS PROVIDES THIS
INFORMATION ON AN "ASIS' BASIS. CREATIVE COMMONS MAKES NO WARRANTIES
REGARDING THE INFORMATION PROVIDED, AND DISCLAIMSLIABILITY FOR
DAMAGESRESULTING FROM ITSUSE.

License

THE WORK (AS DEFINED BELOW) ISPROVIDED UNDER THE TERMS OF THIS
CREATIVE COMMONS PUBLIC LICENSE ("CCPL" OR"LICENSE"). THE WORK IS
PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE OF THE
WORK OTHER THAN ASAUTHORIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS
PROHIBITED.

BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU ACCEPT AND
AGREE TOBE BOUND BY THE TERMSOF THISLICENSE. TO THE EXTENT THIS
LICENSE MAY BE CONSIDERED TO BE A CONTRACT, THE LICENSOR GRANTSYOU
THE RIGHTS CONTAINED HERE IN CONSIDERATION OF YOUR ACCEPTANCE OF SUCH
TERMSAND CONDITIONS.

1. Definitions

1. "Adaptation” means awork based upon the Work, or upon the Work and other pre-existing works,
such as atrandation, adaptation, derivative work, arrangement of music or other dterations of aliterary
or artigtic work, or phonogram or performance and includes cinematographic adaptations or any other
form in which the Work may be recadt, transformed, or adapted including in any form recognizably
derived from the origina, except that awork that congtitutes a Collection will not be considered an
Adaptation for the purpose of this License. For the avoidance of doubt, where the Work isamusical
work, performance or phonogram, the synchronization of the Work in timed-relation with amoving
image (""synching") will be consdered an Adaptation for the purpose of this License.

2. "Collection" meansacollection of literary or artistic works, such as encyclopedias and anthologies, or
performances, phonograms or broadcasts, or other works or subject matter other than workslisted in
Section 1(g) below, which, by reason of the salection and arrangement of their contents, condtitute
intellectud creations, in which the Work isincluded inits entirety in unmodified form aong with one or
more other contributions, each congtituting separate and independent works in themsalves, which
together are assembled into a collective whole. A work that constitutes a Collection will not be
considered an Adaptation (as defined above) for the purposes of this License.

3. "Didribute" meansto make available to the public the origina and copies of the Work or Adaptation,
as appropriate, through sde or other transfer of ownership.

4. "License Elements' meansthefollowing high-leve license attributes as selected by Licensor and
indicated in thetitle of this License: Attribution, Noncommercid, ShareAlike.



5. "Licensor" meanstheindividud, individuas, entity or entitiesthat offer(s) the Work under the terms of
thisLicense.

6. "Origina Author" means, inthe case of aliterary or artistic work, theindividud, individuds, entity or
entitieswho created the Work or if noindividua or entity can be identified, the publisher; and in addition
(i) inthe case of a performance the actors, singers, musicians, dancers, and other personswho act, sing,
ddiver, declam, play in, interpret or otherwise perform literary or artistic works or expressions of
folklore; (ii) in the case of aphonogram the producer being the person or legal entity who first fixesthe
sounds of a performance or other sounds; and, (iii) in the case of broadcasts, the organization that
transmits the broadcast.

7."Work" meansthe literary and/or artistic work offered under the terms of this License including without
limitation any production in the literary, scientific and artistic domain, whatever may be the mode or form
of itsexpression including digital form, such as abook, pamphlet and other writing; alecture, address,
sermon or other work of the same nature; adramatic or dramatico-musical work; a choreographic work
or entertainment in dumb show; amusica compaosition with or without words; a cinematographic work to
which are assimilated works expressed by a process andogous to cinematography; awork of drawing,
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exchange of copyrighted works.
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Author, Licensor and/or Attribution Parties.

5. For the avoidance of doulbt:

1. Non-waivable Compulsory License Schemes. In thosejurisdictionsin which the right to collect
roydties through any statutory or compulsory licensing scheme cannot be waived, the Licensor reserves
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License,

2. Waivable Compulsory License Schemes. In those jurisdictionsin which theright to collect royaties
through any statutory or compulsory licensing scheme can be waived, the Licensor reservesthe exclusve
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purpose or use which is otherwise than noncommercia as permitted under Section 4(c).
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law, to enable Y ou to reasonably exercise Y our right under Section 3(b) of this License (right to make
Adaptations) but not otherwise.
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7. Termination

1. ThisLicense and the rights granted hereunder will terminate automatically upon any breach by Y ou of
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applicable copyright in the Work). Notwithstanding the above, Licensor reservestheright to releasethe
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5. This License congtitutes the entire agreement between the parties with respect to the Work licensed
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