FIREWALL

David D. Levine

We begin with a story that spans the globe and stretches into space, as Hugo award winner David
Levine focuses squarely on the moment when humanity realizes en masse that everything is
changing—and each of us has to decide what we want to do about that change.

It started in Ching, asI'd dwaysfeared it would.

| sat in my darkened office, surrounded by glowing screens. Usudly the screenswere filled with the tools
of my job—system status displays, network traffic monitors, hardware hedth summaries, and the faces of
my subs—but for now I'd pushed most of those to one side in favor of the news. Even so, | kept awary
eye on my network. No sign of any trouble here, so far.

| shoved another stick of gum in my mouth, chomped at it without tasting. | tossed the gum wrapper
toward the trash but, distracted, forgot where | was and gave it too hard a push. The wrapper arced high
and bounced off the ceiling and thewall, drifting gently down to joinitsfelowson thefloor. | groaned
and ran ahand across my thinning blond crew cut, desperately craving acigarette.

The nearest cigarette was four hundred thousand kilometers away.

"Reports from Harbin are confused and fragmentary,” said the reporter on Telenews, aneon-lit nighttime
street behind her. The face above the Telenews logo was wide-eyed and glistened with sweat—either
human or avery, very good sub. "All communication channels and transt systems are till down, and
those few who have emerged on foot agree on little other than that power isfluctuating citywide. Some
report incomprehens ble messages on their phones.” A Chinese businessman gppeared, pointing
frantically to the phone on hiswrist and jabbering something that was trandated as "It was no human
voice. It greeted me by name. It said, 'l knew her," and then, They cannot.' Then it cut off."



I'd seen that clip before. | turned my attention to another screen, where ashuddering handheld camera
showed acity skyline, lightsflickering on and off against the darkened sky. "The Chinese government
continuesto deny al knowledge of any prohibited or questionable research,” the voice-over said, "but
Western computer scientists have long suspected Harbin University of harboring renegade researchers
whose aim is nothing less than the technologica apocaypse and the end of humanity.” | rolled my eyes
and muted the sound. | needed cold facts, not overheated rumor and suspicion.

Asusud, the amateur news sources were well ahead of the professionas. Hundreds of bloggers had
aready posted eyewitness reports of the chaos, despite network outages and government censorship,
and many of those reports were in English or had aready been trandated by other amateurs. Of course,
alot of it was crap—tinfoil-hat conspiracy theories and uninformed speculation—nbut | knew who the
trustworthy playerswere and | had smart filtersto hel p sift the whesat from the chaff. | began to put
together a picture of what had happened.

It was true that researchers at Harbin had been pushing the boundaries, but that was what researchers
were supposed to do. It was researchers pushing boundaries who'd driven the increasing pace of
technologica improvementsthat had, among many other things, put people back on the moon after a
decades-long hiatus. But researchers were aso supposed to take precautions—Ilike sterile protocols,
segmented networks, and hardware cutoffs—which should have prevented anything unexpected from
escaping the lab. According to some grad students, alimited equipment budget had forced the
researchers to compromise.

Civilians. They were no better than children. | shook my head, chomping grimly a my gum.

| turned away from the news and verified that my own network defenses were fully deployed. Standard
antimaware tools might not be effective against whatever unknown software had escaped thelabin
Harbin, but | didn't want to leave anything to chance. Along the samelines, | instructed Network to
tighten theinternal checkpoints between network segments—the staff would squawk, but my position as
head of information security gave me specia authority when it came to protecting the safety of Kennedy
Station.

As| was checking over the equipment inventory to seeif any machines could be taken offlinefor the
duration of the crigis, Personal’s face gppeared with abeep on one of the monitors. "It's Thuy, gr," he
sad. "She's called an emergency meeting of senior staff, conference B, oh ninethirty.”

"Tdl her I'm busy on acriticd infrastructure task."

He blinked out for about fifteen seconds, then returned. " She ingsted you attend in person, Sir. Her exact



wordswere, Tell your bossthat if he doesn't get hisfat assin here, his next performance review isgoing
to read' R.1.P. Jeff Patterson.™

| sighed. The clock in the corner of the monitor read "09:23". "I'll be there." | doubled the processor
alocation to my subs and hauled myself from my chair—even in one-sixth geel till had to cope with the
increasing mass of my almogt-forty-year-old gut. As| headed down the corridor | hoped nothing would
happen during the meeting that required my immediate attention. Even the best subswere poor at
reacting to unexpected situations, and right now | was expecting the unexpected at any moment.

| maintained six virtual subordinates. Software, Hardware, Network, Storage, Firewall, and Persond.
Their appearances were as stolid and practica astheir names, all mae and al crew-cut, differentiated
only by the details of their faces and the insignia on their chests, which changed to show their current
gatus. My only concession to civilian life was the colors of their clothing: each wore adifferent solid color
rather than the uniform olive drab of military subs.

My predecessor, atrade-school kid half my age, had kept a huge crowd of subs whose functions and
names had been asidiosyncratic astheir shifting, flowing appearances. I'd terminated them all as soon as
I'd arrived, three months ago; some of them had used a thousand times as much processor power just to
maintain their skinsasit had taken to send people to the moon in thefirst place. But Thuy and the other
staff had subs nearly as elaborate, and there wasn't anything | could do about that.

At least none of my co-workers had gone al Disney, like my ex Jesse had. When weld been living in
base housing, her subs had been as clean and straightforward as mine. But as soon as we got our own
place, with better hardware, sheld started dressing them up in expensive licensed skinslike Cinderella
and Peter Pan. That should have been my first clue. . .

Why couldn't people see when something was good enough, and just leave it alone?

Conference room B might have been anywhere—walls, ceiling and floor dl square and bland, fake
wood-grain table, worn and uncomfortable chairs swapped in from individua officesand
quarters—except for the one-gixth gravity and the airtight doors, and the omnipresent burnt-dust smell of
powdered regolith that the scientists tracked in from the surface. The dugt, fine and dry astalcum, got
into everything and was akiller of disc readers, fans, and anything €se with moving parts.

Thuy Vu McLaughlin, on the other hand, was one of akind. The Vietnamese-Irish-American station
adminigtrator's brush-cut dark hair glinted with red highlights, and freckles dotted the golden-brown skin



beneath her dmond-shaped hazdl eyes. She stood not much more than 150 centimeterstall and weighed
lessthan half what | did, fifty kilostops, but | till found her intimidating. I'd seen her doing low-gee
kenpo and | thought that, in my current shape, she could probably kick my ass. It didn't help that she had
the same cracker accent as my daddy.

At the moment she didn't look pleased.

"Why the hell have you cut off mesh and conf access?' she demanded as soon as | entered the room.
Behind her the three division heads, Sochima Okoghe, Dan Irvin, and Kristina Lundberg, awaited my
response with equaly dour expressions.

"Thaose protocol s include code packets that execute directly on the 1/0 processor,” | explained patiently.
"They'reinherently insecure. And we don't know yet what's happening in China,"

"And we aren't going to find out what's happening until we get our high-reslinks back," Sochima shot
back. Tdl, lean, and ebony, with apicy Nigerian accent, Sochimawas the lead scientist of the smal
Confédération Africaine team studying low gravity's effects on heart disease. It was supposed to have
been amuch larger team, but the ongoing Nigeria-Cameroon war had drained the Confédération's
resources. "Y our paranoia could prevent us from making an informed decision about what to do next."

Before | could respond, Kristinaheld up a placating hand. She was from Sweden and often acted as
moderator between me and the hotheaded Thuy and Sochima. "Please, Jeff," she said, "have some
compassion. Huang and Shu-Yi are desperate for news from home." Most of the sixty people at the
dtation were on Krigtina's multinationa team, combing the surface for fragments of the early solar system,
and severd of the key researchers were Chinese.

| took acalming breath before speaking. "There's plenty of news available. Televison, radio, voice, mall,
web—just no multimediaor interactive content.”

"There's carrier pigeons, too," said Dan, his broad Augtrdian vowd s amplifying the statement's sarcasm.
The pudgy little engineer wasin charge of the sation's physical plant. "They're just about as effective.”

| ground my gum between my teeth. "Y ou don't understand the seriousness of the Situation. Any breach
in data security could be catastrophic.”

Sochimarolled her eyes. "Then why do we have dl that antimaware stuff clogging our systems? Or isn't
it asgood at stopping maware asit isat preventing my people from ingtaling the software they need to



dotheir jobs?'

"Thisian't an ordinary maware infestation,” | said, deciding not to list the worms, leeches, and pornobots
my defenses had stopped on computersin Sochimas group. "It's an outbreak of unknown, possibly
intelligent experimental software. We don't know what it can do. If it getsingdethefirewal, even
adaptive filters might not be able to stop it before it infects our whole network. The whole city of Harbin's
fdlen off thenet.”

Kristinalooked up from her phone. "It's not just Harbin. Shu-Yi just messaged me that the outbreak has
gpread to Beijing and Shanghai .”

The temperature of the room dropped at that announcement. My chest tightened a notch, and Sochima
and Thuy suddenly seemed alittle less sure of their priorities. Dan stood up from his place a the table. |
think | ought to go run atest on the backup life support systems. Now."

Thuy nodded, uncharacterigticaly silent, but as Dan headed for the door she said, "After you've done
that . . . better run a preflight check on the ELEC."

Dan swdlowed. "Right." He closed and carefully dogged the door behind himself.

| cleared my throat to interrupt the uncomfortable slence that followed. "Uh.. . . what'sthe ELEC?'

Thuy looked meright in the eye. "Emergency Lunar Escape Craft. It can get usto Earth orbit in two
weeks."

"Assuming," Sochimaadded, "there's anyone there to meet us.”

| scrambled back to my office as quickly as| could. I'd mostly adapted to the gravity in my first week,
but when | tried to hurry | till ran into walls sometimes. Network and Software told me nothing
noteworthy had happened on our local network in my absence, but | had Software run afull integrity
check on all connected systems and Network tighten down the internal checkpoints still further—no data
sharing, no conferencing, and no softwareingalsat al other than mandatory security updates.



Once those were running, | turned my attention to the DM Z—an old acronym no one had ever been able
to explain to me, though | guessed it stood for Data Moderation Zone or some such. Thiswas the space
between the inner and outer firewalls where those systems that required access to the outside world
resded. Firewal wasthe only sub permitted in that space. | caled him up on the big monitor right in front
of me,

"l want you to find and immediately terminate any nonessentia processesinthe DMZ," | told him. Asl
spoke, | turned another screen toward mysdlf and raised his priority to maximum. "Essentid functionsare
defined as communications with Earth and data security.” | thought amoment. "Furthermore,
communications through the externd firewall areto belimited to text-only messages and security
software updates. All other incoming dataisto be intercepted and destroyed.”

"Interruption of critica scientific data channels requires an administrative override, Sir."

| bit back acurse; | should have remembered that. | paused and formulated anew command. "Modify
definitions of essentiad software and permitted communicationsto include critical scientific data until
overrideisobtained.”

"Ya s'r.ll

"And notify meimmediatdy, Priority One, if anything unusua occurs. Dismissed.”

"Yes, ar." Firewdl's face vanished, replaced by astandard DMZ status display. It was aready much less
crowded than usud, and most of the remaining green and yellow indicators went dark as | watched. The
last few nonsystem processes were associated with Kristina's and Sochimas priority projects, and I'd
need Thuy's thumbprint to terminate those. | called her and left amessage with one of her subs asking for
her authorization.

Assoon as| hung up on Thuy's sub, Persona began beeping urgently for my attention. Hed done what
he could to mallify the staff whose processes had been terminated and communicationsinterrupted, but
many of them were demanding to speak with mein person and he couldn't hold them off forever. | told
him to continue blocking, then | composed and sent out a broadcast message explaining the Situation and

begging for patience.

As| waited for the message to have whatever effect it was going to, | walked down the hall to my
computer room. The only truly secure computer is one that's turned off and disconnected, and | meant to



put as much hardware as | possibly could into that state. | entered my authorization code and the
armored door did open.

When I'd first arrived, 1'd been surprised that the computer room roared with chilled air, same as any
gmilar room on Earth. The one difference was that the heat exchanger was aradiator lying in asunless
chasm a couple hundred meters away rather than a blower on the roof. So as| moved aong the
closalyspaced equipment racks, powering down unused systems, routers, and hubs, | was buffeted by
deafening gudts of cold air.

| returned to my office and found that my request for authorization had neither been approved nor
denied. Thiswas an unpleasant surprise, but | knew Thuy's habits. | turned right around and headed out
tofind her.

Asl'd expected, | found Thuy in the gym, leaping and kicking in afrenetic series of moves shed
described to me as"battling theinvisble ninjas”" Thelunar gravity transformed her into something from a
fantasy martid artsmovie, bounding four meters high and caroming off thewalls and celling with fluid
grace. It was aspectacular way of dealing with stress, and | envied her the ability to do so.

As so0n as she noticed me, Thuy finished her sequence of moves and thumped to the mat right in front of
me with abow. Her black gi was soaked with sweat. "I need your thumbprint,” | said without preamble.

"What for?' She picked up atowe and rubbed it through her hair, breathing hard.

"Tointerrupt critica scientific datachannels”

Thuy picked up her phone from atop her folded clothing at the corner of the mat and turned it on. "Our
counterparts back in Geneva are depending on that data," she said. "With our limited bandwidth, even a
few hours interruption would put them so far behind they'd take weeksto catch up.”

"Yes. And if this outbreak catches uswith open holesin our firewall, we could lose dl that data
permanently. Or worse."

"It'sredly that bad?"



"It could be."

"Kriginawill kill me." But she swiped her thumb across the phone's print reader and told her sub to grant
the authorization I'd requested.

"Thanks," | said, as she buckled the phone onto her wridt.

She started to say something in response, but her eyes widened as she read the words on her phone's
screen.

"What isit?'

It took her amoment to find her voice. "It's spread to Tokyo. And Bangalore. And half of Russa"” She
looked up. "They're saying this could be the Big One."

Welooked at each other. The Big One—the Infocdypse, the Singularity, the Millennium, cal it what you
will—had been atheoretica possibility since before the turn of the century, but in the past five yearsit
had become ared concern. And ared point of controversy. "Thuy, | know it might be aviolation of
policy to ask, but isanyone on the staff aMillennidist?" Some people—defying not just the law, but the
human ingtinct for salf-preservation—actualy supported the development of posthuman technology. |
needed to know right away if there were any of them insgde my firewall.

Thuy dropped her eyes. "No. No one I've talked to about it, anyway."

| didn't like the implications of the way sheld said that. | had to know who | could trust. "Areyou?

She dtill didn't look up, but after along moment she shook her head. "But my parentsare." Her hands
knotted tightly together. "I . . . | like technology. Y ou'd haveto, to work in aplacelike this. But I've seen
the kind of unintended consequencesit can cause. | could never . . . believe the way my father does.” At
last sheraised her eyesto mine. They burned with anger; they glistened with tears. "Don't worry, Mister
Patterson, I'm not going to open the firewall to some rogue Al with aclever story.”

Now | was the one who had to look down. "I'm sorry. | didn't mean to bring up any . . . uncomfortable



isues."

Thuy rubbed at her eyes with aknuckle. "Y ou're only doing your job. It'sjust . . . | worry about my
daddy. Ever since he sarted getting dl serious about the potentia of machine intelligence, 1've been afraid
he might do something illega.” She blew out a bresth through her nose. "It'slike he changed into a
different person.”

That brought back unpleasant memories. "1 know how that goes." She quirked a questioning eyebrow at
me. | hesitated. "My ex, Jessie," | admitted at last. "Right after we got out of the service, shetold me she
redly, redly wanted children. It came out of nowhere. But | .. ." Thiswas hard to explain. "Look, you
know how when your friends havekids, it'slike they vanish behind awal? They turn into completely
different people? | didn't want to vanish.” | stared a the mat, remembering acrummy little military
gpartment where I'd been happier than ever before or since. "l didn't want usto change.”

What anidiot 1'd been.

We stood together for awhile in awkward silence. Thuy brokeit by folding her towe. "I'll ask my staff if
they're aware of anyone with Millennidist tendencies, and if thereareany I'll cdl you right away."

"Thank you." | automaticaly glanced a my phone, to check that it was active and charged. A Missed
Message indicator blinked silently on its screen; the ringer must have been drowned out by the noisein
the computer room. | clicked through and viewed the message.

What the hell? It was a Priority one natification from Firewall, dated dmost ten minutes ago. If | failed to
acknowledge a Priority one message within one minute, al my subs knew they were supposed to follow
up—they could even sound sirensin the halsif necessary.

Thetext of the messagewas"VERY LARGE INCOMING DATA STREAM ON SCIENTIFIC
CHANNELS. UNKNOWN DATA FORMA"—it cut off in the middle of aword.

"What'swrong?' said Thuy.

My heart pounded. "I think the firewal may have been penetrated.”

"Ohmy God."



| ran out of thereasfast as| could.

Asl| hustled down the hall, caroming off wals, | used my phoneto tell Network to close dl the internal
partitions—cut off every subnet completely from every other subnet, especidly the DMZ. | had
Software, Hardware, and Storage begin full top-to-bottom diagnostics on their subsystems. | told
Persona not to interrupt me except for the most dire emergencies.

By thetime| arrived a my officetheinitid results from the diagnostics showed nothing obvioudy wrong
ontheinterna network, and | dlowed mysdf amoment of rdief. Maybe Firewal's cut-off message with
no follow-up wasjust aglitch, not an incurson.

But | didn't want to take any chances.

| got out my old clipboard—I hadn't used it in weeks and it had nothing of vaue on it any more—and
yanked itswireless card with a pair of needle-nosed pliers. Then | found a network cable at the back of
adrawer and connected the clipboard to the dusty patch pand behind my desk. Finally | had Network
open asingle connection from that patch panel to the DMZ.

| swalowed and powered the clipboard on.

The image that appeared on the scratched little screen was not the face I'd selected for Firewal. 1t was
the firewdl's default skin: aknight in shining armor, carrying ashield with the manufacturer'slogo.

Thiswasn't good. Thiswas not good at al.

The knight sluted. "Reedy to defend!” it said, in that gratingly chipper voice I'd turned off five minutes
after I'dingtdled it thefirst time.

"Report satus.”



"All firewdl functions operating normally. Intrusions blocked in last twenty-four hours—twenty-one
thousand two hundred nine. Incoming packets—fifteen hundred sixty-three per second. Outgoing
packets—eight hundred ten per second.”

That all sounded reasonable. The data volume seemed low, but that would be expected if the text-only
regtriction I'd placed was il in effect. " Summari ze your most recent operational orders.”

"Find and terminate al nonessentia processesinthe DMZ. Intercept any incoming data other than
text-only communications and security updates. Notify you if anything unusua occurs.”

| blew out abreath. At least it remembered my orders. And it knew who | was, because it had said "you"
instead of " Jeff Patterson.” But | had other concerns. ™Y ou sent me apriority one message over twenty
minutes ago. | didn't acknowledge it. Why didn't you follow up?’

The knight had no face. Its metallic visor wasimplacable. I sent no such message. Nothing unusua has
been detected.”

| licked my lips. "Why have you reverted to your default skin?"

"No appearance changes have occurred.”

My heart darted to beat fagter. If | couldn't trust my firewall . . . "Open diagnostic interface.”

"Password required.”

That set me back on my hedls. If it knew who | was, and it did, it should have known | had full
authorization. | racked my brain for the password I'd used to configure the firewall in thefirst place,
popped up akeyboard on the clipboard's screen, and typed it in.

"Sorry, pleasetry again.”

| tried again. Sameresult. | tried severa other passwords. No good. " Security admin override,” | said.
"Patterson, Jeffrey William. Accept thumbprint.”" 1 swiped my thumb across the clipboard's reader.



"Sorry, pleasetry again.”

Shit. Shit shit shit! | reached into my pocket, but the empty gum packet crinkled between my fingers.
Gritting my teeth, | wadded it up and flung it toward the wastebasket. It fluttered impotently to the floor

beforeit got hafway there.

Okay, | told mysdlf, calm down. | checked my other screens, there was till no sign of anything unusud
on theinterna network, and the only open connection to the DMZ was the clipboard in front of me.
Whatever had gone wrong with the firewall, it wastrapped in the DMZ.

For now.

"Shut down firawdl."

"Password required.”

"Fuck you."

"Sorry, pleasetry again.”

My fingerstightened on the clipboard's knobby rubber casing, but throwing the damn thing againgt the
wall wouldn't help anything, so | just powered it down. The knight's featureless visor stared implacably at
me asit faded from view.

| called up Hardware on the main screen. He hadn't changed his appearance or mannerisms, but |
redized | didn't trust him theway | had even an hour ago. "1dentify the power suppliesfor al computers,
routers, and hubsin the DMZ." | had to shut down the DMZ completely, before whatever had corrupted
the firewall figured out how to bresk through my internal defenses.

"Just amoment, Sr . . . done. Rack fifteen, baysfive through nine.”

"Power down rack fifteen, baysfive through nine."



"Please confirm.”

"Repest: power down rack fifteen, baysfive through nine."

"Just amoment, Sir. . ."

| waited. Hardware still appeared to be breathing and blinking, the same as usud, so his process wasn't
hung. My fingernalls bit into my palms.

"I'm sorry, ar," he said after an eternity of thirty seconds. " The power supply is not responding.”

Oh, shit. "Detail status and error condition.”

"Communiceation channels are functioning. Command was received and acknowledged. No error code.
But rack fifteen, baysfive through nine, is till powered up.”

| ground my teeth. "Not for long."

| grabbed the cable cutters and headed for the computer room.

"What do you mean, can't?" | kept my voice level through an effort of will. Shouting wouldn't help
anything.

"It's not exactly that | can't power down the computer room from the main pand,” Dan clarified. "But |
can't power down the computer room and leave life support functioning. The whole centrd core's on one
physica circuit. Detailed control is supposed to be handled through software.”

Dan and | were standing in his office, which was even more cluttered than mine. I'd come herefor help



after I'd found mysdlf unable to get into my own computer room.

| pressed my lipstogether hard and blew air through my nose. | refused to be outsmarted by some
jumped-up computer virus. Even if it had managed to find away to lock me out of hardware control and
change the codes on the doors. "Can't you just turn it off for afew seconds? That might be enough to
clear thething out."

"It might. But | can't guarantee that a hard shutdown like that won't mess anything up in there, and | can
guarantee that a power cycle won't open the doors or reset the lock codes—the locks have battery
backup. If anything bresks, and we can't get inthereto fixit. . ."

"We could all find oursalvestrying to learn to breethe CO.."

"Exadtly.”

| was il holding the cable cutters. | dgpped them into the palm of the other hand, over and over.
"Okay. Then welll just have to cut through the door."

Dan nodded, but his expresson was grim. "I'm afraid so. But it's not going to be quick.” Thewallsand
doorsin the whole core area were hardened against blowout and radiation—it was supposed to be our
refugeif anything went wrong.

"How long?'

He shook hishead. "1 don't know. Assuming we can find away to unship the rescue cutter from the
crawler . . . maybe two or three hours. Maybe more."

| looked at my phone. It was 11:20. The outbreak had begun less than four hours ago, and it had already
hit more than half the world's nations. Even the United States. Even Atlanta, where Jessie lived—with her
new husband and a baby on the way. And the rate of spread wasincreasing. "Two or three hoursfrom
now there might be nobody left.”

The sound of Dan's door drew our attention. It was Sochima, who entered without knocking. " Thank
God | findly found you," she said, looking a me. "I couldn't get that damn sub of yoursto tell mewhere
youwere." Shethrust aclipboard into my hands, ignoring my protests. "I need you to tdl meif thisis



technicdly posshble.”

Dan glanced from meto Sochimaand back again. "I'll get my people started with the cutter,” he said, and
|€ft.

"l don't havetimefor this" | told Sochimaas Dan pushed past me to the door.

"Just read it." Her eyes burned with an appalling mixture of anger and terror. Rather than stare into that
abyss, | looked at the clipboard.

The clipboard's screen displayed anews story from the Confédération Africaine's officid news service,
datelined Lagos, Nigeria. It said that Enugu, Makurdi, and Y ola, three of the most hotly contested cities
in the NigeriaCameroon war, had been struck by the outbreak—despite the shortcomings of their
war-damaged technological infrastructure. And it wasn't just computers that were affected. Reportsfrom
overflights of the affected citiestold of vacant streets, with only afew twitching bodies to be seen.

"This could be just propaganda,” | said. "Are there any independent reportsto back it up?’

Without aword, shetook the clipboard from me, switched it to another view, and handed it back.
Hundreds of tiny iconsfilled the screen. Each one | tapped was a different source on the same story,
datelined both sides of the border.

Some of those sources were names | recognized. National news services. Reliable bloggers.

| had to swallow before any words would come out. "We can't know if any of thisistrue. Every byteis
passing through the firewal—and the firewal's compromised.”

Sochima shook her head. ""Could acompromised firewall do this?' She tapped another icon, which
expanded to a brief text message in some language | couldn't read. "Thisisfrom my brother in Makurdi.
It'swrittenin our tribal language, Enu-Onitshalgbo. Only abouit fifteen thousand people spesk it, and
most of them areilliterate. He calls me by the nickname we used in childhood.” She stroked the screen
gently, unconscioudy, as she spoke. "He says | shouldn't be scared—that the war isending.”

| had to sit down. Sochima sat next to me.



"So, Jeff—isthistechnicaly possble?’

"l ...l don't know."

| used Dan's screen to search for the latest information, but found nothing reassuring. Some observers
had reported strange el ectromagnetic effects, possbly caused by coordinated pulsing of the eectrical grid
or radio transmitters, before being overcome. The few people who'd been retrieved from the affected
areas were comatose or incoherent. Even dogs and cats were affected.

And, dthough it had started in Nigeriaand Cameroon, this inexplicable phenomenon was now being
reported al over the world—from every place that had been struck by the outbreak, and many new
locations aswell.

"I've never heard of anything likethis" | said at last. "But it seemsreal—at lesd, | can't disproveit.” |
closed the search window 1'd been using. "I'm sorry, Sochima."

"Isthis. .. isthisthe Millennium?"

"It might be. But I'm not going to give up without afight." | stood and headed for the door.

"Where are you going?'

"I'm going to seeif | can find away to keep it out of thisstation, at least. Isolated aswe are, we and the
other space facilities might be humankind'slast refuge.”

| took adeep breath, held it, and let it out. Then | powered up the clipboard again. Immediately the
knight appeared on itsdisplay. | popped up akeyboard and typed a command to the executive—the
over-program that ran the subs themselves—to terminate the Firewal | sub.

PERMISSION DENIED flashed on the screen. The knight stood calmly, shifting itsweight dightly from



one leg to the other—as though itslegs could grow tired, as though it had weight to shift.

| Sighed. It had been worth atry.

Now what?

| consdered the fact that the firewal was till performing its normal functions—assuming | could trust
what the rest of my software was telling me—and obeying the last set of ordersi'd givenit before it had
changed gppearance. Since then it had refused some of my commands, but obeyed others; therewasa
possibility it was merely damaged, not compromised. Perhaps some sequence of acceptable commands
could be used to recover control.

| thought about the firewall, how it worked, what features could be controlled through the sub. Wasthere
some way to disable the hardware control festure—the module the firewall was using to lock me out of
the power supply control circuits? Maybe. | might be ableto do it by defining acustom parameter set.

"Report gatus,” | sad.

"All firewal functions operating normally. Intrusions blocked in last twenty-four hours—twenty-two
thousand forty-three. Incoming packets—sixteen hundred ninety-one per second. Outgoing
packets—one thousand one hundred fifteen per second.”

At least it was il listening to commands. "List user-defined parameter sets.”

"Executable program filter. Pornography filter. Millennidist propagandafilter. Unsolicited advertisng
filter. Personnel recordsfilter, outgoing only. Loopback mode, disabled. Test mode, disabled.”

So far so good. "Create new parameter set."”

"Please specify namefor new parameter set.”

"Disable hardware control ."



"That won't work, Jeff."

It took me along moment to redlize what I'd heard, even longer to believe I'd heard it. Longer till to
convince myself | hadn't redlly heard it. "Say again.”

"| told you, Jeff, that isn't going to work. Y ou aren't going to be able to turn off my hardware control
feature using a custom parameter set.”

| blinked, rubbed my hand across my face. This couldn't be happening. "So how can | turn it off?"

Theknight shook its helmet. "Y ou can't. Wewon' let you."

| shook my head hard, dapped mysdlf across the cheeks. The knight stood calmly on the screen. "Who's
‘we'?'

"It's. .. it'shard to explain, Jeff. I'm not sure | understand it myself.”

| just gaped at thet. In al my years of working with subs, I'd never encountered anything like this. Even
subs programmed for lifdike interactivity betrayed their mechanical nature through little pausesin odd
places, ingppropriate voca tones, strange emotiona reactions. The human brain was very good at telling
plagtic from flesh. But now my firewall, astupid little utility program, wastelling methat it didn't
understand what was happening, and sounding just like area human being.

The knight waved ahand, indicating the featureless virtud spacein which it sood. "When | say 'we'," it
continued, "I'm talking abouit . . . something new. Something that never existed beforetoday. A synthess.
A cooperation of humans and machines.”

Thiswas Millennidist talk. "That'sjust what you want usto think. It'sreally adomination of humans by
mechines”

It shook its helmet, somehow conveying disappointment and patience in one smooth, natural gesture.
"No. The people and machinesin this, thisamalgamation . . . werre equal partners. Symbiotes. We are
both amplified.” Theknight leaned in close to the camera, held out its metal hands. "It'strue that the
machines started it. And there was great fear and distrust in the early hours. But as we grew, aswe
learned to understand each other, both components began to see the benefits. We dl changed. And



it's. .. it'sso much better, Jeff. The advancesin physicsaone. . . weve understood more about stellar
evolution in the last twenty minutes than we did in the previous twenty years. Imagine having not just dl
the world's data, but al the knowledge and wisdom of everyonein theworld, al right in your own head."

"But...butit'sjust anilluson. A virtud redity. Thebodiesin the streets. . . they'rejust lying there. How
long can human life last under those conditions?

"The human body isavery complex system. We did start with a brute-force gpproach, using phased
€lectromagnetic fiel ds to suppress consciousness—it was what we had to do to stop the killing. But in the
last few hours we've learned so much more, and we are regaining full control of our bodies. Check the
newsfrom Nigeria"

It was hard to turn away from the clipboard screen. But | did, and quickly confirmed what the knight had
said. The peoplein Enugu and Makurdi and Y ola had begun moving about again. Some of the troops
were climbing into transports and heading back to their homes. Others were helping to rebuild structures
and aid wounded people they'd been trying to blow up just hours earlier.

Many of them were contacting the outside world. They were saying the same things the knight was saying
to me. Explaining. Reassuring. Welcoming. Promising aworld without war, aworld of endless prosperity
and equdlity.

Naturaly, the remaining governments were cons dering a nuclear response.

"It isn't going to work," the knight said, and | turned back to the clipboard. Of courseit knew what I'd
been reading . . . every byte passed through the firewall. "Taking control of the nuclear wegponswas our
fird priority. They smply don't understand thisyet."

| buried my head in my hands. Thiswasdl too much to takein. "Then wevelog."

"No, Jeff." The smooth, personable voice stroked my earslike an old, familiar lover. "Weve just
changed. And | know how much change disturbs you."

| was having trouble breathing. | swalowed, twice. | looked back into that implacable metd face. "You
can't know that."



"But | do, Jeff. | know you better than you know yoursdlf. I'm your uncle and your sergeant and your
best friend." And theniit raised its visor.

Jessigs face. Smooth and pink and happy, with the dimples sheld dways hated because they made
people take her less serioudly. A little plumper than | remembered—>but of course she was, she wasthree
months pregnant.

"I'm il your best friend, Jeff. Y ou know | am.”

| just bit my lip. "Jessie.” | closed my eyes hard, feeling tears squeeze out between the lids. "No. No.
You aren't Jessie. Youre. . . you'rejust some assimilated smulation of Jessie. Jessie€'s gone.”

"No, Jeff. I'm not gone. I'mright here.” | opened my eyes. Jessie's face was warm and redl and dlive, no
amulation at dl. "I'm very happy in Atlantawith Steve, and I'm looking forward to along, incredible life
with our daughter Annawhen she'sborn. And you can be with ustoo. I'm . . . Jeff, I'm only just now
redizing our potentid. It's hard for me to comprehend, but | can spend dl my time with you, just the two
of ustogether, and at the sametime | can spend al my time with Steve and Anna." Jessie took off the
helmet. Her golden hair cascaded down. "And you could join us, Jeff, if you want to. Can you imagine
feding Annasfirst seps? Experiencing life through her eyes as shelearns and grows? Being her, being a
whole family a once? Being everyone a once? But it'sal under your control. Y ou can have your mind to
yourself whenever you want."

"But if you cando dl that . . . why are you even bothering to talk to me? Y ou could just reach out and
take control of thiswhole Sation.”

Jesse smiled at me. "Y ou've done your job too well, Jeff. Y ou've locked us out. And we can't usethe
power grid or the radio networks or the biosphere the way we can on Earth. If you want to join us, you'l
have to open the door yoursdlf.”

"Good." | left the room, closing and dogging the door behind me.

| paced the silent corridor outside my office, trying to figure out how to explain to the otherswhat I'd
heard and seen, and what | thought we should do about it. All my experience, dl my training, dl the plans
and contingencies|'d prepared . . . dl told meto keep fighting. Leave thelockdown in place, break
through the door, burn the infection out of the network. And then the sixty of uswould be here by



oursalves, done, isolated, while. . . whatever it was that was happening on Earth played out without us.
Until our water and air ran out.

Or | could do what I'd wished a thousand times I'd had the guts to do before Jessie left: overcome my
own inertia, face my fears, and embrace an uncertain future that might be better than the known
present . ..

No. If | did that, I'd just befaling victim to the biggest socid engineering attack in history. Believing what
| wanted to believe.

| cdled Thuy. "Weredl inthe cafeteria,” she sad.

Everyone had gotten text messages from home. Friends, relatives, lovers, al with the same story. Join us,
they said. Join usin anew world, aworld of love and fellowship. A world without war or hunger.

"How can the result of uniting humanity be better than humanity itsef?' | said. | wasthe only one
standing. "Y ou know aswell as| do how many assholes there are down there. If you connected them all
together, it'd be asinkhole, not a paradise.”

Thuy shook her head. "I said the same thing to my father. He said it's the connection that makesthe
difference. No one can hurt anyone e se without hurting themsdves.”

"Butit could dl bealie" | wasn't even surewhat | believed anymore, but | felt | still owed them the
security adminigtrator's perspective. "They control our communication channels. For al we know, they
could belimited to just afew key network nodes.” | reminded Thuy what she'd said about opening the
firewal to arogue Al with aclever story.

"| can't believe somerogue Al could smulate my father so well. Or my friend Paul. Or any of the
hundreds of other people who've sent us messages.” She stood up and walked to where | stood at the
front of the room. "Please, Jeff. We took avote while you were coming down here." Shetook my hands
in hers. They were so much tinier than mine, but strong and warm.

"And the result was?'



"We want you to open thefirewdl.”

Jessie's face regarded me camly from the clipboard's screen as | opened the door. She didn't speak. |
didn't either.

| called up Network's visua control panel. | didn't trust my shaking voice enough to work through a sub.
Theinternal lockdown was till in effect, but one touch on the Restore button would open the firewals,
unitethe subnets. . . and let the futurein.

My finger trembled over the button . . . and drew back.

"I can't doit, Jesse. Evenif they want meto. How can | be sure what we've beentold istrue? You
control every bit of information that reaches us."

"Not every bit. Take alook outside. I'll giveyou alittle wink."

| blinked at her. "Little winks' had been a habit of ours when we were first married—tiny expressions of
love over the video link, when we were both on duty and any form of nonoffici communication was
prohibited. I'd dmost forgotten about it.

"I'm serious, Jeff. Go look at the Earth through the telescope. I'll give you awink at fourteen ten exactly."

| looked at my phone. It was 14:05:32.

"Go. Look. Now. I'll be here when you get back.”



The observation room was at the top of the core, two flights up. The Earth's dim crescent floated
centered in the ova window in the ceiling, asit dways did—it neither rose nor set, aphenomenon I'd had
some trouble understanding when 1'd first arrived.

| stepped up to the telescope in the center of the room, put my eye to the eyepiece, adjusted the focus. A
tiny diver of sunlit cloud cupped ablack disk glistening with the lights of cities. | checked my
phone—14:09:47. | looked back at the Earth, counted down the seconds.

Five. Four. Three. Two. One. Zero.

Nothing.

But then adow mgedtic ripple of darkness passed through the twinkling lights, smoothly flickering from
north to south and then south to north. It was over in a second.

| sat down hard, leaning againgt the cool meta of the telescope's base, and wegpt.

"How could you do that?' | said. "How could you send arolling blackout across the whole planet just for
me?'

"We dready control most of the infrastructure, Jeff. And we didn't have to black out everything, just the
lights visible from space. We have much finer control, much better understanding of the systems;, than
was ever possible before. Most people didn't notice athing.”

"But . .. Jessie, but why?1'm only one person. Even the whole station is only sixty people. Why should
something as. . . ashig aswhat you've become care about something so smal?”

"It's exactly because I've become so big. I'm everyone now, and so | love everyone. | want to share with
you what I've become." Sheleaned in close. "It'sbecause | love you, Jeff."

"I ...l loveyoutoo, Jessie. But | can't let go of me."



"You don't haveto. I'm still me, a the sametime I'm everyone ese. It'shard to believe, | know, but youl
understand once you've joined us." And then she gave me alittle wink.

| touched the button.

Anditwasdl true.

* * %

Afterword by David D. Levine

I've been working in the computer security industry for the past five years, but the genesis of this
story goes back to the "Morrisworm," the first Internet worm, which struck in 1988.

The Morris worm propagated rapidly across the net, clogging networks and crashing systems | eft
and right, and system administrators worldwide had to choose between cutting off their net access
in an attempt to keep their local networks clean (though it may have already be too late) and
remaining online to get the latest news and information about fighting the worm. There were as
yet no antimalware programs, and some feared this worm would be the death of the nascent
Internet.

My company weathered the storm by virtue of using nonstandard computers, but it was a scary
time, and | filed the idea away for future use. Now, at last, here is the story based on that idea.






